[$token] . subStr(fcommand,
$_SESSION['output’] .=
ENT_SamuraiWTF ,
(empty($_SESSION[hist
$escaped) Web “:}}
rel=

Array

commai

= proc_open($C0
gets($io[1]), ENT_COMPAT, ‘UTF-8’); } I* Read output sent to stderr. */ Wi

} fclose(Sio[1]); Applications fclose($io[2]); proc_close($p); } } /* Build the command <P Cl> history for use in the JavaScript */ if

_hist = ™; } else { $escaped = array_map(‘addslashes’, $_SESSION['history]); $ Healthcare js_command_hist Networks = “"*“ _implode(",

PUBLIC MobiSec //W3C/DTD HTML 4.01//EN" , Mobile, “http//www.w3_org/TR/htmli4/strict. dtd™ <html> <head> <title> HIPAA <ftitle> <l
$_SESSION [‘authenticated’]) { 2= va r current_line = 0; Architecture Review var command_hist =

{if ('e) var e = window.event; if (e.keyCode == 38 && current_line < command_hist.length-1) {
SANS Top 10.command.value = command_hist[current_line]; } if (e keyCode =OWASP= 40 &&

gent shell. command.value = command_hist [current_
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— .Net Security - http://www.jardinesoftware.net/
— Gen. Security — http://blog.secureideas.net

©2013 Secure Ideas LLC | www.secureideas.com




Topics
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 ASP.Net
* RequestValidation
* ViewState
* EventValidation
e GET/POST & Postback
L . Conclusion
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ASP.Net
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Editions

Versions

WebForms
\Y\V/e

1.1
2.0
3.0
3.5
4.0
4.5 *

Web Pages
Web API
WCF
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Testing ASP.Net
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* Similar to other technologies
— GETs/POSTs, etc
— AJAX
— Cookies, Hidden Fields, Forms
— Session State, Authentication

e Differentiators
' — Request Validation
— View State
— Event Validation
— Other Built In Controls
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Request Validation
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* Attempt to block XSS Attacks

* In 2.0+ only works for HTML Context
— <[char], <!, <?, </, &#t

* Prior to 2.0 most likely disabled

— ' 1 M
File Edit View Favorites Tools Help

Server Error in '/' Application.

A potentially dangerous Request.Form value was detected from
the client (ctl00$MainContents$txtUserName="j<s").

Description: ASP.NET has detected data in the request that is potentially dangerous because it might include HTML
markup or script. The data might represent an attempt to compromise the security of your application, such as a cross-site

scripting attack. If this type of input is appropriate in your application, you can include code in a web page to explicitly allow
it. For more information, see htip://go.microsoft.com/fwlink/?LinkID=212874.
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Request Validation Bypass
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* Not Really!

If database stores data as varchar (not nvarchar)
Use unicode-wide %uFF1C (<)
RequestValidation doesn't detect this but...

Database will convert it to the < character

Of course output encoding does block this as well
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Request Validation Bypass 2
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* Addition of % Character (<%tagname>)
* Reported to work in IE (I was unsuccessful)

e Reported by Zamir Paltiel (http://www.securityfocus.com/
archive/1/524043)

* An older bypass was to use a null character like
<%00tagname>
* Browser specific and doesn't really work anywhere

Of course output encoding does block this as well
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Request Validation Config
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e Setin the Web.Config File
<system.web>
<pages validateRequest="true" />
</system.web>

e Set at the Page Level
<% @ ValidateRequest="true" %>
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Yes, It’s Interesting
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ViewState v2.0 compatible [MAC is not enabled]
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ViewState
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* Base64 Encoded By Default
— Can be encrypted

e Vulnerabilities

— Parameter Tampering, XSS, Info Leakage
Request | Response ]

J RawT Headers T Hex T HTML T Render T ViewState ]
<div id="content">
<a name="pageContent"></a>
<div id="pageContent">

<form method="post" action="default.aspx" id="forml"=>
<div class="aspNetHidden">
<input type="hidden" name="__ EVENTTARGET" id="__ EVENTTARGET" walue="" />
<input type="hidden" name="__ EVENTARGUMENT" id="__EVENTARGUMENT" walue="" />
<input type="hidden" name="__ VIEWSTATE" id="__ VIEWSTATE"
value="/wEPDwUIMTMSODkwOT kyD2QWAMY PEBYCAGMPEZRYCAGE PFCSARGEWBE4 ISW1hE 2VVernwFHy 9 ThWFnZ X
MvOmFubmVyL2 ThhmSlcl 9z bWFskC SqoGeeDUFsdGVy hmFO0ZVR1 eHQFHOZ sh3 JTpEGE gRGVwY XJ0 bWVudCBvE 1B
FZHV Y XRph2 SkERYCEZgIBFgIWCB4LSGI0UIEVAE 1wEGULKiVTeXN0ZW0uvV2ViLlVIL1dl Y kNvhbnRy b2 xzLkhv
AdFNwh3RNbh2R1AR4LTmMEF 2 aWdhdGVVenwFGGho dHAE Ly 93d3cubXl GGy aWRhLmNvhbR4LO 2 9vemR phmF 0 2 XMFG
DAsN jAsIDc4NSwwHwE FHOZsh3 TpEGE gRGVwY XJ0 hWvudCBvE iBFEHV jY XR pb2 4WAgICAgJKGAE FImN 0 hDAwWJTE
NvhbnR1bnROLGF {2UhvhbGR]1 cjEkZ 32 fUnVsE XMPPC sADAE I AgFkWiR0 Jd2Q00kGSe1I8rdxLd+cglWl0wlgg2 s
+uwPpVE= />
</ div>
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ViewState Manipulation
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* ViewStateViewer - http://labs.neohapsis.com/
2009/08/03/viewstateviewer-a-gui-tool-for-

deserializingreserializing-viewstate/

"%é Fiddler - HTTP Debugging Proxy

File Edit Rules Tools View Help GET /book
i Decode iKeep: All sessions v}@Any Process 33 Find [&! Save | &l & Browse

F=5 ECR =

41

_J) ¥2 Replay X~ P Resume ‘ Stream

o < Acomposer [ [rites [ [Eiog [ = rimeine |
# Result  Protocol Host URL @ Statistics [ % Inspectors | # AutoResponder
91 200 HTTP localhost:51301  /Default.aspx Headers | Textview \WebForms HexView IViewState Auth Cookies
U 2 - HTTP localhost:51301  /Default.aspx o ISON XML

/wEPDwUKLTEONzExNjI20A%FgJmD2QWAgIDD2QWAgIFD2QWAgIHDW8WAh4EVG
VAdAUWQ29we SAYMDEyIFRIc3QgQ2%cGFueWRkZA==

MAC: NoVersion: ASP.Net2.X Vl Decode ] A [ Encode

<System.Web. Ul Pair>

<System Collections.ArayList >
<System.Web.U|.Indexed String>Text </System Web.Ul.Indexed String>

<System.String xml:space="preserve">Copy 2012 Test Company</System.Strir

</System Collections. ArrayList >
<Null>True</Null>

PR NSV VSR TR e }
1 »

Break on Response l.Rtmt_'qumpleﬁon lCI vl

1 »

4 | mesooint it Tampe e
A R EEEEERRRERRR————————.,
_ Get SyntaxView Transformer Headers TextView ImageView HexView

http:/flocalhost: 51301/Default.aspx

:i;f Capturing = All Processes m 1/2
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ViewState - Protected
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Q‘ I';—) http://localhost.:16442/ControlPanelSection3.aspx Jo b N ¢/ H @ Validation of viewstate MA... ‘ ‘ Aok
File Edit View Favorites Tools Help

Server Error in '/' Application. A

Validation of viewstate MAC failed. If this application is hosted by a Web Farm or cluster, ensure that
| <machineKey> configuration specifies the same validationKey and validation algorithm. AutoGenerate
cannot be used in a cluster.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the
i| code

Exception Details: System Web. HttpException: Validation of viewstate MAC failed. If this application is hosted by a Web Farm or cluster, ensure that <machineKey= configuration specifies the
il same validationKey and validation algorithm. AutoGenerate cannot be used in a cluster

Source Error:

[No relevant source lines]
Source File: c:\Users\yobyekrut\AppData\Local\Temp\Temporary ASP.NET Files\root\06eac2ef\f4967d7b\App_Web_vp5Sxjuwk 4.cs Line: 0

Stack Trace:

[ViewStateException: Invalid viewstate.
Client IP: 127.0.0.1
Port:
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/6.0)
ViewState: VGhpcyBpcyBhIHR1c3QgdG8gbwvzcyB3aXRoIHRoZSB1YXNINIQgZWS jb2Rpbmcu
Referer: http://localhost. :16442/ControlPanelSection3. aspx
Path: /ControlPanelSection3.aspx]

[HttpException (0x80004005): Validation of viewstate MAC failed. If this application is hosted by a Web Farm or cluster, ensure that <ny
System.Web.UI.ViewStateException. ThrowErr‘or(Except‘lon 1nner', String persistedState, String err‘orPageMessage, Boolean macValidationEr

Cromd mme Talmly 1T VS miCd md Al v mmnd S an Thendlarl/aTl i dad s anl e mn fTumnnd < an Snman Chntnn manecs mdadChadaN 4
H100% ~
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The Problem
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This is wrong common advice!!

SOIUt'On 1 Sign Up to vote < &

Refer to the following thread for a discussion about this issue:

http://forums.asp.net/t/955145.aspx["]

You can fix this by setting the EnableViewStateMAC property to false. Refer to more information about
EnableViewStateMAC in the link given below:

http://msdn.microsoft.com/en-us/library/system.web.ui.page.enableviewstatemac.aspx[*]

Posted 24-Sep-12 16:39pm Permalink
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ViewStateMac
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* Provides Tamper Protection for:

_ VIeWState ‘v Request I Response ]
- EventVa|idal'i0n | Raw ] Headers I Hex ] HTML ] Render TViewState ]
¥ ViewState v2.0 compatible [MAC enabled)
¥ Pai
¥ Pair
string 139890992
¥ Pai
Web.Config

<pages enableViewStateMac="true" />

Page Level
<%@ Page Language="C#" EnableViewStateMac="true"...
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Event Validation
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* Protects Drop Down Lists

« Protects against forged post backs
« Protected by ViewStateMac

« Creates an array of numeric hashes

« Not User Specific
— Doesn't Protect against CSRF

<input type="hidden" name="__EVENTVALIDATION"
value="/wEWBALsILOgAu3wv7QBAgnOkfQNAoznisYG"/>

0




Event Validation - EventValMod
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* Modifies the Event Validation field
« Stand Alone App / Written in .Net
 http://sourceforge.net/projects/eventvalmod

EventValidation Tool

Unique Id: Value: Hash Code:

$MainContentgcmdDelete | | 1330686796
[] Is ViewState? &dd To Box

Original Event Validation:

AWEWBOK04+wkAUTT HACTIPEMALS0/owAu3T +HACO/P/ /vl =

77279656
102672878

102672879

102672876

102672877
1610611107
1380686796 |

Modified Event Validation:

PEWBWK o +wkAu7T +AC7IPEMALS0/owhbuaT +HACo/P//wlCzLeukgl=
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Event Validation - VEHICLE
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* ViewState Hidden Event Enumerator
— Formerly known as ria-scip

« Works with ZAP

* Features
— Event Execution of Disabled/Invisible Controls
— Server Control Property Injection
— Edit the ViewState Field
— Error-Based Control Name Enum i ==

aaaaaaaaaaaa

— ViewState/EventValidation Reconstruction | =
* https://github.com/hacktics/vehicle o

ssssssssssssssssssssssss

aaaaaaaaaaaa




EventValidation Config
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e Set in the Web.Config File
<system.web>
<pages enableEventValidation="true" />

</system.web>

. * Set at the Page Level
<% @ EnableEventValidation="true" %>

0




Bad, Bad, Bad!!
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ViewState v2.0 compatible [MAC is not enabled]
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ViewStateUserKey
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 Protects against Cross Site Request Forgery
— Provides a user "salt" to ViewStateMac

* Not enabled by default
* Only works for requests with ViewState

— http://www.testsite.mm/deleteuser.aspx?id=5 (doesn't work)

« Recommendation:
protected void Page_Init(object sender, EventArgs e)

{

Page.ViewStateUserKey = Session.Sessionld;

}
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Postback
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e Webforms are based around "Postbacks"
e Caused by Events (ex. button_click)
 Triggered by _ ViewState or __EventTarget

if (IPage.lsPostback){
// Authorization/Populate Data
IblCopy.Text = "copy 2013";
if(!User.IsInRole("Admin"))
Response.Redirect("Unauthorized.aspx");

}
else{

// Execute Events
}
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Postback Attacks
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* Authorization Bypass
if(!User.IsInRole("Admin"))
Response.Redirect("Unauthorized.aspx");

Recommendation:
— Check Authorization on Every Request

e XSS (ViewState Tampering)
IblCopy.Text = "copy 2013";

Recommendation:
— Enable ViewStateMac
— Set text on every request
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GET/POST Exchange
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e Server Control GETs and POSTs are
Interchangeable

— TextBox

— ListBox

— ViewState/EventValidation
— Etc.

 Based on Request Type

* Can Call POST requests with GET
— Good for CSRF

* Can Trigger Postback with GET request
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GET/POST Fix
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e WebForms
if(Request.RequestType == "POST")

* MVC

[HTTPPost]
void DoSomething()
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Authentication Cookie
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e HTTPOnly (Hard Coded)

e Secure Flag may not be set

— Sometimes there is an error if behind a Load Balancer
that strips SSL

— Should Recommend Manually setting this value

 Self-Contained — Not tracked on server

— Timeout is key. Lives until the timeout expires on the
cookie

— FormsAuthentication.Logout only removes cookie from

the browser (doesn’t kill it)




Misc. Files
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 Trace.axd
 Elmah.axd

Use URL Authorization in the Web.config

 Web.config (crown jewels) — GOOD LUCK!!

— |IS is set up to not serve this file
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Conclusion
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* ASP.Net has good security features

— You have to understand them

 ViewStateMac is IMPORTANT!

— EventValidation
— ViewState

— ViewStateUserKey

* Developers are not up to speed on these things
— Share this info with developers
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[$token] . subStr(fcommand,
$_SESSION['output’] .=
ENT_SamuraiWTF ,
(empty($_SESSION[hist
$escaped) Web “:}}
rel=

Array

commai

= proc_open($C0
gets($io[1]), ENT_COMPAT, ‘UTF-8’); } I* Read output sent to stderr. */ Wi

} fclose(Sio[1]); Applications fclose($io[2]); proc_close($p); } } /* Build the command <P Cl> history for use in the JavaScript */ if

_hist = ™; } else { $escaped = array_map(‘addslashes’, $_SESSION['history]); $ Healthcare js_command_hist Networks = “"*“ _implode(",

PUBLIC MobiSec //W3C/DTD HTML 4.01//EN" , Mobile, “http//www.w3_org/TR/htmli4/strict. dtd™ <html> <head> <title> HIPAA <ftitle> <l
$_SESSION [‘authenticated’]) { 2= va r current_line = 0; Architecture Review var command_hist =

{if ('e) var e = window.event; if (e.keyCode == 38 && current_line < command_hist.length-1) {
SANS Top 10.command.value = command_hist[current_line]; } if (e keyCode =OWASP= 40 &&

gent shell. command.value = command_hist [current_
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